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Executive Summary

This deliverablepresentghe resultsof the WP2-Task2.3 andnotablythe studyanddef-
inition of organizationabtyles. Structuresuchasjoint-venture pyramidal,structure-in-
ves,andarm’s-lengthhave beenstudiedandadapted We have evaluatedthe stylesand
proposedalonga numberof criteria (the degreeof agentsautonomy coordination reli-
ability, andsecurity)aswell asa numberof modi cations to adaptthe methodologyfor
securityengineeringgdatavarehousesserviceorientedarchitectureanddigital libraries.
In particular this deliverable rstly addressetherequirementsnalysisfor organiza-
tional structuresand proposesvariousarchitecturaktylesfor multi-agentsystems.Sec-
ondly, it discusse$iow to integratesecurityrequirementanalysiswith the standarde-
guirementgrocess.Thirdly, a goal-orientedechniqueto requirementsanalysisfor data
warehousedasedon the Troposmethodologywhich canbe employedin bothdemand-
andsupply-drivenframenorks,is proposedThen,weintroduceanExtendedserviceOri-
entedArchitecturethat provides separatdiers for composingand coordinatingservices
anddiscusshow agenttechnologycanbeusedto supporthefunctionsof thearchitecture.
Finally, we proposea layeredarchitectureto build distributed communityervironments
in thedomainof digital libraries.
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Chapter 1

Intr oduction

Software architectureslescribea software systemat a macroscopidevel in termsof a

manageabl@umberof subsystems;omponentandmodulesinter-relatedthroughdata
and control dependenciesSystemarchitecturaldesignhasbeenthe focus of consider

ableresearclduringthelast fteen yearsandhasproducedvell-establishedrchitectural
stylesand frameworks for evaluatingtheir effectivenesswith respectto particularsoft-

ware qualities. Examplesof stylesare pipes-and- Iters,event-based|ayered,control

loopsandthelik e [SG96]. Examplesof softwarequalitiesincludemaintainability modi-

ability , portability andthelike [BCK98]. We areinterestedn developinga suitableset
of architecturabktylesfor multi-agentsoftwaresystems.

In particular following thework in [GKM06, KGMO03, GKM02b, GKM02a, FGKM,
FDG' 05 KGM01, MGMG03, KGM02, MGMP02Z, we considerthat the fundamental
conceptof a Multi-Agent System(MAS) are intentionaland social, ratherthanimple-
mentationoriented.We turn to theorieswhich studysocialstructuredor motivationand
insightssince after all, software agentsby virtue of their intentional capabilities(e.g.,
ability to planandnegotiate)aremuchmorethanmeresoftwarecomponentsMoreover,
MAS attemptto emulateor are inspiredby our limited understandingf how humans
planandnegotiate.In addition,it is preciselythesecapabilitieshatsocialstructuredake
advantageof to enhancee xibility , extensibility, robustnessandreliability of the overall
system Finally, socialstructurefiave beenusedn practicefor muchlongerthansoftware
architectures Adopting thoseamongthemthat have proven mostusefulmakessensen
ary attemptto revise our conceptualizatioof softwareinto onewherethe basiccompo-
nentsare endaved with intentionaland socialtraits. We proposea setof architectural
stylesfor MAS, andgive anin-depthaccountf two of them— the structure-in-5andthe
joint venture— for multi-agentusingthe strategic dependencmodelof i* [Yu95.

From anothermoint of view, the lastdecadedave seenanincreasingawarenesshat
securityplaysa key role in systemdevelopment.Unfortunately securitymodellingand



policy work hasbeenlargely independentf systemrequirementsand systemmodels.
The usualapproachtowardsthe inclusionof securitywithin a systemis to identify se-
curity requirementsfter systemdesign. This is a critical problem[And01], mainly be-

causesecuritymechanismsave to be tted into a pre-eisting designwhich may not

be ableto accommodatehem [Sta99]. Moreover, the implementationof the software
systemmay assumesecuritymechanismghat are simply not necessary Alternatively,

theimplementatiormay introduceprotectionmechanismshatjust hinderoperationin a

trusteddomainthatwasnot percevedasa trusteddomainby the softwareengineerLate

analysisof securityrequirementganalsogenerateon icts betweensecurityneedsand
functional requirementf the system. Even with the growing interestin secureengi-

neering,currentmethodologiegor software (notably informationsystem)development
do not addresssecurity-relategroblems[TKP01], andfail to integratesuccessfullyse-
curity concernghroughoutthe whole developmentprocess.Therehasalsobeenlack of

interactionbetweerresearchers/orking on requirementsnodellingandsecuritypolicy.

Securityis compromisednostoften not by breakingmechanismsuchasencryptionor

securityprotocols,but by exploiting weaknessem the way they arebeingutilized. Se-
curity mechanismsannotbe blindly insertedinto a security-criticalsystem.Instead the

overall systemdevelopmentprocessnusttake securityconcernsnto account.

Oneof the currentresearclkthallengess to integratesecurityrequirementsanalysis
with the standardrequirementgrocess. Securityrequirementss a manifestationof a
high-level organizationapolicy into the detailedrequirement®f a speci ¢ system.The
integrationof securityengineeringnto a model-drven software developmentapproach
hasadwantages Securityrequirementganbe formulatedandintegratedinto systemde-
signsat a high level of abstraction.In this way, it becomegossibleto develop security
aware applicationghat are designedwith the goal of preventingviolationsof a security
policy. At onesideof the spectrumthe call for SE professiorhasbeenon goodcoding
practicesto avoid errorsthat could compromisethe software's security(e.g.,[VMO01]).
At the otherextreme,the emphasisiasbeenon securingthe organizationandits proce-
dures(e.g.,[And01]). Acrossthewhole spectrumamongthesetwo extremesmodelling
andanalysisof securityrequirementfiasbecomeakey challengeor SoftwareEngineer
ing [CILNO2, DS00], andit naturally constitutesone of the themesof this deliverable
[GMZ05, GMMZ05a GMMZ04b, ZIMW05 GMMZ04a GMMO03a GMJZ05.

Severalsurweysindicatethatasigni cant percentagef datawarehouse@©Ws)fail to
meetbusines®bjectivesor areoutrightfailures.Oneof thereasongor thisis thatrequire-
mentsanalysigs typically overlookedin realproject§WS03]. Mostof themethodologies
for DW designclaim theremustbe a phasededicatedo analyzingthe businesgequire-
ments(e.g.,[GR98,KRRT98,LMTO03]), thereis no consensusn whatrelevanceshould
be assignedo suchphaseIndeedtheapproacheto DW designareusuallyclassi edin
two cateyories]|WSO03]:



Supply-driver(alsocalleddata-driver) approachesesignthe DW startingfrom a
detailedanalysisof the datasource§HLV00, GMR98 MKO00]. Userrequirements
impacton designby allowing the designetto selectwhich chunksof dataarerele-
vantfor the decisionmakingprocessaandby determiningtheir structuresaccording
to themultidimensionamodel.

Demand-driver{or requirement-drivepapproachestartfrom determiningthe in-
formationrequirement®f DW users|PG03c¢,BLS01]. The problemof mapping
theserequirement®ntothe availabledatasourcess facedonly a posteriori

Supply-drven approachesre feasiblewhen all of the following are true: (1) de-
tailed knowledgeof datasourcesds availablea priori or easilyachievable;(2) the source
schemata&xhibit agooddegreeof normalizationy3) thecompleity of sourceschematas
not high. In this case conceptuatesignis heavily rootedon sourceschematandcanbe
largely automatede.g.,see[GMR98]). Our on-the- eld experienceshavs thatrequire-
mentanalysiscanthenbe carriedout informally, basedon simplerequiremenglossaries
(suchasin [Lec01]) ratherthanon formal diagrams.On the otherhand,we believe that
suchaninformal approachs unsuitablefor otherdesignframenorks. Therefore a goal-
orientedtechnigueto requirementsnalysisfor DWs, basedon the Troposmethodology
[BGG" 04a],which canbe employedin both demand-andsupply-drivenframeworks, is
proposedn this deliverable.

Then,thedeliverableaddressetheRequirement&ngineeringor WebServiceOrga-
nizationalStructuregPAG04,AG04]. Service-Oriente€omputing(SOC)is thecomput-
ing paradigmthat utilizes servicesasfundamentaklementdor developingapplications-
solutions. Servicesare self-describing platform-agnosticcomputationakelementsthat
supportrapid, low-costcompositionof distributedapplications.Servicesperformfunc-
tions, which canbe anything from simple requestso complicatedbusinessprocesses.
Servicesallow organizationgo exposetheir core competenciesver the Internet(or in-
tranet)usingstandard XML-based)languagesndprotocols,andbe implementedvia a
self-describingnterfacebasedn openstandards.

Servicesareofferedby serviceproviders- organizationghatprocurethe serviceim-
plementationssupplytheir servicedescriptionsand provide relatedtechnicalandbusi-
nesssupport. Sinceservicesmay be offered by differententerprisesand communicate
over the Internet,they provide a distributedcomputinginfrastructurefor bothintra- and
cross-enterprisapplicationintegrationandcollaboration Clientsof servicesanbeother
solutionsor applicationswithin an enterpriseor clients outsidethe enterprise whether
theseare external applications processe®r customers/usersTo satisfy theserequire-
mentsserviceshouldbetednology neutral in thattheinvocationmechanismgprotocols,
descriptionsanddiscovery mechanisms$houldcomplywith widely acceptedtandards.
Servicesshouldalsobe looselycoupledasthey mustnot requireknowledgeor ary in-
ternal structuresor corventions(context) at the client or serviceside. Finally services
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shouldsupportiocationtranspaency Servicesshouldhave their de nitions andlocation
informationstoredin arepositorysuchasUDDI andbe accessibldy a variety of clients
thatcanlocateandinvoke the servicedrrespectve of theirlocation.

The last themeof this deliverableconcernswith architecturedor Digital Libraries
[MYGO5]. Currentevolution of softwaretools for managingsearchingand navigating
scienti c literaturematerials both on the Web, digital librariesandlocal repositoriesjs
creatinga scenariovheremary scienti c communitiesarestartingto rely moreandmore
ontheaddedvalueof suchservicesDifferentsystemsarenow available startingfrom the
pioneeringwork of CiteSee[LGB99], the premierrepositoryof scienti ¢ paperdor the
computersciencecommunity andarriving to the currentbetaversionof GoogleScholat,
acommercially-manageslstenthatproposes businessnodelfor suchacademisearch
engines.

Currentsystemgwith somespeci c differences)ysupport,eitherinternally or exter
nally, a numberof servicesamongwhich: cravl andcollectdocumentdrom the web,
convertthemin differentelectronicformats,automatedneta-dataxtraction(suchasex-
tract citationsfrom the text, identify citationsreferredto samepaperslandvisualizethe
contet of citationsin the body of articles. CiteSeeralso rankspapersand authorsin
variousways, and can identify similarity amongpapers. Google Scholarindexes also
commercialdigital librariesandbringsthe userto the appropriateportal whereshecan
decidesaventuallyto purchasdhe document.Thesekind of serviceshave provedavital
resourcdor academiccommunities However, despitetheir communityvalue,the future
of suchservicesis uncertainwithout a sustainablanodelfor community support. As
web-basedollaboratve ervironmentswill becomemore easily accessibleusableand
with lower maintenanceosts,the numberandscaleof thesekind of web communities
will increase.In the currentWeb, this issueis solved throughcentralization.Our basic
belief is that sucha centralizationin web communitiesin general(andin particularin
scienti c communities)s undesirableTherefore we proposea distributedP2Parchitec-
turefor arenav versionof a CiteSeetilik e systemthatwe call CiteSeelEU. Sucha new
systemwill continueto provide CiteSeettraditionalfeaturesput will be capableto sup-
portdifferentknowledgedomainsaswell asto allow aggreationof distributedresources,
usinga P2Pserviceorientedinfrastructure.

1.1 Technicalcontribution

A Multi-Agent Systemis anorganizationof coordinatecautonomousgentghatinteract
in orderto achieve commongoals.Consideringealworld organizationsasan metaphor
we proposearchitecturaktylesfor MAS which adoptconceptdrom organizationathe-
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ories. The stylesare modeledin i*/T ropos, using the notionsof actor goal and actor
dependeng and areintendedto captureneeds/hants,delegationsand obligations. The
proposedarchitecturalstylesare evaluatedwith respectto a setof software quality at-
tributes,suchaspredictabilityandadaptability In addition,we reporton a comparatre
studyof organizationahndcornventionalsoftwarearchitecturesisinga mobilerobotcon-
trol examplefrom the SoftwareEngineerinditerature.

We critically review the stateof theartin securityrequirementgngineeringanddis-
cussthe motivationsthat led us to proposethe SecureTropos methodology a formal
framework for modellingand analyzingsecurity that enhanceshe agent-orientedoft-
ware developmentmethodologyi*/T ropos. We illustrate the SecureTroposapproach,
a comprehensie casestudy and discusssomelater re nementsof the SecureTropos
methodologyto addressomeof its shortcomings.Finally, we introducethe ST-Tool, a
CASEtool thatsupportsour methodology

We proposea goal-orientedapproachto requirementanalysisfor datawarehouses,
basedon the Troposmethodology Two differentperspectiesareintegratedfor require-
mentanalysis:organizationamodeling,centeredn staleholdersanddecisionaimodel-
ing, focusedon decisionmalkers. Our approactcanbe employed within botha demand-
drivenanda mixed supply/demand-dvendesignframework: in the secondcase while
the operationalsourcesare still exploredto shapehierarchies,userrequirementgplay
a fundamentarole in restrictingthe areaof interestfor analysisandin choosingfacts,
dimensionsandmeasuresThe methodologyproposedsupportedoy a prototype,is de-
scribedwith referenceo arealcasestudy

We introducean ExtendedServiceOrientedArchitecturethat providesseparateiers
for composingand coordinatingservicesandfor managingservicesn an openmarket-
placeby emplgying grid servicesanddiscushow agentechnologycanbeusedo support
thefunctionsof the ExtendedSCQA.

Scienti c communitiesare relying more and more on value addedservicesoffered
by differentsystemson top of digital documentrepositoriesandlibraries. Currentsys-
tems, like CiteSeerand Google Scholar offer importantservicesto thesecommunities
but shaw their limitations whenit comesto scalability decentralizecontrolandplanfor
a sustainablenodelfor communitysupport.We proposeanddescribea new distributed
andserviceorientedarchitecturego supporthecreationof suchservices Ourarchitecture
aimsatloweringthetechnologicabarriersto build distributedcommunityenvironments
by providing asmallnumberof key coreservicesandalayeredarchitecturdor extension
services.

1.2 Plan of the deliverable

Therestof the deliverableis organizedasfollows. Chapter2 addressetherequirements
analysisfor organizationaktructuresandproposes/ariousarchitecturabtylesfor MAS.
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Chapter3 is concernedwith securityand trust requirementengineeringfor organiza-
tional structures;while Chapter4 and Chapter5 discussrequirementengineeringfor
datawarehouseandweb servicestructuresrespectrely. Finally, Chapter6 proposesa
layeredarchitectureo build distributedcommunityervironmentsn thedomainof digital
libraries.



Chapter 2

RequirementsAnalysis for
Organizational Structur es

2.1 Structuring Organizations

Organizationalstructuresare primarily studiedby OrganizationTheory(e.g., [Min92,
MSB99, Sco98]),wherethe aim is to understandhe structureand designof an organi-
zation; alsoby theorieson Strategic Alliances(e.g.,[DG99, GC96,Sey96, YRI5]), that
modelthe stratgic collaborationsof independenbrganizationaktaleholdersvho have
agreedto pursuea setof sharedbusinessobjectives. Both disciplinesaim to identify
andstudyorganizationapatternghat describea systemat a macroscopidevel in terms
of a manageabl@umberof subsystems;omponentand modulesinter-relatedthrough
dependencies.

In thischapterwe areinterestedn identifying, formalizingandusingfor MAS design
well-understoo@ndpreciselyde ned patterngrom organizationatheories.Our purpose
is notto categyorizethemexhaustvely, norto studythemfrom a manageriaperspeciie.

2.1.1 Organization Theory

“An organizationis a consciouslycoordinatedsocialentity, with arelatively identi able
boundarythatfunctionsonarelatively continuousasisto achiezeacommongoalor aset
of goals”[MSB99]. Organizationtheoryis the disciplinethat studiesboth structureand
designfor suchsocialentities. Structuredealswith the descriptve aspectavhile design
refersto the prescriptve aspect®of a socialentity. Organizationtheorystudieshow real-
world organizationsare actually structured pffers suggestion®n how newv onescanbe
planned andhow old onescanchangeo improve effectivenessTo this end,sinceAdam
Smith, schoolsof organizationtheory have proposedpatternsto captureand formalize
recurringorganizationabktructureandbehaiors.
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In the following, we brie y presentsomeof the mainorganizationaktylesidenti ed
in OrganizationTheory A moreexhaustvelist is proposedn [Fau04].For lack of space,
only the structure-in-3s presentedhn detailin Section2.2.

The Structure-in-5. Accordingto thisstyle,anorganizatiorconsist®of vesub-structures,
asproposedy Mintzberg [Min92]. At thebasdevel sitstheOperational Core which car
ries out the basictasksandprocedureslirectly linkedto the productionof productsand
services:acquisitionof inputs,transformatiorof inputsinto outputs,distribution of out-
puts. At the top lies the Strategic Apex which makes executive decisionsensuringthat
the organizationful Is its missionin an effective way and de nes the overall strategy
wherebythe organizationoperatesvithin its ervironment. The Middle Line establishes
hierarchyof authoritybetweenrthe Stratgic Apex andthe OperationalCore. It consists
of managersesponsibldor supervisingandcoordinatingheactuvities of the Operational
Core. The Technostructue andthe Supportareseparatedrom the mainline of authority
andin uence the operatingcore only indirectly. The Technostructureenesthe orga-
nization by makingthe work of othersmore effective, typically by standardizingvork
processesputputs,andskills. It is alsoin chage of applying analyticalprocedurego
adaptthe organizationto its operationakernvironment. The Supportprovidesspecialized
servicesatvariouslevelsof thehierarchyoutsidethe basicoperatingvork ow (e.g.,le-
galcounselR&D, payroll, cafeteria) We describeandmodelexamplesof structures-in-5
in Section2.2.

The pyramid style is a well-known hierarchicalauthority structure[Min92]. Actors at
lower levels dependon thoseat higherones. A critical mechanisnfor this style is the
directsupervisionfrom the Apex. Managersandsupervisorsat intermediatdevelsonly
routestratgic decisionsaandauthorityfrom the Apex to the operatinglowest)level. They
cancoordinatebehaiors or make tacticaldecisionontheirown, but only atalocallevel.

The chain of values meges, backward or forward, several actorsengagedn achies-
ing or realizingrelatedgoalsor tasksat differentstagesof a supplyor productionpro-
cesgSco98]. Participantswho actasintermediariesaddvalueat eachstepof the chain.
For instancefor the domainof goodsdistribution, providersareexpectedo supplyqual-
ity productswholesalersareresponsibldor ensuringtheir massve exposure while re-
tailerstake careof thedirectdeliveryto theconsumers.

The matrix proposesa multiple commandstructure: vertical and horizontalchannels
of informationand authority operatesimultaneouslyfSco98]. The principle of unity of
commands setaside andcompetingbasef authorityareallowedto jointly governthe
work o w. Theverticallinesaretypically thoseof functionaldepartmentshatoperateas
"home bases’for all participants.On the otherhand,horizontallines representgroject
groupsor geographicabrenasvheremanagersombineand coordinatethe servicesof



thefunctionalspecialistsaroundparticularprojectsor areas.

The bidding style involvescompetitionmechanismsvhereactorsbehae asif they were
taking partin an auction[MSB99]. An auctioneeractor runsthe show, adwertisesthe
auctionissuedby the auctionissuer recevesbids from bidderactorsandensuresom-
municationandfeedbackwith theauctionissuer

2.1.2 Strategic Alliances

A stratgjic alliancelinks speci ¢ facetsof two or more organizations.At its core, this
structurds atradingpartnershighatenhanceghe effectivenesf the competitve strate-
gies of participantorganizations. This is accomplishedy providing for the mutually
bene cial tradeof technologiesskills, or productsbaseduponthem.An alliancecantake
avariety of forms, rangingfrom arm's-lengthcontractso joint venturesfrom multina-
tional corporationgo universityspin-ofs, from franchisego equityarrangementsvaried
interpretationf the term exist, but a strateyic alliancecanbe de ned aspossessingi-
multaneouslythefollowing threede ning characteristics:

Two or more organizationsthat unite to pursuea set of agreedupon goals, but
remainindependensubsequenb theformationof thealliance.

Partnerorganizationssharethe bene ts of the alliancesand have control over the
performancef assignedasks.

Partnerorganizationgontribute on a continuingbasisin oneor morekey strateic
arease.g.,technologyproductsand/orservices.

In the following, we brie y presensomeof the mainorganizationaktylesidenti ed
in Stratgic Alliances. A moreexhaustve list is proposedn [Fau04. For lack of space,
only thejoint venturestyleis studiedin detailin Section2.2.

The joint venture style involvesagreemenbetweerntwo or moreintra-industrypartners
to obtainthebene tsof scale partialinvestmenandlower maintenanceostsfDG99]. A
speci ¢ joint managemenactor coordinatesasksandmanageshe sharingof resources
betweerpartneractors.Eachpartnercanmanagendcontrolits own onalocaldimension
andinteractddirectly with otherpartnergdo exchangeresourcessuchasdataandknowl-
edge.However, the stratgic operationandcoordinationof suchanorganization andits
actorson a globaldimensionareonly ensuredy the joint managemenrdctorwherethe
original actorsposses®quity participation. We describeand model examplesof joint
venturesn Section2.2.



The arm's-length style implies agreementdbetweenindependentand competingac-
tors[Seg9q. Partnerskeeptheir autonomyandindependencéut act and put their re-
sourcesand knowledgetogetherto accomplishprecisecommongoals. No authorityis
lost, or delegatedfrom onecollaboratorto another

The hierarchical contracting style identi es coordinatingmechanismghat combine
arm's-lengthagreementeatureswith aspectsf pyramidal authority [YR95]. Coordi-
nationmechanismslevelopedfor arm's-length(independentjelationshipsnvolve a va-
riety of negotiators mediatorsandobseners. Theseoperateat differentlevelsandhandle
conditionalclausesmonitor and managepossiblecontingenciesnegotiateand resohe
con icts, and nally deliberateandmale decisionsHierarchicalrelationships-from the
executive ap& to arm's-lengthcontractors- restrictautonomyandsene asa basisfor a
cooperatre venturebetweerthe partners.

The co-optation style incorporategartnerrepresentaiesinto the decision-makingor
advisorystructureandbehaior of a nenly-foundedorganization[GC96]. By co-opting
theirrepresentaties,organizationsaretradingcon dentiality andauthorityfor resources,
knowledgeassetsand support. The newly-foundedorganizationhasto cometo terms
with the contractordor whatis beingdoneon its behalf;andeachco-optedactorhasto
reconcileandadjustits own views with the policiesof the newly-foundedorganization.

2.2 Modeling Organizational Styles

We de ne an organizationalstyle asa metaclas®f organizationalstructuresoffering a
setof designparameters$o coordinatethe assignmenbf organizationalobjectvesand
processegherebyaffecting how an organizationfunctions. Designparametersnclude,
amongothers,goal and task assignmentsstandardizationsupervisionand control de-
pendenciesalso stratgy de nitions. This sectionoffers more detail abouttwo of the
organizationalstylespresentedn Section2.1: the structure-in-5andthe joint-venture.
Speci cally, for eachstyle we give examplesandthenproposea meta-model.

Boththeexamplesandthemeta-modelsethei* modelingframework, originally pro-
posedor earlyrequirementsanalysigdYu95]. i* offersgoal-andactorbasechotionssuch
asactor, agent,role, position,goal, softgoal task resouce belief anddifferenttypesof
socialdependencieBetweenractors.A stratgjic dependencmodelcaptureghe network
of socialdependencieamongactorsin termsof a graph,whereeachcircle represents
anactor andeachlink betweentwo actorsindicatesthat oneactordepend®n the other
for something A dependengdescribesan“agreement’{calleddependumbetweertwo
actors:the dependerandthe dependeeThetype of the dependencdescribesghe nature
of theagreementGoal dependenciesepresentielegationof responsibilityfor ful lling a
goal; softgoaldependenciearesimilar to goaldependenciesut their ful Iment cannot
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bede ned precisely(in thesensehatit is subjectve,andful llIment maybe partial);task
dependencieare usedin situationswherethe dependeas requiredto performa given
actvity; andresouce dependenciesequirethe dependedo provide a resourceto the
depender

2.2.1 Structure-in-5

To detailandspecifythestructure-in-Zasanorganizationastyle, this sectionpresentswo
casestudies:AgateLtd [BMF99] andGMT [GMTO02]. We thenproposea meta-model
for thestyle.

Agate. Agateltd is anadwertisingageny locatedin Birmingham,UK, emplgying
about fty staf, asdetailedin Table2.1[BMF99].

The Direction— four directorsresponsiblgor the main aspectsof Agate's Global
Strategy (adwertisingcampaignsgreatve activities, administrationand nances)—forms
the Stratggic Apex. The Middle Line, composedf the Campaigndvlanagementstaf, is
in chage of nding andcoorinating adwertising campaigngmarketing, sales,edition,
graphicsudget,...). It is supportedn thesetasksby the Administation and Accounts
andIT and Documentatiordepartments.The Administation and Accountsconstitutes
the Technostructue handlingadministratve tasksandpolicy, papervork, purchasesind
budgets. The Supportcomponenincludesthe IT and Documentatiordepartments.It
de nesIT policies providestechnical meangequiredfor the managementf campaigns,
andensureservicedor systensupportaswell asinformationretrieval for (documenta-
tion resources)The Operational Core includesthe GraphicsandEditorial staf in chage
of thecreatve andartisticaspect®f realizingadwertisingcampaigngtexts, photographs,
drawings,layout,designogos).

Figure2.1 modelsAgateasa structure-in-5usingi*. As showvn in Figure2.1, actors
arerepresenteascircles; dependums- goals,softgoals tasksandresources- arerep-
resentedas ovals, clouds, hexagonsandrectanglesespectiely; dependenciebave the
form dependet dependunt dependee

GMT is acompan specializedn telecomservicesn Belgium. Its lines of productsand
servicegangefrom phonesk fax,conferencingline solutionsjnternet& e-businessmo-
bile solutions andvoice& datamanagementAs shovn in Figure2.2,thestructureof the
commercialorganizationfollows the structure-in-5.An ExecutiveCommitteeconstitutes
the Strategic Apex. It is responsiblefor de ning the geneal strategy of the organiza-
tion. Five chief managerg nances opermtions divisionsmanaement,marketing and
R&D) applythe speci ¢ aspectof the geneal strategy in the areaof their competence:
Finances& Opemtionsis in chage of Budget and SalesPlanning& Control, Divisions
Managementis responsibldor ImplementingSalesStrategy, and Marketing and R&D
de ne SalesPolicy andTedhnolagical Policy.
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Edition

Direction
1 Campaign®irector 2 Editors
1 Creatve Director 4 Copy writers

1 Administrative Director

1 FinanceDirector Documentation

1 Medialibrarian

CampaignsManagement 1 Resourcdibrarian
2 Campaigmmanagers 1 Knowledgeworker
3 Campaigmarketers

Administration
3 Directionassistants
4 ManagerSecretaries

1 Editorin Chief
1 Creatve Manager

Graphics 2 Receptionists
6 Graphicdesigners 2 Clerks/typists
2 Photographers 1 Filing clerk

IT

11T manager

1 Network administrator
1 Systemadministrator
1 Analyst

1 Computettechnician

Accounts

1 Accountantmanager
1 Creditcontroller

2 Accountsclerks

2 Purchasin@ssistants

Table2.1: Organizationof AgateLtd.
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Figure2.1: Agateasa Structure-in-5
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Figure2.2: GMT's SalesOrganizatiornasa Structure-in-5
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Divisions Managementgroupsmanagerghat coordinateall managerialaspectsof
productandservicesales.lt relieson Finance& Opefationsfor handlingPlanningand
Control of productsandservices,t dependson Marketing for accurateMarket Studies
andon R&D for Technological Awareness

Finances& Opemationsdepartmentsonstitutethe technostructue in chage of man-
agementontmol ( nancial andquality audit)andsalesplanningincludingsdedulingand
resouce mangement

The Supportinvolvesthe staf of MarketingandR&D. Both departmentgointly de-
ne andsupportthe SalesPolicy. The Marketingdepartmentoordinatesviarket Studies
(customerpositionmentandsegmentationpricing, salesincentve,...) andprovidesthe
Opermational Core with DocumentatiomndPromotionservicesTheR&D staf is respon-
sible for de ning the technologicalpolicy suchastednolagical awarenessservices. It
alsoassistsSalespeopleand Consultantswith ExpertiseSupportand Technology Train-
ing.

Finally, the Operational Core groupsthe Salespeopleand Line consultantsunder
the supervisionand coordinationof Divisions Managers. They arein chage of selling
productsandservicego actualandpotentialcustomers.

Strategic
Apex

Strategic
Managerment

middle Line
Operational
Care

Figure2.3: The Structure-in-55tyle

Techna
Structure

Standardi-
zation

Frocedure
Information

Mon-
Cperational
Services

Figure2.3abstractshestructuresxploredin thecasestudieof Figures2.1and2.2as
a Structure-in-Sstyle composedf ve actors.The casestudiesalsosuggeste@number
of constraintdo supplementhebasicstyle:

the dependencielBetweerthe Strategic Apex asdependeandthe Technostructue,
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Middle Line andSupportasdependeesustbe of typegoal

a softgoal dependeng modelsthe stratgic dependencef the Technostructue,
Middle Line andSupporton the Strategic Apex

the relationshipsetweerthe Middle Line and Technostructue and Supportmust
beof goaldependencies

the Opemational Core relieson the Technostructue and Supportthroughtaskand
resourcalependencies

only taskdependencieare permittedbetweerthe Middle Line (asdependepr de-
pendeepndthe Operational Core (asdependeer depender).

2.2.2 Joint Venture

We describeheretwo alliances— Airbus and Eurocopter [DG99] that sere asa basis
for proposinga meta-modethejoint venturestructureasanorganizationaktyle.

Airb us. The Airbus Industriejoint venturecoordinateollaboratve actwities between
Europearaeronautienanufcturergo built andmarket airbusaircrafts. Thejoint venture
involvesfour partners:British AerospacgUK), AerospatialgdFrance) DASA (Daimler
Chrysler Aerospace Germary) and CASA (ConstruccionedderonauticasSA, Spain).
Researchdevelopmentand productiontaskshave beendistributed amongthe partners,
avoiding ary duplication. Aerospatialds mainly responsiblgor developingand manu-
facturingthecockpitof theaircraftandfor systemntegration. DASA developsandmanu-
factureghefuselageBritish AerospacéhewingsandCASA thetail unit. Finalassembly
is carriedout in Toulouse(France)by Aerospatiale Unlike production,commercialand
decisionalactvities have not beensplit betweenpartners.All stratgy, marketing, sales
and aftersalesoperationsare entrustedo the Airbus Industriejoint venture,which is
the only interfacewith externalstaleholderssuchascustomers.To buy anAirbus, or to
maintaintheir eet, customerirlinescouldnotapproactoneor otherof the partnerrms
directly, but hasto dealwith AirbusIndustrie.Airbusindustrie,whichis arealmanufc-
turing compaury, de nesthealliances productpolicy andelaborateshe speci cationsof
eachnew modelof aircraftto be launched.Airbus defendsthe point of view andinter-
estsof the allianceasa whole, even againstthe partnercompanieshemseleswhenthe
individual goalsof thelatterenterinto con ict with the collective goalsof thealliance.

Figure2.4 modelsthe organizationof the Airbus Industriejoint ventureusingthe i*
stratgic dependencmodel. Airbusassumeswo roles: AirbusindustrieandAirbusJoint
Venture. Airbus Industrie dealswith demandgrom customersCustomerdependon it
to receve airbusaircraftsor maintenanceervices.The Airbus Joint \entuie role ensures
the interfacefor the four partners(CASA,Aerospatiale British Aerospaceand DASA
with Airbus Industrie de ning Airbus strateyic policy, managingcon icts betweenthe
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Figure2.4: The AirbusIndustrieJointVenture

four Airbus partnersdefendingthe interestsof the whole allianceandde ning new air-
craftsspeci cations.AirbusJoint \Ventue coordinateshefour partnerensuringhateach
of themassumes speci c taskin the building of Airbus aircrafts: wings building for
British Aerospacetail unit building for CASA cockpitbuilding andaircraftassembling
for Aerspaceandfuselagebuilding for DASA SinceAerospatialeassumeswo different
tasks,it is modeledastwo roles: AerospatialeManufacturingand AerospatialeAssem-
bling. AerospatialeAssemblinglepend®n eachof thefour partnerdo receve thediffer-
entpartsof theplanes.

Eurocopter In 1992, Aerospatialeand DASA decidedto memge all their helicopter
activities within a joint ventureEurocopter Marketing, sales,R&D, managemenand
productionstratayies, policies and staf were reolganizedand memgedimmediately;all
the helicoptermodels,irrespectve of their origin, were marketedunderthe Eurocopter
name.Eurocoptethasinheritedhelicoptermanuficturingandengineeringacilities, two
in France(La Courneue and Marignane),onein Germaiy (Ottobrunn). For political
andsocialreasonseachof themhasbeenspecializedatherthancloseddown to group
productiontogetherat a singlesite. The Marignaneplantmanufcturedarge helicopters,
OttobrunnproducesmallhelicoptersandLa Courneue concentratesnthemanugcture
of somecomplex componentsequiringa speci ¢ expertise suchasrotorsandblades.

Figure 2.5 modelsthe organizationof the Eurocopterjoint venturein i*. As in the
Airbus joint venture,Eurocopterassumeswo roles. The Eurocopterrole handleshe-
licopter ordersfrom customersvho dependon it to obtainthe machines. It also de-
nes marketing,salesproductionandR & D stratgiesandpolicy. The Eurocopterjoint
ventue role coordinateghe manufcturingoperationsof the two partners—- DASA and
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Aerospatiale- anddepend®n themfor the productionof smallhelicopterd DASAOLtto-
brunn), large ones(La Courneue) andcomplex componentgMarignane)suchasrotors
and blades. Since Aerospatialeassumegwo differentresponsibilitiest is considered
two roles: AerospatialeMarignaneand AerospatialeLa Courneuve DASAOttobrunn

andAermspatialeMarignanedepend®n La Courneuveo be suppliedwith comple he-
licopterparts.
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Figure2.6: TheJointVentureStyle

Figure 2.6 abstractghe joint venturestructuresexploredin the casestudiesof Fig-

ures2.4 and2.5. The casestudiessuggesta numberof constraintso supplementhe
basicstyle:

Partnersdependon eachotherfor providing andreceving resources.
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Operationcoordinationis ensuredby the joint manageractor which dependson
partnerdor theaccomplishmendf theseassignedasks.

Thejoint managelctormustassumedwo roles: a privateinterfacerole to coordi-
natepartnersof the allianceanda public interfacerole to take strategjic decisions,
de ne policy for the privateinterfaceandrepresentsheinterestf thewhole part-
nershipwith respecto externalstaleholders.

2.3 Software Qualities for Multi-Agent Systems

Software qualities constitutean essentiaklementof software designtheory Qualities
suchasperformancemaintainability reliability, securityandportability have beenstud-
ied for decadesndprincipleshave beendevelopedfor generatinglesignghatadhereo
desirablegualities]CNYMOO].

Thechoiceof asoftwarearchitecturelependsritically onthequalitiesthatstalehold-
ersexpectfor a system-to-beln landmarkstudies, [BCK98] have evaluatedalternatve
architecturabtyleswith respecto differentqualities. Theseevaluationscanbe usedasa
blueprintfor choosinganarchitecturdor a givensetof desirablequalities.

We proposeto adoptthis line of researcho offer guidelinesfor choosingamongthe
architecturabtylesproposedere.But whatareoften-citedqualitiesfor MAS? Below we
offer ananswerto this questionbasedn areview of the MAS literature:

Predictability [WB99]. Autonomoussoftware components- like agents— have mary
degreesof freedom[WJ95a]in the way that they undertale actionin their respectie
domains.Consequentlyit maybedif cult to predictindividual behaioursin orderto de-
terminethe aggrgjatebehaior of a distributedandopensystem.Generally predictabil-
ity of multi-agentsystemsmpactsnegatively on adaptability[Gor00] and responsie-
nesgDL83].

Security. This quality measureshe degreeto which a systemcanprotectfrom unautho-
rized useandensurethe integrity of its dataandknowledgesourcegWB99]. Important
issueson multi-agentsystemssecurity concern[BKSS98 HS98, Che98]: authentica-
tion, networksecurity datasecurity andprotectionfrommalicioushosts Authentication
makesit possiblefor anagentto ascertairthe origin of recevedmessagesothatintrud-

ersarenot ableto masqueradassomeoneelse. Network securityservicesensurethat
network pacletsdo notgetimproperlyreadandmodi ed by unauthorizedntruders.Data
securityallows anagentto hide someof its dataandcapabilitiesfrom otheragents.The
problemof malicioushostsinvolves attackson mobile agentsfrom malicioushostsor

intermediariesif a hostis to executea processthe procescanhave no secretgrom that
hostandthereis nothingto preventthe hostfrom analyzingthe processand/orrunningit
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in alteredform.

Adaptability . Agentsmay be requiredto adaptto changesn their environment. These
may include changes¢o communicationprotocols,or the introductionof new kinds of

agents.Generally adaptabilityof multi-agentsystemsdependson the capabilitiesof in-

dividual agentsto learnand predictthe changesf the ervironmentsin which they act
[Wei97]. It alsodepend®n their ability to make diagnosigHLV * 99] thatdeterminehe
cause®f afaultbasednits symptomsHowever, successfuinulti-agentsystemgendto

balancehedegreeof reactvity andpredictabilityof individualagentsagainstheir ability

to beadaptve.

Coordinability . Agentsarenot particularlyusefulunlesshey areableto coordinatewith
otheragents(see [OZKTO01] for recentcontributions). Coordinationis generallyused
to distribute expertise,resourcesr informationamongagents[Jen96]. Coordinability
measureshe degreeto which a systemcan coordinateby respectingnterdependencies
betweeragentactions,meetglobal constraintandoptimizeits operations.

Coordinationcanberealizedin two ways:

Cooperativity . Agentsmustbe ableto coordinatewith otherentitiesto achieve a
commonpurposeor simply their own goals. Cooperationcan be communicatie
in thatthe agentscoordinatethroughcommunication Alternatively, it canbe non-
communicatre [DFIN97]whereagentscoordinatethroughobsenration. In delib-
eratve communicatingsystemsagentgointly plantheir actionssoasto cooperate
with eachothet

Competitivity. Deliberatve negotiating systemgDFJIN97] are like deliberatve
systemsexceptthey have anaddeddoseof competition.Here,the succes®f one
agentimpliesthefailure of others.

Availability . Agentsthat offer servicesto otheragents(seefor instancethe FIPA stan-
dardgFIP01]) mustimplicitly or explicitly guardagainstheinterruptionof theirservices.
Availability canactuallybe considered sub-attritute of security{ CNYMOO]. Neverthe-
less,we dealwith it asa top-level software quality becausef its increasingmportance
in multi-agentsystemdesign.

Fallibility-T olerance A failure of oneagent(e.g.,the inaccessibilityto broker agents
in [KCOO]) neednotleadto thefailure of thewhole system.In suchasituation,however,
the systenrnmeedgo checkthe completenesandaccurayg of data,transactionsnd o ws.
To preventsystenfailure, differentagentscanhave similar or replicatedcapabilitiesand
referto morethanonecomponentor a speci ¢ behaior. Typically, in multi-agentsys-
temsfailuresof agentsdependsn coordinationandinteractionswith external systems.
For instancejnterferingamongagents'actvities [Jen96],increasinghumbersof incom-
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ing agent CDKDN98], alsoaoptionof differentstandard$FIP0O1].

Modularity [She98]increasegf ciency of taskexecutionreducecommunicatiorover-
headandusuallyresultsin high e xibility. On the otherhand,it requiresconstraintson
inter-modulecommunication.

Aggregability. Measureghe degreeto which agentscan becomepartsof composite
agents Aggregability entailssurrenderingf theindividualto thecontrolof thecomposite
entity. This controlresultsin ef cient taskexecutionandlow communicatioroverhead.
However, it alsoimpactsadwerselyon systeme xibility [SSPJO1].

2.4 Architecturesfor Mobile Robot Control: A CaseStudy

This sectionpresentghe applicationof the structure-in-5and joint venturestylesand
compareshemto somecorventionalarchitecturesWe illustratethe comparisorwith the
classicalmobile robot casestudy— often usedin the softwareengineerinditerature(see
e.g.,[SG96])- for its simplicity andpedagogicatraits.

Mobile robot control systemsmust deal with external sensorsand actuators. They
mustrespondn time commensuratevith the actiities of the systemwithin its environ-
ment. Considerthe following actwvities [SG96] requiredfor an of ce delivery mobile
robot: acquiringinput from a variety of sensorsgontrollingthe motion of its wheelsand
othermoveableparts,alsoplanningits future paths.In addition,anumberof factorscom-
plicatethe executionof thesetasks:obstaclesnay block the robot's path,sensorinputs
maybeimperfecttherobotmayrunoutof power, mechanicalimitationsmayrestrictthe
accurag of its moves, the robot may encounteunpredictablesventswith little time for
response.

2.4.1 ClassicalStyles

For sampleclassicalsolutions,we examinethreemajor corventionalarchitectures- the
layeredarchitecturd SGH* 97], controlloops[LP90] andtasktreeSGH" 97] —thathave
beenimplementedn mobilerobots.

Layered Architecture. A classicallayeredarchitectures depictedin Figure2.7.
At the lowestlevel, residethe robot control routines(motors,joints, ...). Levels2
and3 dealwith the input from the realworld. They performsensorinterpretation
(theanalysisof thedatafrom onesensorandsensointegration(thecombinedanal-
ysis of differentsensorinputs). Level 4 is concernedvith maintainingthe robot's
model of the world. Level 5 manageghe navigation of the robot. The next two
levels, 6 and 7, scheduleandplanthe robot's actions. Dealingwith problemsand
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replanningis also partof level 7 responsibilities.The top level providesthe user
interfaceandoverall supervisoryfunctions.

Supervisor

Global Planning

Control

Navigation

Real-World Modeling

Sensor Integration

Sensor Interpretation

Robot Control

Figure2.7: Mobile robotlayeredarchitecturd SG96]

Control loop. A controllercomponeninitiates the robot actions. Sincemobile
robotshave responsibilitiesvith respecto their operationakrnvironment,the con-
troller alsomonitorstheconsequences therobotactionsadjustingthefutureplans
basednthereturninformation(Figure2.8).

Task Trees.

This architecturds basedon hierarchiesof tasks. Parenttasksinitiate child tasks.
For instancethetaskGatherObjectinitiatesthetasksGoto Position, Grab Object
Lift Object thetaskGoto PositioninitiatesMoveLeftandMove Forward andsoon.
Thesoftwaredesignecande ne temporaldependencigsetweemairsof tasks.An
exampleis: " Grab ObjectmustcompletebeforeLift Objectstarts. Thesefeatures
permitthe speci cationof selectve concurreng.

2.4.2 Organizational Styles

We aredevelopingorganizationahrchitecturegor a miniatureof ce deliveryrobotusing
theLego R MindstormsRoboticsinventionSystemgLeg02 andthe Legologprogram-
ming platform [LP0OO0] basedon the Golog PlannefLRL * 97]. Currently we aretesting
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Figure2.8: Mobile robotcontrolloop architecturgLP90]

two architecturesvorking with abstractionshatareakin to thoseencounteredh thelay-
eredarchitecturethe structure-in-5andthejoint-venture.

Structure-in-5. Figure 2.9 depictsa structure-in-5robot architecturein i*. The

moveableparts controller components the operationalcore managingthe robot

motors,joints, wheels,etc. The Global Planneris the stratgic ape planningand

schedulingherobot's mission. The sensorsomposédhe supportcomponentap-

turing realworld raw informationfrom hardware multiple sensorandintegrating

it into acoherenteal-timeinterpretatiorfor the Navigatorcomponentlt alsogives
direct externalfeedbacktio the MoveableParts Controller The RealWorld Mod-

eleris thetechnostructureoncernedvith planningthe missionpaths,establishing
and maintainingthe robot's model of the world and checkingthe robot's mission
ervironmentto ensurepredictability management.The Navigator is the middle

ageny componentthe centralintermediatemodulecoordinatingthe movements
of therobotto assumédailability toleranceandadaptabilitymanagement.

Joint Venture. Following the style depictedin Figure 2.6, the robot architecture
in Figure2.10is organizedarounda joint manageassumingwo roles:the control

interfacerole de nes the robot's missionand quality stratajies, i.e., predictabil-
ity, adaptabilityandfailability tolerancethe coordinatordealswith coordinatvity

supervisingthe otheragentcomponentsa plannerde ning the missionplanning,
a monitorsobservingand checkingthe ervironmentfor landmarks,a motor con-

troller to runtherobot's partsanda perceptoisubsystenthatrecevessensorslata
andinterpretsit. Eachof thesecomponentslsointeractdirectly with eachother
to exchangeinformation: the Motor Controllerrecevesdirect feedbackirom the

perceptar planningupdatesrom the plannerand adjustdynamicallythe robot's

moveswith respectto informationprovided by the Monitor thatis also providing

the perceptowith real-timemissioninformation.

22



Glabal
Planner

Real Waorld
Information
Capture

Fredictability £X

Managemen Falanility
ailabili 3
Tolerance Mission Adaptability
anagemen

o I
’4
Real Ti
aths Mavigator - [y

Real Warld

Modeler Plannlng L \Interpretationt D

Coordinate
4’10‘{9 R°b°> <ru10\remen 9>

Moveable

External
Feedback

Fartz
Controller

Figure2.9: A structure-in-5mobilerobotarchitecture

2.4.3 Agent Software Qualities and Evaluation

With respecto the actvities andfactorsenumerateébove, we adoptthefollowing qual-
ities for anof ce delivery mobilerobot's architecturdSG96].

SQL1- Coordinability. A mobilerobothasto coordinatethe actionsit deliberately
undertalesto achieseits designatedbjective (e.g.,collectasampleof objects)with
thereactiondorcedonit by the ervironment(e.g.,avoid anobstacle).

SQ2- Predictability. All the circumstancesf therobot's operationwill never be
fully predictable Thearchitecturenustprovide aframavork whereintherobotcan
actevenwhenfacedwith incompleteor unreliableinformation(e.g.,contradictory
sensoreadings).

SQ3 - Failability-T olerance. The architecturemust prevent the failure of the
robot's operationandits ervironment. Local problems- suchasreducedpower
supply dangerousapors,or unexpectedlyopeningdoors— shouldnot necessarily
imply thefailure of the mission.

SQ4 - Adaptability. Application developmentfor mobile robotsfrequently re-
guiresexperimentationand recon guration. Moreover, changesn robot assign-
mentsmay requireregularmodi cations.
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We evaluateeachof the ve styles- control loop, layeredarchitecture task trees,
structure-in-5andjoint-venturedescribedn Sections2.4.1and2.4.2with respecto the
four agentsoftwarequality attributesidenti ed above.

Coordinability .

The simplicity of the controlloop is a dravbackwhendealingwith complex tasks
becauset offers no leveragefor decomposinghe softwareinto morespeci ¢ co-
operatve agentcomponents.

The layeredarchitecturestyle suggestdhat servicesand requestsare passede-
tweenadjacentgentiayers.However, informationexchangeas actuallynotalways
straight-forvard. Commandsndtransactionsnay oftenneedto skip intermediate
layersto establishdirectcommunicatiorandcoordinatebehaior.

A tasktreepermitsa clearcut separatiorof actionandreaction.It alsoallowsin-
corporationof concurrentagentsn its modelthatcanproceedat the sametime to.
Unfortunately component$ave little interactionwith eachother

Unlike the previousarchitecturesthe structure-in-Sseparatethe data(sensoicon-
trol, interpretedesultsworld model)from control(motorcontrol,navigation,schedul-
ing, planningand userlevel control). The architectureimproves coordinability
amongcomponentdy differentiatingboth hierarchies- datais implementedby
thesupportcomponentyhile controlis implementedy theoperationatore,tech-
nostructuremiddleageny andstratgic ape - asshovn in Figure2.9.

In thejoint venture eachpartnercomponeninteractshroughthejoint managefor
stratgic decisions.Componentsndicatetheir interest,andthe joint manageipro-
videsthemwith needednformationdirectly, or mediategequestdo otherpartner
componentsor suchinformation.
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Predictability.

Thecontrolloopreducegheunpredictabléhroughiteration. Actionsandreactions
limit possiblebehaiors at eachturn. Unfortunately whenmore subtlestepsare
neededthearchitectureoffers no framework for delegatingthemto separateagent
components.

In the layeredarchitecturethe existenceof abstractiorlayersaddressethe need
for managingunpredictability Whatis uncertainat thelowestlevelsbecomeglear
with addedknowledgeat higherlayers.How tasktreesaddresgredictabilityis less
clear If imponderablesxist, a tentatve tasktree canbe built, to be adaptedby
exceptionhandlerswhenthe assumptionst is basedon turn out to be erroneous.
Like in thelayeredarchitecturethe existenceof differentabstractiorevelsin the
structure-in-5addressethe needfor managingunpredictability Besidescontrary
to thelayeredarchitecturehigherlevelsaremoreabstracthanlower levels: lower
levelsonly involve resourcesaindtaskdependenciewhile higheronesproposean-
tentional(i.e.,goalandsoftgoal)relationshipsin thejoint-venturestyle,thecentral
positionandrole of thejoint managers ameandor resolvingcon icts andprevent
unpredictabilityin therobot's world view andsensodatainterpretation.

Failability-T olerance.

In thecontrolloop, thisqualityis supportedn thesensehatits simplicity makesdu-
plicationof componentaindbehaior easyandreduceshe chanceof errorscreep-
ing into the system.

In the layeredarchitecture failability-tolerancecould be sened by incorporating
mary checksandbalancesat differentlevelsinto the system.However, the draw-
backof this styleis thatcontrolcommandsndtransactionsnay oftenneedto skip
intermediatdayersto checksystemstateandbehaior.

With tasktrees,exception,wiretappingand monitoring featurescan be integrated
to take into accounthe needdor integrity, reliability andcompletenessf data.

In the structure-in-5checksandcontrol mechanismsanbe integratedat different
abstractiondevels assumingedundang from differentperspecties. Contraryto
the layeredarchitecture checksand controlsare not restrictedto adjacentiayers.
Besides,sincethe structure-in-5permitsto separatehe dataand control hierar
chies,integrity of thesetwo hierarchiesanalsobeveri ed independently
Thejointure venture throughits joint managerproposes centralmessagsener/
controller Like in the tasktrees,exceptionmechanismwiretappingsupervising
or monitoringcanbe supportedoy the joint managetto guaranteenon-failability,
reliability andcompleteness.

Adaptability .

In the controlloop, therobotcomponentareseparatefrom eachotherandcanbe
replacedor addedindependently Unfortunately precisemanipulationhasto take
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placeinsidethe componentsat alevel detailthearchitecturadoesnot show.

In the layeredarchitecture the interdependenciesetweenlayersprevent the ad-
dition of new componentr deletionof existing ones. The fragile relationships
betweerthe layerscanbecomemoredif cult to deciphemwith change.
Tasktreesmake incrementallevelopmentandreplacemenbf componenstraight-
forwardthroughthe useof implicit invocation:it is oftensufcient to registernen
componentsandexisting onesneednot feel theimpact.

The structure-in-5separatesndependentlyeachtypical componentof the robot
architecturesolating themfrom eachother and allowing dynamicmanipulation.
Sincethe structure-in-5s restrictedto no morethan5 major componentsaswith
thecontrolloop, morere ned tuning hasto take placewithin thesecomponents.
In thejoint venture manipulationof partnercomponentsanbedoneeasilyby reg-
isteringnew componentgo the joint manager However, sincepartnerscanalso
communicatealirectly with eachother existing dependencieshouldbe updatedas
well. Thejoint managecannotberemoseddueto its pivotalrole.

Table2.2 summarizeshe strengthsandweaknessesf the ve architecturesncluded
in the study Following notationsusedby the NFR (nonfunctionalrequirementsjrame-
work [CNYMOQ], +, ++, —, ——, +- respectrely modelpartial/positie, suf cient/positive,
partial/ngative, suf cient/negative andpositive-ornegative contrikutions.

Loop Layers TaskTree S-in-5 Joint-\ent.

Coordinability - - +- —+ i+
Predictability +- + +- T —ry
Failability-Tol. + +- + T ¥
Adaptability +- +- n n .

Table2.2: StrengthsandWeaknessesf RobotArchitectures

The layeredarchitectureoffers a clear picture of to the componentsexpectedin a
robot. The othertwo classicalarchitecturegcontrolloop andtasktrees)de ne no func-
tionalcomponentandconcentratenthedynamics.Theorganizationaktyles(Structure-
in-5 andJointVenture)focuson how to organizecomponent&xpectedin a robot. They
alsomalke cleartheintentionalandsocialdependenciegoverningthesecomponentsOn
the basisof theseconsiderationsywe can argue that the Structure-in-5and the Joint-
Venture t bettersystemsand applicationsthat needopenand cooperatire components
- suchasthemobilerobotexample- becaus¢hey arepatterngovernedoy organizational
principles.

2.5 RelatedWork

The organizationaperspectie hasbeenincreasinglyaccepteavithin the MAS commu-
nity, and mathematicahnd computationamethodshave beenprogressiely usedto de-
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velopa betterunderstandingf the fundamentaprinciplesof organizingMAS [Les99].

In [Fox81] Fox introducesthe ideaof using organizationasa metaphorthat canbe
usefulin helpingto describestudy anddesigndistributedsoftwaresystemsin particular
headoptgesultsfrom ManagemenEcienceo identify ef cient agentorganizationsOur
work differsfrom hisin thatit focuseson how to useconceptdrom organizationtheory
to modelmulti-agentorganizatiorandhow to applysuccessfubrganizatiorstructuregor
MAS design.

The motivationsof our work also have similarities with and differencesrom work
by Zambonelliet al. [ZJWO0(. This work proposedo useagentrolesandrole models
to specifyanddesignmulti-agentsystems.Our approachs consistentvith their ideaof
using organisationaktructuresand organisationapatterns that are not just a collection
of roleswithout any high-level structureasin [FG98]. However, the proposedstylesare
different.

Amongothers, TAEMS (TaskAnalysis,EnvironmentModelingandSimulation)[Dec93
offersamodelingframevork for representingoordinatiorproblemsn aformal,domain-
independentvay. A TAEMS modelcanbe usedfor both the analysisand simulationof
coordinationalgorithms,andalsoto designorganizationaktructures Although, TAEMS
can be extremely useful for detaileddesign(modelingsophisticatectapabilities,alter
natve methods actvity-relatedeffects,and comple interactions);t is not suitablefor
architecturadesign,wheremore abstracitconceptssuchasactor goal andstrateic de-
pendencieareneeded.

Otherresearchvork onmulti-agentsystem®fferscontributionson usingorganization
conceptsuchasagent(or ageng), group,role, goals,tasksrelationshipgor dependen-
cies)to modelanddesignsystemarchitectures.

Aalaadin[FG98] usesconceptssuchasagent, group, androle to modelthe organi-
zationalstructureof multi-agentsystems.In this work, differenttypesof organizational
behaioral requirementpatternshave beende ned andformalized. Similarly, the Gaia
methodology{WJKO00] usesrole andinteractionmodelsare usedfor analyzingsystem
structure.The organizationof the systemis viewedasa collectionof roles,thatstandin a
certainrelationshipto eachother andtake partin systematicinstitutionalizedpatternsof
interactionswith otherroles. The maindifferencewith our approachs thatin both Gaia
andAalaadin,goalsarenot partof the organizationdescription.

Multi-agentorganizationtheory[KG98] usescomponentsuchasscenarioprganiza-
tional position,goal, plan, membershipand constraintgo specify organizationalstruc-
ture. Although, the theory canbe usedfor designingmulti-agentsystemsijts principle
aimis to extendorganizationtheoryto the designandcontrol of multi-agentsystemslin
particular atheorythatallows the designeito embedthe designof intelligentagentsand
multi-agentssystemsnto organizationabesign.

Finally, otherresearctresultsin multi-agentorganizationadesignincludesSelf- or-
ganizationDesign[IGY92] andTeamwork Models[LCN90].
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Self-oganizationdesignis basedon theideaof having anorganizatiorwhereoneor
morememberganmonitorthe organizationaktructures effectivenessn directingorga-
nizationalactvities, designnew organizationalstructuresappropriateto new situations
andevaluatepossibleorganizationsand selectthe bestone,andimplementand execute
the new structureover the network while preservingthe network's problemsolving ac-
tivities. [SD94, SD96] proposea predictve model of Task-Oganization-Performance,
which, givenatask,allows oneto generatehe possibleorganizationgo solve the prob-
lem, andevaluateeachalternatve.

Teamwork models[Tam96], basedon the joint intentionsframewvork introducedin
[LCN9Q], allow the designof multi-agentsystemsvhereindividual agentsare provided
with anexplicit representatioof theteamgoalsandplans,anunderlyingexplicit model
of teamactity.
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Chapter 3

Security and Trust Requirements
Engineering for Organizational
Structures

3.1 Security RequirementsEngineering: A Survey

Strictly speakingf SoftwareEngineeringmodellingrequirementss oneof thekey chal-
lengesthat securesystemsmust meet(SeeDevanlu and Stubblebines paperat ICSE
[DS00]) anda numberof researcherbave beenheedingthe call. Proposaldor Security
Requirement&ngineeringcan be classi ed underone of two classes:object-level and
meta-level modelling.

The object-level modelling usesan off-the-shelhesrequiremenframework, suchas
UML, KAOS,i*/T ropos,etc. andmodelin thatframavork a numberof securityrequire-
ments. The analysisfeaturesof the framework arethenusedto drawv conclusionsabout
the securitymodellingor to derive someguidanceor theimplementation.

The adwvantageof the object-level approachs that reasoningaboutsecurityis virtu-
ally cost-freefrom the view point of the user: no new languageto learn, all (goodand
bad)featuresof the modellingframewvork areimmediatelyusable. If the framework is
equippedwith a formal semanticaandformal reasoningorocedureshey arealsoinher
ited. In the formal framework the “security-notions”are indistinguishablefrom other
objects,i.e., otherrequirements.This is alsothe major disadwantage:the link between
securityandfunctionalrequirementss lostandmustbeintroducedoy ad-hocpredicates
or relationshipsy thedesignerThis makesparticularlydif cult themodellingof general
relationshipsor rules(suchasall processingf personatiatashouldbe authorizedoy the
personwhosedatais beingprocessed).

In theearlyrequiremenarenasve canlist anumberof worksin theobject-level eld.
For instancejn [Zav97] securityis frequentlyconsideredsa vaguegoalto be satis ed,
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while a precisedescriptionandenumeratiorof speci ¢ securitypropertiesandbehaior

is still missing. Thework by Liu etal. [LYMO3] uses*/T roposfor dealingwith security
andprivagy requirementdy introducingsoftgoat, as“Security” or “Privagy”, to model
thesenotions,andusedependencieanalysisto checkif the systemis secure.ln [AE04,

AERO02], generaktaxonomiedor securityandprivacy areestablishedThesecansene as
ageneraknowledgerepositoryfor aknowledge-basedoalre nementprocess Another
early RE exampleis [TOP0Z, which presenta requirementprocessnodel,basedupon
reuse,togetherwith a reusableemplateto organizesecuritypoliciesin a organization
anda catalog lled with reusablepersonaldatasecurityrequirementsFinally, He et al.

[HAO3] presenta goal-drivenframenork for modellingprivacy requirementsn therole
engineeringorocess.The goal of this frameawork is to bridgethe gapbetweencompeting
staleholders'securityand privacgy requirementsi.e., companiesprivagy practicesmay
bein con ict with userpreferencesPrivagy requirementsare modelledascontects and
constraintof permissionandroles.

The meta-level modelling takesa off-the-shelesrequiremenframevork aswell as
object-level modelling approach but enhancet with linguistic constructsthat capture
securityrequirementsTheanalysideatureor implementatiorguidanceof theframework
mustthenberevisedto allow for the new features.

The meta-level modelstrade off readinesdor expressvity and compactness.The
additionof suitableconstructsnakesusuallythe modelmorecompactndmoreintuitive
to use. This main adwantages coupledby the possibility of designinganalysisfeatures
that are tailoredto the securitydomain. This is alsothe key disadwantage:unlessthe
additionof new featuress carefully planned the new framewvork needshe de nition of
analysis,semanticsaandreasoningorocedures.To minimize this problemmostsensible
approachesry to designthe framewvork in sucha way thatif onedoesnt usethe new
featureghenonecanstill inheritall the old framewnork capabilities.

The needfor conceptuaimodelsof securityfeatureshave broughtup a numberof
proposalsespeciallyin UML community In approachesxplicitly intendedfor security
we nd the CORASmethodologyfor modellingrisk andvulnerability[FKS*™ 02]. Jurjens
proposesJMLsec[Jur04, anextensionof the Uni ed Modelling LanguaggUML), for
modelling securityrelatedfeatures suchas con dentiality and accessontrol. He pro-
posesa conceptfor specifyingrequirementsn con dentiality andintegrity in analysis
modelsbasedon UML. Lodderstedetal. [LBD02] presentt UML-basedmodellinglan-
guage(SecureUML).Theirapproachs focusedon modellingaccesgontrolpoliciesand
integratingtheminto a model-drven software developmentprocess. SecureUMLIs a
modellinglanguagedesignedo integrateinformationrelevantto accessontrolinto ap-
plicationmodelsde ned with UML. Thelanguagebuilds onthe accessontrolmodelof
RBAC [FSG' 01, JP95,0SM0Q SCFY94 with additionalsupportfor specifyingautho-
rizationconstraints.

To addressecurityconcerngduringsoftwaredesign,Doanetal. [DDTKO04] incorpo-

IMostly non-functionarequirementsvassatisctionis fuzzy.
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rateMandatoryAccessControl(MAC) into UML. Rayetal. [RLFK04] proposdo model
RBAC asa patternby usingUML diagramtemplate.Further they representonstraints
on RBAC modelthroughthe ObjectConstraint.anguageOneof themajorlimitationsof
all theseproposalss thatthey treatsecurityin system-orienteterms,anddo not support
the modellingandanalysisof securityrequirementst an organizationalevel. In other
words,they aretargetedto modela computersystemandthe policiesandaccessontrol
mechanismgt supports.In contrastto understandhe problemof securityengineering
we needto modelthe organizationandsocialrelationshipsetweerall actorsinvolvedin
thesystem.

For early requirementsa preliminarymodi cation of Troposmethodologyhasbeen
proposedn [MGMO3]. In particular this extensionusesecurityconstraintsand secure
capabilitiesasbasicconcepts However, [GMMO03b] shavs thatthe key missingconcept
is the separatiorof the notionsof offering a serviceand ownershipof the very same
service.Further it doesnotallow for the modellingof trustrelationships.

Otherapproacheproposeo modelthe behaior of attaclers. Crooketal. [CILNOZ2]
introducethe notion of anti-requirementso representhe requirement®f maliciousat-
tackers. Anti-requirementsareexpressedn termsof the problemdomainphenomenand
arequanti ed existentially: ananti-requiremenis satis ed whenthe securitythreatsm-
posedby theattacler arerealizedin any oneinstanceof theproblem.Lin etal. [LNI * 03]
incorporateanti-requirementsito abuseframes.The purposeof abuseframesis to repre-
sentssecuritythreatsandto facilitatetheanalysisof theconditionsin the systemin which
a securityviolation occurs. They allow the examinationof a systems vulnerabilitiesto
differentkindsof securitythreatan aboundedcontect. Abuseframessharethe sameno-
tation asthe normalproblemframes,but eachdomainis now associatedvith a different
meaning. McDermottand Fox adaptusecasedMF99] to captureandanalyzesecurity
requirementsandthey call the adaptionan alusecasemodel. An alusecaseis anin-
teractionbetweena systemand one or more actors,wherethe resultsof the interaction
areharmfulto the system or oneof the stakeholdersof the system.GuttormandOpdahl
[SO05]proposeo modelsecurityby de ning misusecasestheinverseof UML usecases,
which describefunctionsthat the systemshouldnot allow. This new constructmalkesit
possibleto representactionsthat the systemshouldprevent togetherwith thoseactions
which it shouldsupport.Moving towardsearly requirementsan extensionof the KAOS
framework is presentedn [vLOO] wherethe notionof obstaclas introduced KAOSuses
the notion of goal asa setof desiredbehaiors. Likewise, an obstaclede nes a setof
undesirableébehaiors. Therefore,the negation of suchobstacledss usedto determine
preconditiondor the goalto be achiered. Althoughobstaclearesufcient for modelling
accidental hon-intentionalobstaclego securitygoals,they appeattoo limited for mod-
elling andresolvingmalicious,intentionalobstaclesTo this end,vanLamsweerdet al.
[vBDJO3]introducethe notion of anti-requirementandanti-goalsthatare,respectely,
therequirement®f maliciousattaclersandtheintentionalobstacleso securitygoals.
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3.1.1 Towardsa“Terra Incognita”. Why aNewMethodologyis Needed

Most proposalsn theliteraturefocuson protectionaspect®f securityandexplicitly deal

with a seriesof securityservicegintegrity, availability etc.) andrelatedprotectionmech-

anismg(suchaspassverds,or cryptographianechanisms)if we look attherequirement
re nementprocessof mary proposalswe nd outthatat certainstagea leapis made:

we have a systemwith no securityfeaturesconsistingof high-level functionalities,and

the next re nementshaws encryption,accessontrolandauthentication.The modelling

processshouldinsteadmakesit clearwhy encryption,accessontrolandauthentication
arenecessaryWhatis missingis capturingthe high-level securityrequirementswithout

gettingsuddenlyboggeddown into securitysolutionsor cryptographiclgorithms.

Earlyrequirementsequireso reasorabouttrustrelationshipspwnershipanddelega-
tion of authoritybesideghe traditionalnotion of functionaldependencieslhe rst step
in this directionis describedhe papersfGMMZ04c, GMMZ04d| which extendedthe
i*/T roposmodellingframeavork [BGG* 04h to introducesconceptssuchasownership,
trust,anddelegationwithin arequirementsnodellingframeavork andshavs how security
andtrustrequirementganbe dervedandanalyzed.

After a large casestudy on the complianceof an ISO-17799-lile security policy
[MPZ05] with Italian privacy legislation, it wasconcludedthat the conceptsffered by
SecureTlroposarethe right onesbut aretoo coarse-grainetb capturemportantsecurity
facets.

The rst obsenationis thatfor pragmaticreasonsit is often the casethat services
and permissionsare deleggatedto actorswho are not trusted. Neverthelessthe overall
systemis still consideredecureaf thereis away to hold suchdelegationsaccountabléy
monitoringtheir (wrong)doings.

The secondobsenationis thattrustin actors(or lack thereof)comesin different a-
vors: we may trust an actorto actually deliver the serviceswe require (taking into ac-
countskills and/orcommitment),or to honorgrantedpermissionslin trustmanagement
andauthorizationsettings(e.g. [Aur98, DeT02,LGF03]) oneonly nds delgyationsof
permission(throughauthorization).Requirement®f availability are equallyimportant,
however, andcanonly becapturedy modellingdelegationof execution(whereoneactor
delggateso anothertheresponsibilityto executea service).

Finally, in a recentstudy the majority of Information Security Administratorssaid
thattheir biggestworry is employeenegligenceandaluse[Pon03]. Internalattackscan
bemoreharmfulthanexternalattackssincethey arebeingperformedoy trusteduserghat
canbypassaccesgontrolmechanismsSo,we needmodelsthatcomparehe structureof
the organization(rolesandrelationsamongthem)with the concretanstanceof the orga-
nization (agentsplaying somerolesin the organizationandrelationsamongthem). The
original Troposproposalinvolvestwo differentlevels of analysis:socialandindividual.
In the organizationlevel we analyzerolesand positionsof the organizationwhereasn
individual level the focusis on singleagents. Of coursethereis no explicit separation
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betweerthetwo levels,andso Troposis notableto maintainthe consisteng betweerthe
sociallevel (rolesandpositions)andtheindividual level (agent).

3.2 Secute Tropos: a Goal Oriented SRE Methodology

SecureTropos[GMMZ04c, GMMZ04d] enhanceshe agent-orientegoftwaredevelop-

mentmethodologyi*/T ropos[BGG* 04b]. The Troposmethodologyis intendedto sup-
portall analysisanddesignactiitiesin thesoftwaredevelopmenprocessfrom theappli-

cationdomainanalysisdown to the systemimplementationln particular Troposrestson

theideaof building amodelof thesystem-to-bandits ervironment thatis incrementally
re ned andextended providing acommoninterfaceto the varioussoftwaredevelopment
actiities, aswell asabasisfor documentatiomndevolution of the software.

Troposusesthe conceptsof actor goal, plan, resourceand social dependeng for
de ning the obligationsof actors(dependeedp otheractors(dependers)A goalrepre-
sentsthe stratgjic interestsof anactor A planspeci esa particularcourseof actionthat
producesa desiredeffect, andcanbe executedn orderto satisfya goal. A resourceep-
resentsa physicalor aninformationalentity. Finally, a dependengbetweentwo actors
indicatesthat oneactordependsn anotherto accomplisha goal, executea plan, or de-
liveraresourceTroposis well suitedto describebothanorganizationandanIT system.
As we alreadydiscussedn [GMMO03b] we have arguedthatit lackstheability to capture
at the sametime the functionaland securityfeaturesof the organization,and hencethe
new proposal.

For adetaileddescriptionof the Troposmethodologysee[ea06].

In the following, we introduce SecureTroposas an extensionof the requirements
analysisphaseof the TroposMethodology Basic conceptsyelationshipsand models
will be presente@longthe methodologicahpproachandthe modellingactiities.

3.2.1 The keyconcepts

Nearthe basicconcepts/relationshiga Tropos(Actor, Goal, Plan, Resource andDe-
pendency, four new relationshipsave beenintroducedn Securelropos:

Ownership, which indicatesthat the actoris the legitimate owner of somegoal,
someplan, or someresource.The owner hasfull authorityconcerningo achieve
hisgoal,executehis plan,or usehisresourceandhecanalsodelegatethis authority
to otheractors.

Provisioning, whichindicateghattheactorhasthecapabilityto achieve somegoal,
executesomeplan,or deliveraresource.
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Trust, betweenwo actors,which indicatesthe believe of oneactorthatthe other
doesnot misusesomegoal, someplan, or someresource. The former actor is
calledthe truster, while the latter is calledthe trustee The objectaroundwhich
the dependeng centerds calledtrustum In general by trustinganotheractorfor
atrustum,anactoris surethatthe trustumis properlyused.At the sametime, the
trusterbecomesvulnerable. If the trusteemisuseghe trustum,the trustercannot
guaranteeo achieze somegoal,executesomeplan,or deliveraresourcesecurely

Delegation betweentwo actors,which indicatesthat one actor delegatesto the

otherthe permissionto achieze somegoal, executesomeplan, or usea resource.
The former actoris calledthe delegater, while the latter is called the delegyatee

The objectaroundwhich the dependeng centerss calleddeleggatum In general,
delegationmarksaformal passagén the domainthatis currentlymodelledby the

requirementengineers.This would be matchedby the issuanceof a delegation

certi cate suchasdigital credentialor aletterif we aredelegatingpermissioror by

acall to anexternalproceduref we aredelegatingexecution.

3.2.2 Modelling activities

Variousactuities (Actor modelling, Dependencymodelling and Goal and plan mod-
elling) contribute to the acquisitionof a rst early requiremenimodel, to its re nement
andto its evolutioninto subsequennodels.

Therevisedmethodologyintroducesnew stepsthatreplacegheold ones:

Trust modelling which consistsof identifying actorswhich trust otheractorsfor

goal, plans,andresourcesand actorswhich own goal, plans,andresources.In

particular in the early requiremeniphase,it focuseson modellingtrustrelations
betweensocialactorsof the organizationaketting. New trustrelationsareelicited
andaddedo themodeluponthere nementactvities discusse@bove. During late
requirementsanalysis,trust modelling focuseson analyzingthe trust relationsof

the system-to-beactor

Delegationmodelling which consistf identifying actorswhich delegateto other
actorsthe permissionrandtaskof executionon goals,plans,andresourcesin par
ticular, in theearlyrequiremenphaseit focuseson modellingdelegationsbetween
socialactorsof theorganizationabketting.New delegationsareelicitedandaddedo
themodeluponthere nementactvities discusse@bove. During laterequirements
analysis,delggationmodellingfocuseson analyzingthe deleggationsinvolving the
system-to-beactor

A graphicalrepresentationf the modelsobtainedfollowing thesdasttwo modelling

actiities is given throughtwo differentkinds of actordiagrams:trust mode| andtrust
manaemenimplementationEssentiallythe rst representthetrustnetwork amongthe
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Activity Diagrams produced

1. Actor modelling Actor diagram:actorsandtheir goalsareelicited

2old. Dependengmodelling | Actor diagram:dependencieketweeractorsarediscovered

2a. Trustmodelling Trustdiagram:trustrelationshipsetweenractorsarediscov-
ered

2b. Delegationmodelling Trustmanagemeritnplementatiordiagram:delegationsbe-
tweenactorsaremodelled

3. Goalmodelling Goaldiagram:actorgoalsareanalyzed

4, Planmodelling Goaldiagram:plansassociatetio goalsareanalyzed

Table3.1: Activities anddiagramgroducedduringthe analysisgprocess

actorsinvolvedin the systemandthe latter representsvhich permissionsare effectively
delegatedby actorsand which actorsreceve suchpermissions.Thesemodelsusethe
samenotationfor actors,goals,plansandresourceusedduring dependengc modelling.
Theold dependencmodelis replacedoy the delegationof executionmodel.

3.2.3 Process

The overall methodologicaprocesds aniterative processn which the above presented
modellingactiities are usedto producedifferentkinds of actorandgoal diagrams.Ta-
ble 3.1 summarizeghe processactvities andthe diagramselaboratedn eachactvity.
Thediagramgroducedn oneactvity areusedasinputfor the otheractvities.

The processstartswith the actormodellingactvity (1) in which the relevant actors
(stackholdersand existing software (sub)systemsare elicited and modelledwith their
goals. Theactordiagramproducedafterthis actiity is usedasinputfor thedependeng
modellingactwity (2old), wherethe dependencieletweerthe actorsarediscoveredand
established.The resultingactor diagramcan be either usedto further revise the initial
actordiagramor asinput for the next actwity (3). Goal modellingfocus on the goals
associatedio eachactorof theactordiagramandit analyzeghemusingvariousforms of
analysisasdescribecdkarlier During theanalysisnew dependenciesanbediscoreredso
to revise andenrichthe modelproducedn (2). Goal diagramis alsousedasinput for
planmodellingactvity (4), whereeachsinglegoalis analyzedn termsof plansthatcan
be usedfor its ful lment. Plansareanalyzedn detailsandnev dependenciebetween
actor can emepe so to requirea new dependeng analysis(2old). In the nev model
we startwith the trustmodel(2a), which in turn canrequirea further goal analysis(3).
Dependeng canthenbe devisedby asin step(2old) by modellingdelegationandtrust
(if any). Thismayrequirefurthergoalanalysis(3) asin the standardlroposproject. The

nal trustmodelis usedto developthetrustmanagemeritnplementatiorfor permission
(2b),that nally canbeusedto revisethedelggationof executionmodel(2b) andthetrust
model(2a). The procesendswhenno furtheranalysisareneeded.
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3.3 Using SRE for Compliancewith Data Privacy Legis-
lation

To instantiatesomeof the abose mentionedconceptave shav somefragmentsf acom-
plex casestudy: the complianceo the Italian legislationon Privacy and DataProtection
by the University of Trento,leadingto the de nition andanalysisof an1SO-17799-lile
securitymanagemergchemegwe referto [MPZ05] for moredetials). The nal EU and
Italian legislationsystematizethe normson privacy anddataprotectionby specifying

thede nitions of personablata,sensitve data,anddataprocessing,

the de nitions of all entitiesinvolvedin dataprocessingtheir rolesandresponsi-
bilities (controller processqroperatoysubject),

theobligationsrelatingto publicandprivatedatacontrollerswith speci c reference
to the legitimate purposeof dataprocessingandthe adoptionof minimal precau-
tionary securitymeasure$o minimizetheriskson data.

3.3.1 Modelling Actors

The rst actwvity in the earlyrequirementphases actors'modelling.In our examplewe
canlist someof them:

Data Controller determineghe purposesandmeansof the processingf personatdata.
In theUniversity, thedatacontrolleris identi ed with Chancellol(asthepost-holder
is alsothelegal representatie of the University).

Data Processormonitors personaldataprocessingon behalf of the controller In the
University, theseare:
FacultyDeans;
Headof Department;
CentralDirectorateManagersandin particularwith:

— ChiefExecutve Of cer (CEO);
— ChiefInformationOf cer (CIO).

Data ProcessingOperator is appointedoy the datacontrolleror processoto perform
the operationgelatedto the dataprocessingr to manageand maintainthe infor-
mationsystemsandservices At Universityof Trento,theseare:

PersonaDataProcessingperator;
Databas&ecurityOperator;
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Figure3.1: Actor Diagrams

Network SecurityOperator

Data Subject is the naturalor legal personto whomthe personabataarerelated.In the
SecureTlroposterminology thisis thelegitimateownerof the data.

3.3.2 Modelling Dependenciesnd Delegation

Theanalysisproceedsntroducingthe functionaldependencieandthe delegationof per
mission betweenactorsand the consequenintegratedsecurity and functional require-
ments. Figure 3.1(a)and Figure 3.1(b) shav the functionaldependeng modelandthe
trust managemenimplementation.We usedelegation of permission(Dp) to modelthe
actualtransferof rightsin someform (e.g. adigital certi cate, a signedpaper etc.),and
D for functionaldependeng

In the functionaldependengc model, Chancelloris associatedavith a singlerelevant
goal: guaranteecorrect data processingexecution while CEO hasan associatedjoal
compliancewith legal requirements Along similar lines, Data Processorand Data Pro-
cessingOpermtor wantto complywith internal orders andregulation, while CIO, wantsto
guaranteelaw enfoicementFinally, the diagramincludessomefunctionaldependencies:
Data Subjectdepend®n Chancellorfor privacy protectiongoal; Chancellordepend®n
Data ProcessorandData ProcessingOperator to performdata processingand,in turn,
Data Processordepend®n Data ProcessingOperator for it.

In the actordiagram,Chancelloris associateavith a singlerelevantgoal: guarantee
correct data processingexecution while CEO hasan associatedjoal compliancewith
legal requirements Along similar lines, Data Processorand Data ProcessingOperator
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wantto complywith internal orders and regulation, while CIO, wantsto guaranteelaw
enfocement Finally, the diagramincludessomedelegationsof execution: Data Sub-
ject deleggatesto Chancellorthe goal privacy protection Chancellordelegatesto Data
ProcessorndData ProcessingOpemator the goal performdataprocessingand,in turn,
Data Processodelagatest to Data ProcessingOperator.

In the trustmanagemenmplementatiordiagram,Chancellordelegatespermissions
to performdata processingo Data Processorand Data ProcessingOpemator. In turn,
Data Processordelegatespermissiongo perform data processingto Data Processing
Opeimator.

At this stage the analysisalreadyrevealsa numberof pitfalls in the actualdocument
templateprovidedby the ministry'sageng. Themostnotableoneis theabsoluteabsence
of functionaldependencielBetweerthe Chancellormandthe CEO,whois actuallythe one
who runsthe administration. Suchfunctionaldependengis presentn the Universities
statuteshut nothere(anapparentlyunrelateddocument).

Anothermissingpartin thetrustmanagemernitnplementations thedelegationof per
missionfrom the datasubject.This canbealsoautomaticallyspottedwith thetechniques
developedin [GMMZ04d]. Somehav paradoxically(for adocumentemplateenactedn
ful lment of a DataProtectionAct) the processof acquisitionof data(andthe relative
authorization)s neithermentionedhorforseen.n practicethis gapis solved by the Uni-
versity by a blanket authorization:in all the paperor electronicdatacollection stepsa
signatureis requiredto authorizethe processingf datain compliancewith the privacy
legislation.

3.3.3 Goal Re nement

In this chapterwe presenta goal analysisfor Data Processorandreferto [MPZ05] for
anaccurateanalysisof theotheractorsinvolvedin the system.

Figure3.2shonvsthegoalanalysidor DataProcessqrelative to thegoalcomplywith
internal orders andregulation Thisgoalis decomposethto providefor appointingdata
processingoperators, securitycontrol andadoptsecuritymeasuesfor which Data Pro-
cessordepend®n CIO andCEQ. Thegoalprovidefor appointingdataprocessingper
ators is decomposethto threegoals:identify dataprocessingoperators for which Data
Processordependson Data ProcessingOperator, give instructionsto data processing
opemators for which Data ProcessingOperator dependsn Data Processoyandenable
accessro le for which Data ProcessingOperator dependsn Data Processorand,in
turn, Data Processoidepend®n CIO. Thegoalenableaccesgro le is decomposedto
assignaccessro le, assignlD and passwod which Data Processordependsn CIO,
andcommunicat@ameof securityoperators for which C1O depend®n Data Processor
The goal securitycontmol is decomposethto monitor securitymeasue applicationand
othergoals,suchascommunicatstaf vacationandupdateandcommunicat@cces$ro-

le , for which CIO depend®n Data Processoyupdateand communicat@accesgro le.
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Figure3.3 shaws the trustmanagemeninplementatiorfor Data Processor The di-
agramdisplaysthat Data Processordelegatesmail with instructionsto Data Processing
Opermator. Further Data Processoidelegatesthelist of nameof securityopemtors, list of
employeef vacation accesgro le anddataprocessingnventoryto CIO. Finally, Data
Processorecevesfrom CEOthelist of securitymeasues
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3.4 The Plot Thickens: Re ning Delegationand Trust

In this section,we introducea conceptuake nement of the delegation andtrust rela-
tionships,thatwill allow usto captureandmodelimportantsecurityfacetsfGMMZ05c,
GMMZ05d].

In orderto explainthe conceptuate nementwe will useexampleshasednthecase
studypresentedh previoussection.For thesale of readabilitywe introduceheredramatis
personaé togethemwith therulesthey play:

Alice is anadministratve of cer, for exampleof theteachingevaluationof ce;
Bob, Bert, and Bill arestudents;

Sam is (themanagepof) thestudentT system;

Paul and Peter areprofessors.

3.4.1 ExecutionvsPermission

Example 1 Alice is interestedin gatheringdata on students'performance for which
shedependon Sam. Bob ownshis sensitivepersonalinformation, sud as his student
careers. Bob deleggatespermissionto provide information about his careerto Samon
conditionthat his privacyis protected(i.e., hisidentityis notrevealed).

In this scenariothereis a differenceof relationshipbetweenAlice—-Samand Bob—
Sam.This differenceis dueto a differencen thetype of delegation.

Example 2 Bobdelegategpermissiorto Santo provideonlytherelevantinformationand
nothingelse Ontheotherhand,Alice, whowantsstudentdata,delegategheexecutionof
hergoalto Sam.Accoding to Alice, Samshouldat leastful Il thegoal sherequires.She
is notinterestedin what Samdoeswith Bob's trust, apart from getting her information.
Themajorworry of Alice is availability wheeasBob caresaboutauthorization.In other
words, Alice's major concernsvould be that tasksare delegatedto peoplethat canactu-
ally dothem,whereasBobwould be concernedhat subtasksare givento trustedpeople
whowill notmisusethe permissionshey haveacquired.

If we wantto checkfunctionalandsecurityrequirementgonsisteny, it is essential
to distinguishbetweerthesetwo notionsof delegation.We useat-most delegationwhen
thedelegaterwantsthe delggateeat mostachievesthe goal, executethe plan,or furnishes
the resource. This is delegation of permission wherethe delegateethinks “I have the
permissiorto achiesze thegoal (but | do notneedto)”, whereast-leastdelegationmeans
thatthe delegaterwantsthe delegateeto achiese at leastthe goal. This is the delegation

2This impersonatioris actuallycloserto reality thanonemaythink: thelaw requiresthe assignmenof
responsibilityof eachlT sub-systento a person.
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of execution Thedelagateethinks,“Now, | have to getthegoalful lled (let's startwork-
ing)”. In the pictorial representationf Fig. 3.4 we representheserelationshipasedges
respectrely labeledby Dp andDe.

Further we wantto separatéhe conceptf trustanddelegation,aswe might needto
modelsystemavheresomeactorsmustdelegyatepermissiornor executionto otheractors
they don't trust. Also in this caseit is cornvenientto have a suitabledistinctionfor trust
in managingpermissiomandtrustin managingexecution. The meaningof at-most trust
is thatanactor(truster)truststhatanotheractor(trustee)at mostful lls  the goalbut will
not overstepit. The meaningof at-leasttrust is thatanactor(truster)truststhatanother
actor(trustee)atleastful lls thegoal.

Example 3 At-mosttrustis goodfor permissionsBobtrustsSamto remainwithin cer-
tain bounds.He maydelegate Sammore permissionghan actually neededecausesam
will not abusethem. At-leasttrust ts execution. Alice believe Samcanaccomplishher
plansandpossiblymore.

Thenew Securelroposconceptsexplain” the classicallTroposdependengcbetween
two actorsin termsof trustanddelegation(Fig. 3.5).

Indeedthesemanticassociatetb the Troposdependengstateshatthereis anactor
thedependeghatwantsto achieze aspeci ¢ goal(performataskor have aresourceand
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thereis anotheractor the dependerthatis ableto satisfythe goal (performthe taskor
deliver the resource). The two actorsget an agreementind a goal (task or resource)
dependeng is establisheetweenthe two. The implicit assumptions that after the
agreementhedependewill beresponsibldor thegoalandwill dothebestto achieeit.

The distinctionbetweenexecutionand permissionallows usto de ne a dependeng
in termsof trustanddeleyation. In particular whenthe dependunis a goalor a planwe
have delggationandtrustof execution whereasvhenthedependunis aresourceve have
delgyationandtrustof permissionin symbols:

dependgA; B;S) ( ) delegate(exe; A; B;S) ~ trust(exe; A; B; S) (3.1

whereSis agoalor aplan,and

dependgA; B;S) () delegate(perm;ID;B;A)S” trust(perm;B;A;S) (3.2)

whereSis aresourceA graphicalrepresentationf theseformulasis given,respecitiely,

in Fig. 3.5(a)andin Fig. 3.5(b). Thesediagramsusethe label D for Troposdependengc
andlabelsTe andTp, respectiely for trustof executionandtrustof permission.Notice
alsofrom Fig. 3.5thatthe samedependengis mappednto differentlyorientedrelations
atthelower level.

3.4.2 Intr oducing Distrust

Anotherre nementis the introductionof negative authorizationsvhich are neededor
somescenarios.Troposalreadyaccommodatethe notion of positive or negative contri-
bution of goalsto the ful Iment of othergoals. We usenegative authorizationgo help
thedesignelin shapingthe perimeterof positive trustto avoid incautiousdelegationcer
ti cates thatmay give morepowersthandesired.

Supposehat an actor should not be entitledto achieve a goal, performa plan, or
delivery aresourcen situationswhereauthorizatioradministrations decentralizedan
actorpossessinghe right to achiese a goal, executea plan, or delivery a resourcecan
delegatethe authorizatiorto do thatto thewrongactor

We proposean explicit distrustrelationshipasanapproachor handlingthis type of
situations.Thisis alsosoundfrom a cognitive point of view if we follow thede nition of
trustgivenby [CF9§: trustis a mentalstatebasedn a setof beliefs. We cansaythatif,
onyourown knowledge youfeelto trustme,thenyoutrustme. Similarly, if youfeellike
distrustingme, thenyou distrustme. Obviously, therearevariousreasongor distrusting
agentssuchasunskillfulness unreliability andabuse,but thesesituationsarenot treated
here.
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As we have donefor trust, we alsodistinguishbetweendistrustof executionanddis-
trust of permission. The graphicaldiagramspresentedn this chapterusethe labelsSe
andSp, respectiely, for distrustof executionanddistrustof permissionln the casethere
is no explicit trustrelationshipbetweeragentsthelabel”?” is used.

3.4.3 Monitoring

Whenwork needgo be delegatedevenwhenthereis no trust, thenmonitoringcanoffer
asurrogatdor trust. Accordinglyto Ganss etal. [GJKLO1], the existenceof distrustcan
betoleratedwith anadditionaloverheadf monitoringthe untrustworthy delegatee Here
were ne Ganssetal. intuition integratingit in our framework.

Thegoalof anactorplayingtherole of monitoris to checkfor theviolation of trust.
The act of monitoring canbe doneby the delegaterhimself*, or he can delegateit to
someotheractorsto getit done. Dependingon the type of delegation,we have two dif-
ferentkinds of monitors: at-most monitor andat-leastmonitor. Considerthe situation
presentedh Fig. 3.4.

Example 4 Supposehatthere is no trust betweerBob and Samfor the goal “maintain
privacy”, but the studentmustdelegatepermissiomonethelessin this case hedepends
(D) onthe omludsman(O) for monitoringif Samtransgesseder permissions.Thisis
shownin Fig. 3.6(a))with anat-mostmonitor(monitorfor permission- Mp) relationship
betweertheomludsmarand Sam.

Example 5 If Aliceis not con dentthat Samwill provide updatedinformation,shemay
delegate to her secetary Carol the task of con rming with, or nagging Samto insert

3Indeedmonitoringcouldalsobeusedfor theevaluationof theful liment of agoalassignedo atrusted
actor

4Intuitively, this is like sayingthat fellow is unreliable,l' Il give him the job but keepan eye on him
myself”.
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new dataassoonasit becomesvailable Thisis shownin Fig. 3.6(b))with an at-least
monitor (monitorfor execution— Me) relationshipbetweerCarol and Sam.

Anotherimportantdistinctionthatemegeswhenwe usea monitoris relatedto what
we have to monitor. If we are monitoringa plan (i.e., a speci ¢ sequencef actions),
the Monitor hasto checkif Samexecuteshe actionsof the plan. What happensf Sam
deleggateshetaskor someof its subtask$o otheractors?

Example 6 To achieve the goal deleggatedto him in Example5, Samwill issuea letter
to the headof eat studentsecetariat of ce sothat studentmarksare enteed into the
systenwithin 30 daysfromthe datethat examshavetakenplace

A solutionto this problemis to extendthe monitoringto all sublevels of delegation
until thelevel wheretheactualexecutiontakesplace.So,therewill beamonitorrelation-
ship betweenthe Monitor andall the actorinvolvedin the executionof at leasta part of
thetask.

Example 7 To read the objectiveof 30 daysrequiresthat professos returnto the of ce
assignednarks.Thisis a further stepof delegation of execution.Then,the actor respon-
sible at the of ce, besideactually monitoringhis employeesmnayalso assignthe task of
remindingprofessos thatthey mustreturnontimetheir marksheets.

Noticethatmonitoringassuchis nota primitive constructIt canbecapturedoy other
constructswithin our modelling framewnork. Speci cally, every goal, plan andresource
will eitherbedelegatedduringthe designprocesgo atrustedactor or it will bedelegated
to anuntrustecne,in which casethe delegateewill be monitoredby a trustedactor

On the formal modelthis correspondso a designpatternformalizedin termsof ad-
ditional axiomsthat allow usto concludethat an actoris con dent that a goal will be
executed,a planwill be performedor aresourcewill be furnished,or a permissionwill
notbealusedevenif existingtrustrelationssuggesotherwise.

Oncewe seemonitoringasa simpledesignsolution(essentiallya securitypattern)we
cantreatmonitoringgoalsjust asary othergoal. Sothey canbefurthersubjectto re ne-
ment,delegationof executionanddelegationof permission.Trustrelationshipgdinkedto
monitoringcanthenbe capturedvith standarcconstructsFor example,monitoringoften
requireshaving permissiorto accessnonitoreddataor personnelThis itself may create
problemsof permissiorandauthorizatiorthatcanbe modelin the framework.

3.4.4 SocialvsIndividual Trust
Whenwe modelandanalyzefunctionaltrustandsecurityrelationshipsit is possiblethat
suchrequirementare givenonly at individual level or at sociallevel andthatthereis a

mismatchbetweenrthe levels. Let us seewhy this is neededvith examplesdravn from
thesamedomain.
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Example 8 Accoding the University policy, administ@ative of cers shouldtrust man-
agersof IT systemso getinformationthey needto performtheir duties(Fig. 3.7(a)). Sam
is the new manayer of the studentlT systemand Alice hasnever methim befoe. Still,

Alice shouldtrust Samfor getting studentpersonalinformationin order to guaranteethe
availability of thegoal.

Example 9 Professos shouldnot rely on the teading evaluation of cer secetary for
providing a formal reportto the University Teading Boad (Fig. 3.7(b)). Here, Paul and
Carol don't knowead other Then,Paul shoulddistrust Carol for providing a formal
reportto University Teating Board.

We don't considerthe casein which the relationsare missingat sociallevel because
thislevel representthestructureof the organizationwhich shouldbe describedxplicitly
in therequirementsThe presencef a large numberof trustrelationsatindividual level
thatis not matchedby a sociallevel may be anindicatorof a missinglink at sociallevel
(or of a problemin the organizationfor distrustrelations). On the contrary Hannounet
al. [HSBS9§ proposeto detecttheinadequayg of anorganizatiorregardingtherelations
existing amongthe agentsnvolvedin the system.

In [GMMZz04d] we have only consideredvhentrustis explicit, andwe have not dis-
tinguishedthe casewherethereis explicit distrustandthe casewhereno trustrelationis
given. Contrarily, in thischaptemwe takein consideratiorall thesethreepossibilities.The
presencef positive andnegative authorizatioratthesametime couldgeneratesomecon-

icts ontrustrelationships.We de ne atrust con ict the situationwherethereareboth
a positive and a negative trust relation betweentwo actorsfor the sametrustum. Next,
formal de nitions aregiven.

De nition 1 A con ict ontrustof executionoccurs when

9x;y 2 Agent9s 2 Goal[ Task[ Resourcektrust(exe; X;y;s)
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De nition 2 Acon ict ontrustof permissioroccurs when

9x;y 2 Agent9s 2 Goal[ Task[ Resourcektrust(perm;x;y;s)

A trustcon ict may exist, for example,sincesystemdesignersvrongly put both a
(implicit) trustrelationandthe correspondinglistrustrelation.

Example 10 Theteading evaluationof cer dependn the manaer of the studentlT
systenfor providing updateinformation, but the latter is distrustedfor suc goal (Fig-
ure 3.8(a)).

Whenwe modelandanalyzesecurityrequirementsit is alsopossiblethat suchre-
guirementsare speci ed at both individual and social levels, they could be in contrast
with eachothet

Example 11 Consideragain Example8. Whathappensf Alice had someproblemswith
Samin the pastandhedoesnt trust her? Thisscenariois presentedn Fig.3.8(b).

Example 12 Consideragain Exampled. Whathappenif Paul trustsCarol for providing
a formal reportto University Teacing Board? Thisscenariois presentedn Fig. 3.8(c).
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Monitoring, which we have introducedearlyin this chapteris agoodsolutionto this
extent. Sowe don't needto addanythingto the systemjustto copewith trustcon icts.

Example 13 Referringto Examplell, we believethat Alice shouldmonitor (or delegate
this taskto anotheractor) whetherSamdoeswhat he hasto do sincethe organization
imposederto trusthim, butit is nother ownchoice

3.5 Automated Reasoningin SRE

We useDatalog[AHV95] asthe underlyingsemantidramework, alsoto be closeto the
semantic®f otherframewnorksfor trustor security(e.g.[DeT02,LMWO02, SdV01).

A Datalogprogramis a setof rulesof theform L:-L; ~ ::: ~ L, whereL, called
head,is a positive literal andL ; ::;; L, areliteralsandthey arecalledbody. Intuitively,
if Lqi;:: L, aretruein themodelthenL mustbetruein the model. We usethe notation

L will be addedto the modelonly if someconstraintsdemandits inclusion. This con-
structioncanbe capturedvith a simpleencodingn logic programsin Datalog,negation
is treatedasnegationasfailure: if thereis no evidencethatanatomis true, it is consid-
eredto befalse.Henceif anatomis nottruein somemodel,thenits negationshouldbe
consideredo betruein thatmodel.

We startby presentinghe predicategor our framewvork. We distinguishbetweertwo
maintypesof predicatesextensionalandintensional. Extensionalpredicatesare predi-
catessetdirectly with the help of groundfactsandarethe onescorrespondinghe edge
and circles dravn by the requirementsngineeron the CASE tool. Intensionalpredi-
catesareimplicitly determinedwith the help of rules. Table 3.2 presentghe predicates
usedto formalizethe requirementsFor compactnesssale we usethe rst agumentof
the predicatego indicatethetype of actions.Thus,delegate, delegateChain, distr ust,
distr ustChain, andmonitor ing haveatypet 2 f exe; permg; trust, trustChainhavea
typet 2 f exes; perm; mong; andconf ident hasatypet 2 f satisfy; exes; owner; mong.
Onceagain,we specifypredicates$or generic'services’becausélifferentiatingcheminto
goals,plansandresourcess immediaté.

The unary predicateggoal, plan andresource are usedrespectrely for identifying
goals,tasksandresource Notethattype Goal , Task andResource aresub-typesof
Service . We shalluselettersS, G, T andR possiblywith indicesas metavariables
rangingover the terms,respectiely, of type Service , Goal , Task andResource .
Theintuition is thatagent(a) holdsif instancea is anagent position (a) holdsif instance
aisaposition,androle(a) holdsif instancea is arole. NotethattypeAgent , Position
andRole aresub-typesof Actor . We shalluselettersX, Y andZ asmetaariables
rangingover the termsof type Actor , A, B andC asmetaariablesrangingover the

SFor resourcesve mustreplacethe subgoarelationwith the part-ofrelation.
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Generalpredicates

goal(Goal: g)
plan(Plan:t)
resource(Resource: r)

agent(Agent: a)
position (Position : a)
role(Role: a)

play(Agent: a;Role: b)
is_.a(Role: a;Role: b)

dependgActor : a;Actor : b;Service : )
delegate(Type: t; Actor : a;Actor : b;Service :s)
delegateChain (Type: t; Actor : a; Actor : b;Service :s)
trust(Type: t; Actor : a; Actor : b;Service : s)

trustC hain (Type: t; Actor : a;Actor : b;Service : s)
distr ust(Type: t; Actor : a; Actor : b;Service :s)

distr ustC hain (Type: t; Actor : a; Actor : b;Service :s)
monitor ing (Type: t; Actor : a; Actor : b;Service : s)
conf ident(Type: t; Actor : a; Service :s)

Speci®cfor execution

requests(Actor : a; Service :S)
provides(Actor : a; Service :S)
should_do(Actor : a; Service : s)
can_satisf y(Actor : a;Service :s)

Speci®cfor Permission

owns(Actor : a; Service :S)
has_per(Actor : a; Service :s)

Goal re®nement

subgoal(Service : s;3; Service : sp)

OR __subgpal(Service : s3; Service : sp)

AN D _subgoal(Service : s;; Service : sy)

AN D _decomgService : s1; Service : sy; Service : S3)

Table3.2: Predicates

termsof type Agent , andT, Q andV asmetaariablesrangingover the termsof type
Role . Metalevel variablesare usedasa syntacticsugarto avoid to write the predicates
thattype variables.For example ,whenthe metavariableG occursin arule, the predicate
goal(G) shouldbe putin the body of therule. The predicateplay(a;b) holdsif agenta
is aninstanceof role b. Theintuition is thatis_a(a;b) holdsif role a is a specialization
of role b. The predicatedependga;b;s) holdsif actora depend®nactorbfor services.
Notice alsothatwhena relationusesvariablesof type Actor

bothsocialandindividual levels,but separately
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3.5.1 Formal Model for Execution

The predicateghat we introducedcorrespondo the relationsthat the requirement®n-
gineercanactuallydrav during his analysis.The predicaterequests(a; s) holdsif actor
a wantsservices ful lled, while provides(a;s) holdsif actora hasthe capability to
ful ll services. The predicatedelegate(exe; a; b;s) holdsif actora delegate$ the exe-
cutionof services to actorb. Actor a is calleddelegater, actorbis calleddelegatee The
predicatetr ust(exes; a; b;s) holdsis actora truststhatactorb at leastful lls services.
Actor a is calledtruster; actorbis calledtrustee The predicater ust(mon; a;b;s) holds
if actora truststhatactorb monitorswhetherservices will be satis ed. The predicate
monitor ing (exe; a; b;s) holdsif actora monitorsif actorbatleastcansatisfyservices.

Otherpredicatesreusedto de ne propertieghatwill beusedduringformalanalysis.
The predicateglelegateChain (exe; a; b;s) andtrustChain(exe; a;b;s) hold if there
is adelegationanda trustchainrespectrely, betweeractora andactorb. The predicate
should_do(a; s) identi es actorswho shoulddirectlyful Il theservice.Thebasicideaof
the predicatecan_satisf y is that“for every goall have assignedesponsibilitieso that
it canbeful lled”. In otherwords,if anactorhasthe objective of ful lling a service,
he cansatisfyit. Thusit locatesthe commonleavesof the delegationtreesof execution
andpermission.Thus,thepredicatecan_satisf y(a;s) holdsif actora cansatisfyservice
S. The predicateconf ident(satisfy; a;s) holdsif actora is con dentthatservices can
be satis ed. Finally, we have the predicatedor goal re nement. Their semanticsand
axiomatizatiorarestraight-forvard.

The axiomatizations morecomplec for modellingexecutionasshowvn in Table3.3.
E1l andE2 build a deleggationchain of execution. E3-8 de ne the intensionalversions,
trustChain anddistr ustChain of the extensionalpredicatedrust anddistr ust that
areusedto build (dis)trustchainsby propagatingdis)trustof execution(permissionye-
lations.E5andE6 (M1 andM2) build atrustchainfor execution(monitoring);E5 builds
chainsover monitoringsteps.E8 andM4 have chainspropagateo subgoals According
to E8 execution-trusto ws top-dovn with respectto goal re nements. The axiom for
monitoringM4 stateghattrustChain o wstop-dovn with respecto goalre nements.
M5 stateghatif anactorundemonitoringdelegatesaserviceto anotherthenthemonitor
have to watchfor thedelegateethatis, themonitorfollowsthedelegation.M6 introduces
the intensionalpredicateconf ident(mon; a; b;s): actora is con dent that thereexists
someonehatmonitorsactorbfor services.

Theremainingaxiomsdescribehow globalpropertieof themodelarede ned. E9-10
statethat an actorhasto executethe serviceif he providesa serviceandif eithersome
actordelayatesthe serviceto him, or he himself aimsfor the service. E11-12statean
actor who requestdor a service cansatisfythe serviceif eitherhe providesit or hehas
delegatedit to someonavho cansatisfyit. Goalre nementsaretaken careof by using

5For the sale of simplicity we do not dealwith the questionof depthhere.SeeLi etal. [LGFO03] for an
accounbf delegationwith depth.Whathasemegedfrom severalcasestudieds thatdepthis lessimportant
thanquali cationssuchas“only to memberf the sameof ce”.
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Delegation
E1l delegateChain(exes; X;Y;S) delegate(exe; X;Y;S)
E2 delegateChain(exe; X;Z;S) delegate(exe; X;Y;S) ” delegateChain (exe;Y; Z; S)
Trust
E3  distr ustChain(exe; X;Y;S)  distr ust(exe; X;Y;S)

. . trustC hain (exe; X; Y; S) ~ distr ust(exec; Y; Z;S)»
B4 distr ustChain (exes; X Z; S) no(t distr ustC h)ain (exe; X;(Y; S) :
E5 trustChain(exes; X;Y;S)  trust(exe; X;Y;S) " not distr ustC hain (exes; X;Y; S)

: R trustChain (exee; X; Y; S) » trustChain (exec; Y; Z; S)

E6  trustChain (exes; X Z; S) not distr ustC hain (exec; X ; Z; S)
E7 trustChain(exe; X;Z;S)  trustChain(mon; X;Y;S) * monitor ing (exe;Y; Z;S)
E8 trustChain(exes; X;Y;S1) subgoal(S;S;) » trustChain (exes; X; Y; S)
M1 trustChain(mon;X;Y;S) trust(mon;X;Y;S)
M2 trustChain(mon;X;Z;S) trust(mon;X;Y;S)” trustChain(mon;Y;Z;S)
M3  trustChain(mon; X;Z;S) trustChain (exe; X;Y;S) " trustChain (mon;Y; Z; S)
M4  trustChain(mon; X;Y;S;)  subgoal(S;S;) ” trustChain (mon; X ; Z; S)
Monitoring

delegateChain (exec; X ;Y; Sp) A
monitor ing (exec; Z; X ; S) ~ subgoal(S1;S)
M6 confident(mon;X;Y;S) trust(mon;X;Z;S)” monitoring (exe;Z;Y;S)
Shoulddo
E9 shoulddo(X;S) delegateChain(exe;Y;X;S) " provides(X;S)
E10 shoulddo(X;S) requests(X;S) " provides(X;S)
Can satisfy
E1l can_satisf y(X;S) should_.do(X;S)
E12 can_satisf y(X;S) delegate(exec; X ;B;S) " can_satisf y(B;S)
E13 can.satisf y(X;S) OR_subgoal(S;;S)~ can_satisf y(X;S1)
E1l4 can_satisf y(X;S) AND _decomdsS;S;;Sy)”" can_satisf y(X; S1)” can_satisf y(X;Sy)
Con®dentto can satisfy
E15 confident(satisfy;X;S) should_do(X;S)
: P delegateChain (exee; X; Y;S) "
E16 confident(satisfy; X; S) trustChain (exec; X ;Y; S)  conf ident(satisfy; Y; S)
E17 confident(satisfy; X;S) OR_subgoal(S;;S)~ conf ident(satisfy; X ; S;)
. . N H H . .
E18 confident(satisfy;X:S) NP -deconl'ﬁ ) fll dia)t (Sgggf;';d;?ts(ja“sw’ X:S1)

M5  monitor ing(exe;Y; Z; S1)

Table3.3: Axioms for execution

the axiomsE13-14. If anactorcansatisfy at leastone of the or-subgoalsof a service,
thenhe cansatisfythe mainservice.Also, if he cansatisfyall and-subgoalghenhecan
satisfythemainservice.

The notionof con denceis capturedby axiomsE15-E18.An actoris con dent that
a servicewill beful lled, if he knows thatall delggationshave beendoneto trustedor
monitoredagentsandthat the agentswho will ultimately executethe service,have the
permissionto do so. Goal re nementsaretaken careof by usingaxiomsE17-18:if an
actoris con dent that at leastone of the or-subgoalsof a servicewill be ful lled, then
hecanbecon dentthattheservicewill beful lled. Theaxiomfor and-decompositiois
dual.
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3.5.2 Formal Model for Permission

In Table 3.2 we also have predicatefor modelling permission. The rst setof pred-
icatescorresponddgo the relationsdravn by the requirementsengineer The predicate
owns(a;s) holdsif actora owns services. The owner of a servicehasfull authority
concerningaccessand usageof his services,and he can also delggatethis authority to

otheractors. The intuition is that delegate(perm; a;b;s) holdsif actora at mostdele-
gateghepermissiortoful Il services to actorb. Thepredicatdr ust(perm; a;b;s) holds
is actora truststhatactorb at mosthasthe permissionto ful Il services. The predicate
monitor ing (perm; a; b;s) is the dualof the executioncounterpatrt.

Also in this caseotherpredicatesreusedto de ne interestingpropertiedor thefor-
mal analysisby the requiremenengineer The predicatesielegateChain (perm; a; b;s)
andtrustChain(perm; a;b;s) hold if thereis a deleyation,resp.atrustchainof permis-
sionamongactora andactorb. The basicideaof has_per sumsup the possibleways
in which anactorcangrabthe permissionon a service:eitherdirectly or by delegation.
Fromthe point of view of the owner, con dencemeanshatthe owneris con dent that
the permissiorthathe hasdelegatedwill notbe misused Alternatively, the owneris con-

dent thathe hasdelegatedpermissiononly to trustedor monitoredagents.This means
thatevenif thereis one untrustedor unmonitoreddelegation, thenthe owner could be
uneasyaboutthe likely misuseof his permissions.So,anowneris con dent, if thereis
nolikely misuseof his permissionlt canbeseerthatthereis anintrinsic doublenegation
in thestatementSowe try to modelit usinga predicatedif f ident(a;s). At ary pointof
delegationof permissionthe delegatingagentis dif dent, if thedelegationis beingdone
to an agentwho is neithertrustednot monitoredor if the delegateecould be dif dent
himself. In thisway, conf ident(owner; a;s) holdsif theownerais con dentto givethe
permissioron services only to trustedactors.

Table3.4 presentshe axiomsfor modellingpermissionPlandP2build adelegation
chainof permissionP3-6de ne theintensionalersionstrustChain anddistr ustChain
of theextensionapredicatedr ust anddistr ust thatareusedto build (dis)trustchainsby
propagatingdis)trustof permissiorrelations.

P5andP6 build atrustchainfor permissionP7 builds chainsover monitoringsteps.
P8 hasthe chain propagatethrough subgoals. If an actor truststhat anotherwill not
overstepthe setof actionsrequiredto ful Il asubgoalof a service thenthe rst cantrust
the last not to overstepthe setof actionsrequiredto ful Il the service. The permission
trust, with respectto goal re nements, o ws bottom-up. M7 is usedto build a trust
chainfor monitor. M8 statesthat if an actorundermonitoring delegatesa serviceto
anothey thenthe monitor have to watchfor the delegatee,that is, the monitor follows
the delegation. M9 is the permissioncounterpartof M6. The owner of a servicehas
full authority concerningaccessand dispositionof it. Thus, P9 statesthat if an actor
ownsa service,he haspermissioron it. P10stateshatthe delegateehaspermissionon
the service.P11propagatepermissiorthroughsubgoals.The notion of con denceand
dif dence thatwe have sketchedabove is captureddy theaxiomsP12-P16.
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Delegation

P1 delegateChain(perm;X;Y;S) delegate(perm;X;Y;S)

P2 delegateChain(perm;X;Z;S) delegate(perm; X;Y;S)" delegateChain(perm;Y;Z;S)
Trust

P3 distr ustChain(perm; X;Y;S) distr ust(perm;X;Y;S)

. . R trustChain (perm; X; Y; S) ~ distr ust(perm;Y;Z; S)
P4 distr ustChain (perm; X;Z; S) not distr ustC hain (perm; X;Y; S)

P5 trustChain(perm; X;Y;S)  trust(perm; X;Y;S) " not distr ustC hain (perm; A; B; S)
. R trustChain (perm; X; Y; S)  trustC hain (perm;Y;Z;S)
P6  trustChain(perm; X;Z; S) not distr ustC hain (perm; X;Z;S)

P7 trustChain(perm;X;Z;S)  trustChain(mon; X;Y;S)~ monitor ing(perm;Y;Z;S)
P8 trustChain(perm;X;Y;S) subgoal(S;S;) ~ trustChain (perm; X;Y;S;)

M7 trustChain(mon; X;Z;S) trustChain(perm;X;Y;S) ™ trustChain(mon;Y;Z;S)
Monitoring

delegateChain(perm; X;Y;S;) »
monitor ing (perm; Z; X ; S)  subgoal(S;; S)
M9  confident(mon; X;Y;S)  trust(mon;X;Z;S)” monitor ing(perm;Z;Y;S)
Has permission
P9 has_per(X;S) owns(X;S)
P10 has_per(X;S) delegateChain(perm;Y;X;S) " has_per(Y;S)
P11 has_per(X;S;) subgoal(S;;S)” has_per(X;S)
Owner is con®dentto give the sewice to trusted actors
P12 confident(owner;X;S) owns(X;S) " not dif fident(X;S)
P13 dif fident(X;S) delegateChain(perm;X;Y;S)~ dif fident(Y;S)
P14 dif fident(X;S) delegateChain(perm;X;Y;S) " not trustC hain (perm; X;Y;S)
P15 dif fident(X;S) subgoal(S:;S)~ dif fident(X;S1)

M8  monitor ing(perm; Z;Y; S1)

Table3.4: Axioms for permission

3.5.3 Combining Executionand Permission

More sophisticategbropertiesequirereasoningvith both executionandpermission.To
this end,we introducesomenotionsthat put togetherthesetwo notions.In Table3.5we
presenthe notionsfrom boththe point of view of the requesteandthe point of view of
the owner. The predicatecan_executda;s) holdsif actora canseeservices ful lled.
Thepredicateconf ident(exe; a; s) holdsif actorais con dentto seeservices ful lled.
Actor a, who aimsfor services, is con dent thats will beful lled, if he knows thatall
delgyationshave beendoneto trustedor monitoredagentsandthat the agentswho will
ultimatelyexecutetheservice havethe permissiorto doso. Thisis doneusingtheaxioms
Ax5-6. Goalre nementsaretaken careof by usingthe axiomsAx7-8. If a is con dent
thatatleastoneof theor-subgoal®f s will beful lled, thena canbecon dentthats will
beful lled. Also, if ais con dentthatall and-subgoalsf s will beful lled, thena can
becon dentthats will beful lled.

Ownersmay wish to delegatepermissiongo providersonly if the latter actuallydo
needthe permission.Thelast partof Table 3.5 de nesthe predicateghatarenecessary
to analyzeneed-to-knovproperties.As a resultof absencef dif dence, the ownercan
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Can seethe sewice ful®lled (canexecute)
Ax1l can_executgX;S) should_.do(X;S) " has_per(X;S)
Ax2 can_executgX;S) delegateChain(exe; X;Y;S) " can_executg(Y; S)
Ax3 can_executgX;S) OR_subgal(S;;S) " can_executeg(X;S;)
. AN D _decomfsS; S;; Sp) © can_executg(X; Sp)

Ax4  can_executgX;S) A can_execute(X : Sy)
Con®dentto seethe sewice ful®lled (con®dentto execute)
Ax5 confident(exes; X;S)  shoulddo(X;S) " has_per(X;S)

. Ty, delegateChain (exe; X;Y; S)
AX6  confident(exe; X; S) trustChain (exee; X;Y; S) » conf ident(exe; Y;S)
Ax7 confident(exe; X;S) OR_subgoal(S;;S) ~ confident(exes; X ; S;)

. oy AN D _decomfsS; S;; Sp) © conf ident (exec; X ; S1)
Ax8 confident(exe; X ;S) A conf ident (exe; X : Sp)

Needto know
Ax9 needto_have perm(X;S) should_do(X;S)

delegate(perm; X ;Y;S) * needto_have perm(Y;S
Ax10 needto_have perm(X;S) * (p,? not other_LeIegater(X'Y' S)p (¥:S)
delegate(perm; Z;Y;S)»
needto_have_perm(Y;S)" X 6 Z

Ax11l other_delegater(X;Y;S)

Table3.5: Axioms Involving both permissiorandexecution

OWNER @ @
g ® |
N ,, | \
PROVIDER Q @
REQUESTER '®
-----=—Delegation of permission ~~-"- = Trust of permission
----=—Delegation of execution " =Trust of execution

Figure3.9: Need-to-Knav andMultiple Permission#aths

becon dentthathis permissiorwill notbemisusedBut hasthis permissiorreachedhe

agentswho actually needit? The owner might alsowantto ensurethattherehasbeen
not unwanteddelegationof permission. This canbe achieved by identifying the agents
who actually need-to-knowor ratherneed-to-havethe permission.This setof axioms
capturesalsothe possibility of having alternatepathsof permissiondelegations. In this

casethe formal analysiswill notyield onemodelbut multiple modelsin which only one
pathof delegationis labeledby the need-to-hee propertyandthe othersarenot.

Example 14 (Figure 3.9) Alice andCarol (7 and8) havebothreceivedhe consen{per-
mission)by Bob (1) for usinghis personaldata,andbothdeleyateit to thefaculty sece-
tariat (3), which musthavethe permissiorto providethe datato Paul (6), the university
tutor whoshouldprovidepersonalcounselingo Boh In this caseonly oneof eitherAlice
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From Troposto Secure Tropos
ST1 trust(exe; X;Y;G) dependgX;Y;G)
ST2 delegate(exee; X;Y;G) dependgX;Y;G)
ST3 trust(perm;Y;X;R) depend{X;Y;R)
ST4 delegate(perm;Y; X;R)  dependgX;Y;R)
From Secure Troposto Tropos
. trust(exe; X;Y; G) N delegate(exe; X;Y; G)
ST5  dependsX;Y;G) not distr ust(exe; X;Y; G)
trust(perm;Y; X; R) * delegate(perm;Y; X;R) "
not distr ust(perm;Y; X ;R)

ST6 dependgX;Y;R)

Table3.6: Axioms for mappingTroposinto SecurelTroposandvive versa

or Carol needgo havethe permission.

3.5.4 Other features

In Table 3.6 therearethe axiomsto map Troposdependenginto SecureTroposframe-
work andvice versa. Notice that ST1-2and ST5 have alsoto be repeatedor the case
wherethedependunis a plan.

Table 3.7 presentghe axiomsfor role hierarchyandfor mappingrelationsfrom so-
cial level to individual level. The predicatespecialize is the intensionalversionof is_a,
whereasinstance is intensionalversionof play. Axioms Sl1-13 have to be repeated
replacingthe predicatenstance with specialize andpredicateagent with role for com-
pleting sociallevel with respecto role hierarchy

3.5.5 Analysisand Veri cation

Designpropertiesarenotenforcedwith axiomsfor two reasonsAt rst theactualsystem
dravn by the requiremenengineemay not satisfythem,andthereforethe missinglink

may be actuallya bug. Secondtheremight be mary waysin which a requiremenen-
gineermaywishto ful ll desiredproperties We usethe DLV systent to verify security
propertieswith respecto a Securefroposmodel.

In Table3.8we usetheA ) ? B to meanthatonemustcheckthateachtime A holds
it is desirablethat B alsoholds. In Datalogthis canbe representeds the constraint
.- A; notB. If thesetof featuress not consistenti.e., they cannotall be simultaneously
satis ed, the systemis inconsistentand henceit is not secure. This also guaranteais
thatour proposedhxiomsareconsistentf we checkfor consisteng of the modelwithout
trying to enforceary property

"http:/lwww.dbai.tuwien.ac.at/proj/div
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Role Hierar chy

RH1 specialize(T; Q) is.a(T;Q)

RH2 specialize(T; Q) specialize(T; V)" is_a(V; Q)
RH3 instance(A; T) play(A;T)

RH4 instance(A; T) instance(A; Q) » specialize(Q;T)
From sociallevel to individual level

SI1  provides(A;S)  provides(T;S) ” instance(A; T)
SI2  requests(A;S)  requests(T;S) ” instance(A; T)
SI3  owns(A;S) owns(T;S) " instance(A; T)

Sl4  trust(exe; A; B;S) trust(exe; T;Q;S) M instance(A; T) »
instance(B; Q)
SI5  trust(perm;A;B;S) trust(perm; T;Q;S) " instance(A; T)

instance(B; Q)

SI6  distr ust(exe; A; B;S)  distr ust(exe; T; Q; S) N instance(A; T) A
instance(B; Q)

SI7  distr ust(perm;A; B; S) distr ust(perm; T;Q;S)
instance(A; T) ” instance(B; Q)

SI8 delegate(exe; A;B;S) delegate(exe; T; Q;S)” instance(A; T)
instance(B; Q)

SI9 delegate(perm; A; B;S) delegate(perm; T;Q;S) 7
instance(A; T) ” instance(B; Q)

SI10 monitoring (exes; A; B; S) monitoring(exe; T;Q;S) ~
instance(A; T) ” instance(B; Q)

SI11 monitoring(perm;A; B; S) monitoring(perm; T;Q;S) ~
instance(A; T) ” instance(B; Q)

SI12 trust(mon;A;B;S) trust(mon; T;Q;S) M instance(A; T)
instance(B; Q)

SI13 dependgA; B;S) dependgT;Q;S) ”~ instance(A;T) 7

instance(B; Q)

Table3.7: Axioms for role hierarchyandfor mappingsociallevel into individuallevel

PROVIDER % % OWNER @ @
L AR
REQUESTER@) @ @ @/ b/ \é’)
(a) Fromrequestersviewpoint (b)

Fromowners'viewpoint

Figure3.10: Designfor delegationof executionandpermission
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Execution

Prol delegateChain(exe; X;Y;S) )
?trustChain(exe; X;Y; S)

Pro2 requests(X;S)) ?can_satisf y(X;S)

Pro3 requests(X;S)) ?confident(satisfy; X;S)

Pro4 should_do(X;S)) ?not delegateChain (exe; X;Y;S)

Permission

Pro5 delegateChain(perm; X;Y;S) )
?trustChain(perm; X;Y;S)

Pro6 owns(X;S)) ?confident(owner; X;S)

Pro7 owns(X;S) ) ? not delegateChain(perm;Y;X;S) »
X6Y

Execution & Permission

Pro8 requests(X;S) ) ?can_executdX;S)

Pro9 requests(X;S)) ?confident(exe; X ;S)

Prol0 owns(X;S)) ?needto_have_perm(X;S)

Proll owns(X;S) ) ?needto_have_perm(X;S)
conf ident(owner; X; S)

Table3.8: DesirablePropertieof a Design

Prolstateghatif thereis adelegationchaineitherthedelegatertruststhe delegateeor
thereis the monitorandthe delegatertrustthe monitor. Pro2stateghata requestewants
to cansatisfyhis goals,and Pro3 statesthat a requestemwantsto be con dent to satisfy
theservice.

Example 15 (Figure 3.10(a)) BobandBert (1 and 2) needcounseling They canreceive
it (formal relation can satisfy)becausehey delagyatethe executionto Paul and Peter (4

and>5), while Bill (3) cannotreceivesll necessaradvicesbecauséerequestedomeof

themonlyto Alice (6) which is notableto provide counselingon faculty mattess.

Bobis also con dentto receiveall counselinghe needssincehe delegatesthe exe-
cutionto Paul and Peter (4 and 5) whombhe trusts, while Bert is not con dent sincehe
delegatesto Paul (4) thathedoesnot trust.

Pro4stateghatif anactorprovidesa service then,if eithersomeactordeleggatesthe
serviceto him, or if he himself requestghe service,thenhe hasto executethe service
without further delegation. Pro5stateghatif thereis a delegationchain,eitherthe dele-
gatertruststhe deleggateeor thereis the monitor. Pro6stateghatthe ownerof the service
hasto be con dent to give the serviceto trustedactors,and Pro7 statesthat a service
cannotcomebackto theowner.

Example 16 (Figure 3.10(b)) BobandBert(1 and2) needto providetheir personaldata
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TC1 trustChain(exe; X;Y;S) )
?not distr ustChain(exe; X;Y; S)

TC2 trustChain(perm; X;Y;S) )
?not distr ustChain(perm; X;Y;S)
TC3 tr{ustC hain(exe; A; B; S) )

not distr ustChain(exe; T; Q; S)»
instance(A; T) ” instance(B; Q)
TC4 tr{ustChain(perm;A; B;S) )
not distr ustChain(perm;T; Q; S) "
instance(A; T) ” instance(B; Q)
TC5 di(str ustChain(exe; A; B; S) )
not trustChain(exe; T; Q; S)»
instance(A; T) ” instance(B; Q)
TC6 di(str ustChain(perm;A; B; S) )
not trustChain(perm; T; Q; S)
instance(A; T) ” instance(B; Q)

Table3.9: Propertiedor identifying con icts

for receivingaccumate counseling Bob is con dent on his personaldata sincehe dele-
gatesthe permissionon it to two Paul and Peter (4 and 5) who he truststo usethe data
at mostfor counseling On the other hand, Bert is not con dent on her data sinceshe
deleyatesit to Paul (4) whomshedoesnot trustto keepherinformationcon dential.

This exampleis very closeto the examplethat we have previously seenon misplaced
delgyation (Examplel5). What changess what canbe obtainedby poor Bert. In the
formercaseheis afraidto receve a badadvice(delegationof execution),in thelatterthat
herinformationcanbe usedfor otherthingsthanproviding counseling.

Thelastpartof Table3.8 shaws propertiedo verify at-mostmodelandat-leasimodel
atthe sametime. Pro8stateghatthe requestehasto canseethe serviceful lled. Pro9
stateghattherequestehasto be con dentto seetheserviceful lled.

Table 3.9 presentshe propertiesusedto identifying con icts thatoccurwhenbotha
trustandadistrustrelationsexist amongtwo actorsfor the sameservice.Prol-2areused
to identify genericcon icts andcorrespondo De nition 1 and2. Thesepropertiesapply
to bothsociallevel andindividual level, independenthandso A andB have to betyped
asrole for thesociallevel andasagentdor theindividual level. Prol-2canbere ned in
orderto identify con icts of theform of Fig. 3.8(c)(Pro3-4)andFig. 3.8(b) (Pro5-6).

Table3.10formalizesthe proposalfor solving con icts whenthereis atrustrelation
atsociallevel andadistrustrelationatindividual level. In orderto accommodat€1-2in
our framework we have to modify axiomsAx6-7 in Table3.7. The new versionof these
axiomsis givenin Table3.11.
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3

2

C1 Emonitor ing(exes; M ;B; S)g

distr ustChain(exes; A; B;S) »
trustChain(exe; T;Q; S)

3 instance(A; T) ” instance(B; Q) »

trustChain(mon; A; M ; S)

Cc2 gmonitor ing(perm; M;B; S)g
distr ustChain(perm;A; B; S) "

trustChain(perm; T; Q;S)

3 instance(A; T) ~ instance(B; Q)

trustChain(mon; A; M ; S)

Table3.10: Axiomsfor solvingcon icts

E4° distr ust(exe; A; B;S)

P4 distr ust(perm;A; B;S)

distr ust(exes; T; Q; S) ~ instance(A; T) A
instance(B; Q) * not conf ident(mon; A; B;S)
distr ust(perm; T;Q; S) ~ instance(A; T)
instance(B; Q) ~ not confident(mon; A; B;S)

Table3.11: Axiomsin orderto supportmonitoring

— ST-Tool
GUI Data Model
. Data-layer
ﬁ’:_.> Editor M anagér i
Graphical-laye Integrity
Manager Checker

%Formal Languages & Analysis }7

FormalTropos

Datalog

Datalog
Front-end

Solvers

!

e

B

%N

Figure3.11: The ArchitectureOvervien

3.6 Computer Aided SRE

ST-Tool [GMM™ 05, GMMZ05b] is a CASEtool for designandveri cation of functional
andsecurityrequirementsandhasbeendesignedo supportthe Securelroposmethodol-
ogy. It providesauserinterfacefor draving Securelroposmodels supporfor translating
automaticallygraphicalmodelsinto formal speci cationsanda front-endwith external

toolsfor modelchecking.
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Figure3.12: ST-Tool screenshot

ST-Tool is mainlycomposeaf two parts:the ST-Tool kernelandexternalsolvers.ST
Tool kernelhasanarchitecture&eomprisedf threemajorparts,eachof whichis comprised
of modules.Next, we will discusghesemodulesandtheirinterconnectionsin Fig. 3.11,
themodulesof ST-Tool areshownn, their interrelationsarealsoindicated.

Thetool providesa graphicaluserinterface(GUI), throughwhich systemdesigners
canmanageall the componentsand functionalitiesof the tool. A screenshoof the in-
terfaceis shavn in Fig. 3.12. To managevisual editing featuresand datamanagement
consisteng atthe sametime, we have adoptedatwo-layersolution: agraphicallayerand
adatalayer. In graphicalayer, modelsareshavn asgraphswhereactorsandservicesare
nodes,andrelationsarearcs. Eachvisual objectrefersto a dataobject. The collection
of dataobjectsis the datalayer The GUI's key components the Editor Module This
moduleallowstheuserto visually insert,editor remove graphicalobjectsin thegraphical
layerandobjectpropertiesn thedatalayer. A secondGUI components the Graphical-
layer Manager (GM) Modulethat managegraphicalobjectsandtheir visualization. It
supportgyoalre nementby associatinga goaldiagramwith eachactorandthenallowsto
collapseactorsandservicesn orderto maintainreadablediagrams Further GM permits
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to displayone or moreviews of a diagramat the sametime, namelydependeng model
(akaTroposmodel),delggationmodels,andtrustmodels.

The Data-layer Manager (DM) Moduleis responsibldor building and maintaining
datacorrespondindo graphicalobjects. For example,DM managesnisalignmentde-
tweensocialrelationsandtheir graphicalrepresentationActually, GM usesarcsto con-
necttwo nodesto eachother while mary SecureTroposrelationsareternary DM re-
builds theserelationsby linking two appropriategraphicalobjects(the two arcs)to the
samedataobject (the relation). ST-Tool allows usersto save modelsthroughthe DM
modulethat storesa neutraldescriptionof the entiremodelin .xml format les. A sup-
portfor detectingerrorsandwarningsduringthe designphases providedby the Integrity
Cheder Module This moduleanalyzesnodelsstoredin the DM moduleand reports
errorssuchas“orphanrelations”(i.e. relationswherean arcis missing)and “isolated
nodes”(i.e. servicesnot involvedin ary relations). Warningsare differentfrom errors:
they are failure of integrity constraintsjlike errors, but the designermay be perfectly
happy with a designthatdoesnot satisfythem. Integrity Checler reportswarnings,for
example,whenmorethanoneservicehave the samename®

After drawing somary nice diagrams systemdesignersnay wantto checkwhether
the modelsderived so far satisfy somegeneraldesirableproperties. To supportformal
analysis,ST-Tool allows automatictransformationgrom the .xml le storedby DM
into Formal Tropos[FLP* 03] andDatalogspeci cations.Thesetransformationgreper
formed,respectiely, by two differentmodules:Formal TroposModuleandDatalog Mod-
ule. Theresultingspeci cationsaredisplayedoy selectinghe correspondingpanel.

The procesdor completingandcheckingmodelsis controlledby the Datalog Front-
end (DF) Module Throughthis module,requiremenengineersan choosethe axioms
to completethe modelandthe propertiedo beveri ed onit. Propertiesaregroupednto
Authorization,Availability, Integrity andNeed-to-knav cateyories,sothatengineersnly
needto specifythe cateyoriesthey wantsto verify to includethe correspondingule set.
Oncedesignerarecon dent with themodel,theresultingDatalogspeci cationis given
in input to someexternalsolversthatverify the consisteng of the modelcorresponding
to the speci cations. Then, the solver outputis parsedby the DF modulein orderto
presenin amoreuserreadabldormat. A schemeof theentireprocesgor modellingand
analyzingsecurityrequirementss givenin Fig. 3.13.

We usedifferentASP solversfor the requirementsnalysisnamelyASSAT,° Cmod-
els}® Smodelsi! andDLV.*? ASSAT, Cmodels,and Smodelsvork with groundedogic
programsgeneratediy Lparse[Syr00]. In particulay Cmodelsand ASSAT use SAT
solvers as researchenginefor determiningthe solution, while Smodelsusesgeneral-
purposeanswersetsolvers.Finally, DLV is developedasa deductve databasesystem.

8More thanoneservicewith the samenameareneededo representleleyationandtrustchains.
%http://assat.cs.ust.hk/

Dnttp:/lwww.cs.utexas.edu/users/tag/cmeld.html

Uhttp://www.tcs.hut. /Software/smodels/

nttp:/lwww.dbai.tuwien.ac.at/proj/dlv
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Figure3.13: ST-Tool: theanalysiscycle

Solver cmodels-1 cmodels-2 smodels assat div
N.Ins.[R| Wall CPU |R| Wall CPU Wall CPU |R| Wall CPU |R| Wall CPU
0{0m13.32$0m0.2580 |0m13.53$0m0.1350|0m14.8330m0.1350 [0m14.8230m0.1390 [Om0.1290m0.014
24| 0|0m59.0830m0.6190|{0m58.9930m0.5730 | 1m5.155/0m0.5650 | 1m4.92s|0m0.5990 {0m0.3130m0.00s
45(0{2m33.69$0m2.0630|2m33.77$0m1.7350|{2m50.51$0m1.683 0 |2m50.1830m1.755 0 |0m0.6790m0.023
1 1 1 0
1 1 1 0
1 1 1 0

62|1|(0m41.1930m1.8091|0m41.0430m1.7481 {0m46.2830m1.665 1 |0m46.7230m1.6090 |0m0.9550m0.015
113{1|0m47.9430m1.72g 1 |0m47.7030m1.768 1 |0m54.3430m1.6391|0m54.2730m1.715 0 [Om2.4290m0.029
166(1|0m27.7330m1.58g 1 [0Om27.77$0m1.558 1 |0m32.71$0m1.759 1 |0m33.7430m1.865 0 {[0m5.0590m0.089

[l L k=lk=lE=]Ps]

Table3.12: ExperimentaResult

In orderto comparehedifferentsolvers,we havetestedhemonapoolof benchmarks
basednacomprehensie casestudyonthecompliancdo theltalian securityandprivacy
legislation of public administrationsuchas universities,local governmentsand health
careauthoritieg§MPZ05]. Benchmarksarede ned from the structureof the organization
(basecase)y addinga growing numberof agentginstancesplayingtherolesoccurring
in themodel.

The benchmark®valuationresultsof the experimentscarriedout arereportedin Ta-
ble 3.12. The experimentswvere executedon a bi-processoiXEON, 3.2 GHz, 1 MB of
Chache4GB of RAM, runningLinux. For eachproblemwe reportthetime usedto com-
plete the analysis(Wall) and by CPU. However, Wall and CPU reportedin Table3.12
do not take into accountthe time spentby Lparsethat Cmodels,Smodelsand Assatuse
for grounding. Further with “0” we mark the experimentsthat completesuccessfully
while with “1” we mark thoseexperimentsthat fail for somereasonsuchas memory
limits exceeded.The experimentsshav thatDLV systemis moreef cient thanthe other
solvers. Further Cmodels,Smodelsand ASSAT arenot ableto nd a solutionafter a
certainnumberof instancesincelLparseexceedamemorylimit.
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Chapter 4

RequirementsEngineering for Data
WarehouseStructur es

4.1 RelatedLiteratur e

In the eld of DW design,it is necessaryo distinguishbetweensupply-and demand-
drivenapproachesThe prototypicsupply-drvenapproachdatesbackto 1992, whenin-
monclaimedthatthe developmenibf DWsis data-drven,asopposedo therequirement-
driven developmentof operationalsystems[iInm92]. Other supply-drven approaches
wereproposedn [HLVO0Q], [GMR98], and[MKO0O0], whereconceptuatlesignof the DW
is rootedin the schemaof operationalsourcesandis carriedout starting, respectiely,
from theidenti cation of measuresfrom the selectionof facts,andfrom a classi cation
of theoperationakntities.Also the comprehensie designmethoddescribedn [LMTO03]
leanson a conceptuaimodel; a mixed approachto conceptuadesignis recommended,
but no detailsaregiven.

In demand-dren approaches;ollectinguserrequirementss given morerelevance.
In [WSO03, awish-listfor DW designmethodologiess proposedanda multi-stagetech-
niquefor requirementnalysisis outlined. Here,two differentphasesareinterlaced:as
is analysis aimedat analyzingand describingthe actualinformationsupply andto be
analysis aimedat analyzingthe information demandand matchingit with the supply
In [PGO03c],a goal-orientedapproachbasedon the goal-decision-informationmodel is
proposed.Thoughthis approacksharesomesimilaritieswith ours,it mainly focuseson
requirementanalysisand doesnot shov how to move from requirementgo design. A
process-orientedpproachs presentedn [BLS01], wherethreedifferentperspectiesat
increasingevels of detail, eachassociatedo a speci ¢ requirementemplate,are used.
Thoughtheauthorsecommendo iteratively andincrementallygathemrequirementsvith
usecasesafew detailsaregivenandno examplesareprovided,soa comparisons very
hard.
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In [BCC* 01], agoal-orientednethodto supportheidenti cation anddesignof DWs
is presentedThis approaclcanbe regarded lik e ours,asmixed demand/supplgriven.
Themaindifferencds thatorganizationamodelingis notsupportedandthatrequirement
analysisstartsfrom the goalsof decisionmalers. Goalsare analyzedseparatelyusing
abstractionsheetsandgeneralconsiderationsbouthow they relateto the organization
activities are given in naturallanguage. Conversely in our approachan explicit goal
modelof the organizationis givenandthe analysisof decisionmalers' goalsis directly
relatedto suchamodel.Moreover, in ourgoalanalysisgoalsaredecomposeah subgoals
andspeci c relationshipdetweergoalsarespeci ed. Anotherimportantdifferencewith
our approachis thatwe supportearlyrequirementanalysigDvLF93, Yu95]thatallows
for modelingandanalyzingprocessethatinvolve multiple participantgbothhumansand
software systems)andthe intentionsthat theseprocesseare supposedo ful ll. By so
doing,onecanrelatethe functionalandnon-functionakrequirement®f the system-to-be
to relevantstaleholdersandtheir intentions.

An interestingcase-basedomparisorof supply-anddemand-dienapproachesan
befoundin [LBMS02]. Remarkablyit is concludedhatdata-oriente@ndgoal-oriented
techniguesrecomplementaryandmaybe usedin parallelto achiese optimal design.

Finally, it is worth to mentionthata few CASE toolsfor DW designhave beenim-
plementedgitherfrom software vendorsor asresearchprotoypes. In ADAPT [Bul99]
andin GOLD [LMTSO02] the conceptualschemafor the DW is directly dravn by the
designerthus a demand-dren approachis implied—thoughno active supportfor re-
guirementanalysisis given. Corversely in WAND [GRSO02]the conceptuakchemas
semi-automaticallglervedfrom the operationaschematathusimplementingde factoa
supply-drivenapproach.

4.2 RequirementAnalysisfor Data Warehouses

TheTroposmethodologyBGG* 04a,CKMO02] hasbeensuccessfullyappliedin different
domains.In thefollowing we summarizehe partof the Troposnotationthatcanbe used
in theDW context:

Actors. An actorrepresentanenterprisestakeholder More preciselyit canmodel
a physicalor softwareagent(e.g.,Mr. Brown), a role, meantasan abstractchar
acterizatiorof thebehaior oneor moreagentdake in aspeci ¢ contet (e.g.,sale
analyst),or a position i.e. a setof rolesgenerallyplayedby a singleagent(e.g.,
marketingmanager)Graphically actorsarerepresentedy circles.

Stratggic dependenciesA dependengrepresentan“agreement’betweerntwo ac-
tors, onedependingon the otherto respecthe agreement.The agreementanbe
agoalto beful lled, ataskto beperformedor aresourceo bedelivered.In our
contet, themaininterestis on goals thatarerepresentedsovals.
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Actor diagram It is agraphof actorsrelatedby dependenciesisedto modelhow
actorsdependon eachother

Rationalediagram It is usedto representhe logical foundationghatrule there-
lationshipsbetweeractors.It appearsasa balloonwithin which goalsof aspeci ¢
actorare analyzedand dependenciewith otheractorsare established.Goalsare
decomposehto subgoalswith eitherAND (all subgoalsnustbeachieved)or OR
(ary of the subgoalsmust be achiezed) semanticspossibly specifyingthe posi-
tive/neyative contritutionsof subgoalgo goals. Theintuitive meaningof apositive
(negative) contritution is that the satishction of a goal encouragegdiscourages)
thesatishctionof anothemgoal. Notationst+ and++ (—and——) specifythedifferent
strengthof the contrikution.

Whenanalyzinguserrequirement$or DWSs, two perspectresshouldbetakeninto ac-
count.Firstly, it isimportantto modelandanalyzethe organizationakettingin whichthe
DW will operatg(organizationalmodeling; this includesdesigningthe actordiagramas
well astherationalediagramdor eachstakeholder Secondlyin orderto capturehefunc-
tional andnon-functionakequirement®f the DW, we needto designrationalediagrams
for the decisionmakers, who are the main actorsin the decisionalprocesdecisional
modeling.

In the following subsectionshesetwo perspectiesaredescribedn detail, together
with theanalysigohaseshey encompassyith referenceo realcasestudy the BI-BANK
project,developedatthe Universityof Trentoin collaboratiorwith DeltaDatorS.p.a. Bl-
BANK is aprojectfor developinga BankingBusinessntelligenceSystemableto support
thedecisionaprocessith a setof basicbankinganalysesFor simplicity, in this chapter
we only focuson bankingtransactioranalysis.

As concernsiotation,usingTroposin the DW context requiressomenew conceptgo
beintroduced:

Facts In organizationamodeling,afactmodelsa setof eventsthathappenwvhena
goalis achieved. In decisionamodeling,afactis moreproperlymeantasapossible
focusof analysisrelatedto an analysisgoal. Graphically factsarerepresenteas
rectanglesonnectedo agoal.

Attributes They are elds whosevalueis providedwhenafactis recordedo ful Il
agoal. They aredenotedassmalldiamondsconnectedo goals.

Dimensions A dimensionis afactpropertythatdescribes possiblecoordinateof
analysisj.e. apossibleperspectie for looking atthefactto ful Il ananalysisgoal.
Dimensionarerepresentedssmallcirclesconnectedo goals.

Measues A measureas a numericalpropertyof a factthatdescribes quantitatve
aspecthatis relevantfor decisionmaking. Graphically measuresrerepresented
assmallsquaresonnectedo goals.
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Sumbol Meanin;

Y actor
N ool

dependency

;I fact

AND decomposition

OR decomposition
attribute
dumnension

measnre

B

Table4.1: Notationfor actorandrationalediagrams

Thegraphicalnotationis summarizedn Table4.1.

4.2.1 Organizational Modeling

Organizationalmodelingconsistsof threedifferentphases:(i) goal analysis in which
actorandrationalediagramsareproducedyfii) factanalysis in which rationalediagrams
areextendedwith facts;and(iii) attributeanalysisin whichrationalediagramsarefurther
extendedwith attributes. Eachphaseis a differentiterative procesgaking in input the
diagramgproducedby the previousone.

Goal Analysis

The rst stepfor goalanalysigs to representherelevantstaleholderdor theorganization
andtheir socialdependencies hisis doneby meanof anactordiagram,n whichactors
canrepresenagentsyoles,or positionswithin the organization.

Figure 4.1 shaws a partial actor diagramfor the BI-BANK casestudy The Client
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use Bank
service

use
i |

Sermachine

Figure4.1: An actordiagramfor the BI-BANK casestudy

dependonthe Bank for achieving the goaluse Bank service, andonthe ATM for the
goaluse automate teller machine. Moreover, the Bank dependsnthe ATM actorfor
thegoalsupply automate teller machine.

Thesecondstepconsistsn analyzingeachgoalof eachactorin moredetailto produce
a rationalediagramfor eachactor Seefor instance GNMR03, SGMO04]for detailson
how goal analysiscanbe carriedout. Goal analysisendswhenall the relevantgoalsof
eachactorhave beenanalyzedandall the dependencieBetweeractorsareestablished.

Figure 4.2 presentsa part of the rationalediagramfor the Bank actorfocusingon
goal manage a/c transactions. The goalis AND-decompose&nd contribution links
betweergoalsarediscovered. Thus,the goalmanage a/c transactions is decomposed
into manage debits andmanage credits, andin turn manage debits is decomposed
into manage permanent payments andmanage occasional payments. New depen-
denciesnay be discoveredat this point, for examplethe Client dependn the Bank to
manage a/c transaction.

Fact Analysis

Theobjectve of factanalysigs to identify all therelevantfactsfor the organization.The
analystnavigatesthe rationalediagramof eachactorandextendsit by associatingyoals
with factsthatmodelthe setof eventsto berecordedvhengoalsareachieved.

Figure4.3 shaws an extendedrationalediagramfor the Bank actor still focusingon
goal manage a/c transactions (notethatthe gure alsocoversattribute analysis that
we will seein detailin next paragraph).The facttransaction is associatedo the main
goalmanage a/c transactions, debit transaction to the goalmanage debits, andso
on.

66



("E??T“i"%:'g FTW N x

rlgfers ,
_"‘1.' | Imnsd'rgl h\
wﬂl:dm*ah _}.l "Tcuﬁ“‘\l
I! \D f;\ Ao x" l. m"m' :'
] I|' rn-c:-l:wl {

5 /ﬁ J\ (d;énjgm?J; \‘ i.;ft:L

\ — |
“ I:If I.'r:r;fur Y {_ Iﬁll‘lr\fl:l | ,f"
% li .-

\_ (extid fwjﬁmenﬁm % e
k) W wa ol ! = P i
\ —\—\_\_\_\_\_\_\- !

& > j}__ ¢ compute %y S
s 75&? |\ transfer

. curency _r,.f

withdrmwal I

(ﬁﬁi \,_card numbsr /

_deseription /- A iy
jpecand wiltﬁcdma[ £
N w&}mwal J TNt 3

S ERCT rd el ’.f"
@m@ { wilh';rgjwal ih'?]

compie N -
withdrawal | . P
curmency - "'--.,____ ___,.--’

T —

Figure4.2: Rationalediagramfor the Bank actorfrom the organizationaperspectie

67



IR | transaction

acbit ale rmmmﬁmﬁ,"ﬂ
ERANSACTHON J_#{,m‘l"_‘:;\
— o —

P i T
perminent mannge " makage
| paymen | debits ) | cedits )
\ AND ocrional
A7 manzm B payment
| permanent
paymEnts £ mannge "\ e hank J
e oCeasioia transfer
payments T
fé.ﬁi;rm“‘“h____ r"'l
\ ale
N rnsfer = ": £ meed Ty
T nmnum ¥ = transfer |
| willhdnfnls w BE S
b Tk i rf"'_ ﬁﬁfm ‘}’*
| transfer 5
@.'{h}& L amount N snoivaties
= \j
'\\, transfer | |rgrufm- ) lmr:r )
mr:pu-:-:z N _deseription ,-" \_ l.‘,I.LTI“I:'.I;:‘ tm;ﬂ“elr
/  trnafer - mnd E = metivation
/ Y dare k tfﬁ?.:fﬂ -‘\'", iﬂgal’cr -\:} 5
M, . L) LU
':Iluucrunl T™ kuwmﬂwﬁ Tk 7 .:E-:Ln:;
5 wnlﬂnwal < withdrawals e "‘_.,_
— — —y = T
e : - —— transfer compute
g iy rd daatlna'r.u:»n r/ trﬂﬂgf“&‘r)
f '\_\_\_ CUrrency

[ m.dmwau i i
"Fﬂ"“_ﬁ [ N
-
} N I wilhdm‘ﬂl-\\l

o 4 “5:.':‘:'31‘“] / "\1' S smount wlﬂldt?wai
satlidrawal - eard number

-~ "

description “E'L“rf“'m% G,m“,ﬂ da:'l J:wnhda:w.nl e sl
T o amcami
1 iy )
| WJIMB:W a' : = =
o clrreney withdrwal date withdrwwal aio

Figure4.3: Extendedrationalediagramfor the Bank actorfrom the organizationabper
spectve

68



Attrib ute Analysis

Attribute analysisis aimedat identifying all the attributesthat are given a value when
factsarerecorded Startingfrom theextendedationalediagramgroducedn theprevious
phasetheanalystexploresall thesubgraphso associatgoalswith theattributesthey use.
Notethat,in this phasetheattributesareidenti ed without specifyingtheir possiblerole
asdimensionsor measuresfrom the organizationalpoint of view, attributesare simply
dataassociatedo goals.

Figure4.3 shavs anextendedrationalediagramfor the Bank actor For instancepy
analyzingthe subgraptof the goalmanage withdrawals thatfactwithdrawal is associ-
atedwith, we introduceattributeswithdrawal currency, withdrawal date, withdrawal
card number, withdrawal amount, etc.

4.2.2 DecisionalModeling

After organizatiormodeling themethodologyproposes secondypeof analysifocused
on the goalsof decisionmalers,i.e., the actorsthat play the mostrelevantrole in the
decisionalprocess Firstly, all the decisionmakersareidenti ed; then,for eachof them,
four stepsare carriedout: (i) goal analysis that producegationalediagrams;(ii) fact
analysis thatextendsthemwith facts;(iii) dimensioranalysis thatfurtherextendsthem
with dimensionsand(iv) measue analysis thatfurtherextendsthemwith measures.

Goal Analysis

As for organizationamodeling,goalanalysisstartsby analyzingtheactordiagramfor the
decisionmalers. Decisionmakersareidenti ed andinitial socialdependenciebetween
themareestablishedThe goalsassociatedo eachdecisionmaker arethendecomposed
andanalyzedn detail,to producea setof rationalediagrams.Goalsmay be completely
differentfrom thoseanalyzedduring organizationmodeling,indeedthey arepart of the
decisionprocessandmightbe notincludedin the operatve procesf theorganization.

Figure 4.4 shows a rationalediagramfor decisionmaker Financial Promoter, fo-
cusingon the goal of analyzingtransactions.The goal analyze transactions is OR-
decomposethto analyze debit transactions andanalyze withdrawals, whichin turn
arefurther decomposedSo, for instance the goalanalyze debit transactions is OR-
decomposehto analyze total amount andanalyze number of transactions.

Fact Analysis
Lik e for organizatioormodeling,rationalediagramsareextendedby identifying factsand

associatinghemto the goalsof decisionmakers. Factsare possibleobjectsof analysis,
andcorrespondo busines®ventsthatdynamicallyhapperwithin theenterpriseFactsare
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Figure4.4: Rationalediagramfor the Financial Promoter decisionmalker from the de-
cisionalperspectie

normally importedfrom the extendedrationalediagramsproducedduring organization
modeling.Indeed very oftenthe goalsof decisionmakersarerelatedto the information
producedn the operationaprocesssothefactsassociatedo the organizationactvities
are fundamentaffor ful lling the decisionmakers' goals. In somecases,the analyst
can also introducesomenew factsby directly analyzingthe decisionmaker rationale
diagrams.For instancejn Figure4.5 the analystassociate$acttransaction, identi ed

during organizationaimodeling(seeFigure4.3), to the goal analyze transactions (the
gure alsoincludesdimensionsandmeasureghatwe introducelater).

DimensionAnalysis

In this phase eachfactis relatedto the dimensionghat decisionmakers considernec-
essaryin orderto satisfytheir decisionalgoals. Dimensionsare connectedo the goals
associatedo the factasshown in Figure4.5, wheredimensionsaccount number and
month areassociatedo goalanalyze total amount.

Measure Analysis

Finally, the analystassociates setof measureso eachfact previously identi ed. For
example,two measureareidenti ed for goalanalyze total amount in Figure4.4: total
amount andaverage amount.
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Figure4.5: Extendedationalediagramfor the Financial Promoter decisionmaker from
thedecisionalperspectie

4.3 From RequirementAnalysisto ConceptualDesign

The organizationamodelwe producedby requirementanalysisrepresentthe maindata
on which the enterpriseoperationis basedthus roughly mappingthe mostrelevant at-
tributesthatarepresumablypartof the sourcedatabaseOn the otherhand thedecisional
modelsummarizesherole played,in glossary-basetequirementnalysis,by the glos-
sarief facts,dimensionsandmeasureandby thepreliminaryworkload.In thissection
we explainhow thesediagramareusedwithin, respectrely, amixedandademand-dren
designframenork.

4.3.1 Mixed DesignFramework

The mixed framework joins the facilities of supply-drven approachesvith the guaran-
teesof demand-druenones.In fact, the requirementslerived during organizationabnd
decisionaimodelingarematchedwvith the schemaof the operationatlatabas¢o generate
the conceptuakchemdor the DW. Threephasesreinvolved: (i) requirmentmapping
wherefacts,dimensionsandmeasuresenti ed duringdecisionaimodelingaremapped
ontoentitiesin theoperationakchema(ii) hierarchy constructionwhereabasicconcep-
tualschemas generatedtby navigatingtheoperationabchemaand(iii) re nementwhere
thebasicconceptuaschemas editedandtrimmedto fully meetthe userexpectations.
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RequirementMapping

During this phasethefacts,dimensionsandmeasurecludedin theextendedationale
diagramsproducedby decisionalmodelingare mappedwherepossible onto the source
schemaMore precisely:

1. Thefactsof decisionaimodelingaremappedonto entitiesor n-ary associationgif
sourcesaaremodeledby anEntity/Relationshischemapr ontorelations(if sources
aremodeledby arelationalschema).Thus,in the bankexample,facttransaction
will bemappedn someTRANSACTIONS tablein the sourceschema.

2. As to dimensionsand measuresmappingis achieved by usingthe attributesrep-
resentediuring organizationaimodelingasa bridge. A doublemappingis estab-
lished betweensuchattributesandthe attributesin the sourceschemaon the one
hand,the dimensionsand measuresn the decisionalmodelon the other For in-
stanceattribute card number associatedo goal record card number in Figure
4.3 correspondso dimensioncard nhumber associatedo the analysisgoalsana-
lyze withdrawals amount andanalyze number of withdrawals in Figure4.5;the
sameattributecard number might for instancecorrespondon the sourceschema,
to anattribute cardNumber within a WITHDRAWALS table. Similarly, attribute
withdrawal amount of goalrecord withdrawal amount correspond$o measure
total amount of the analysisgoal analyze withdrawals amount andto attribute
amount onthe WITHDRAWALS table.

Interestingly if the namesin the extendedrationalediagramsare chosenby the analyst
consistentlywith thosein the operationakschemathis phasecanbe partially automated.
In particular if theoperationakchemavasactuallyobtainedoy normalizingandintegrat-
ing differentsources—whictvery oftenis the case,especiallywhencomplec cleaning
andtransformatiorproceduresrenecessaryo improve dataquality—its namespaces
largely underthe designers control. Otherwisea Thesaurusnustbe built, assuggested
in [BCC* 01].

Hierar chy Construction

This phaseamplementghe supply-drivenpartof our approachFor eachfactF identi ed
during decisionalmodeling and successfullymapped,the mary-to-one associations—
expressedn the operationaschemaby foreignkeys—arenavigatedto build theattribute
hierarchiesandcreatea basicconceptuaschemdor F, e.g.in theform of afactschema
Factschematarethe conceptuabrtifactsprovided by the DimensionalFactModel, pro-
posedn [GMR98] asa supportfor conceptuatiesignof DWs. Notethatary othercon-
ceptualmodelfor multidimensionablatabasesould be equialentlyadopted.

This phasecan be largely automatedithe detailsof the algorithm canbe found in
[GMR98]. Remarkablywhile in the supply-drvenapproactdescribedn [GMR98] nav-
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igationis “blind”, meaninghatall the attributesconnectedo thefactby a pathof mary-
to-oneassociationgare reachedandincludedin hierarchiesherenavigationis actively
biasedby the userrequirementsin fact:

1. Everydimensiond successfullymappedrom anextendedrationalediagramto the
operationakchemads includedin the factschemaandthefull hierarchyrootedin
d is generatedby navigation.

2. Every measurem successfullynappedrom an extendedrationalediagramto the
operationakchemas includedin thefactschemaandno hierarchyis generatedor
it.

3. For eachattribute in the organizationaimodelbut not in the decisionaimodel,the
designethasto decidewhetherts primaryroleis thatof a dimensionor ameasure.
In bothcasesit is includedin thefactschemaandlabeledas“supplied”.

4. Among the dimensionsand measure®n the decisionalrationalediagrams those
for which no mappingon the operationalschemacould be nd are nevertheless
includedin thefactschemaandlabeledas“demanded”.

5. All the attributesin the operationalschemathat were not mappedand were not
reachedy navigationof foreignkeys startingfrom adimensionarenotincludedin
thefactschema.

The basicfact schematageneratecheremay be considerablysimpler and smallerthan
thosegeneratedn [GMR98]. Besideswhile in [GMR98] the analystis askedfor iden-
tifying facts, dimensions,and measureglirectly on the operationalschemahere such
identi cation is drivenby the diagramsdevelopedduring requirementinalysis.We also
notethatthe namesusedfor measures decisionaldiagramscangive the designerpre-
cioussuggestionsegardingwhichaggreationoperatorgo use:for instancefrom Figure
4.5we may presumeahatmeasureamount is to be aggreyatedthroughboththe sumand
the averageoperators.

Thepreliminaryfactschemaobtainedor fact TRANSACTION in the bankexample
is reportedin Figure4.6. Consistentlywith the DimensionalFact Model, thefactis rep-
resentedasa box containingthe measuresgimensionsarecirclesconnectedo thefact;
hierarchiesarerepresente@streesrootedin dimensions.Measurewithdrawal cost is
labeledas“demanded’sinceit appears&isa measur@ssociatetb goalanalyze external
withdrawals but not asan available attribute on the organizationaldiagram. Dimension
motivation is labeledas“supplied” sinceit is presenin organizationabiagramsout has
not beenindicatedby decisionmakersasa dimensionin decisionaldiagrams.

Re nement

This phasas aimedatrearranginghefactschematan orderto bettert themto theusers'
needs.Thebasicoperationghatcanbe carriedoutto this purposeare: droppinganodea
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Figure4.6: Preliminaryfactschemédor fact TRANSACTION in amixedframewvork

Figure4.7: Factschemdor fact TRANSACTION afterre nementin amixedframework

andall the subtreerootedin a from a hierarchy;droppinga nodefrom a hierarchywhile
preservinghe subtreerootedin a; adding(deleting)a mary-to-oneassociatiorto (from)
a hierarchywhichresultsin changingthe parentof anode[GMR98].

Notethat,thanksto thelabelingof dimensionsarriedout during hierarchyconstruc-
tion, the decisionmakers andthe analystare enabledto distinguish,on fact schemata,
whatis neededand available (unlabeleddimensions/measuresyhatis neededout un-
available(dimensions/measuréabeledas“demanded”’)whatis availablebut notneeded
(dimensions/measuréasbeledas“supplied”). While the secondcategory may drive the
designersn enrichingthe sourcedatabaser in consideringhew datasourcesthe second
may stimulatethe decisionmakersto undertale new directionsof analysis.

The nal factschemdor facttransactionis shovn in Figure4.7. We assumedhat
usersarenot interestedn the client granularity thatmeasurewvithdrawal cost is com-
putedduring ETL, thatdimensionglestination a/c andmotivation areconsideredo be,
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Figure4.8: Preliminaryfactschemdor fact TRANSACTION in ademand-dienframe-
work

Figure4.9: Factschemdor fact TRANSACTION afterre nementin a demand-dren
framework

respectrely, relevantandnotrelevantfor analysis.

4.3.2 Demand-Driven DesignFramework

Within a demand-drenframework, in the absencef a priori knowledgeof the source
schemathe building of hierarchiecannotbe automatedthe main assurancef a satis-
factoryresultis the skill andexperienceof the designerandher ability to interactwith
thedomainexperts.

The startingpointis a setof preliminaryfactschematabtainedby associatinggach
factfrom decisionakationalediagramswith thecorrespondinglimensionandmeasures.
In the bank case,from the rationalediagramin Figure 4.5 we immediatelyderie the
preliminary fact schemain Figure4.8. The main issuesto be facedafterwords, by
strictly interactingwith businessiserscanbe summarizeasfollows:
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1. Detectfunctionaldependencigsetweerdimensionandrepresenthemin theform
of hierarchy(e.g.,date! month ! year).

2. Recognizeoptionaldimensiongfor instancecard number, thatis presenbnly for
somekindsof transactions).

3. Unify measurethatonly differ for theaggreationoperator(e.g.,average amount
andtotal amount).

4. In caseof dimension®r measureselatedto speci ¢ subset®f events,eitherunify
themor split thefact (e.g.,number of transactions andnumber of withdrawals
areuni ed sincewithdravalsarea speci c typeof transaction).

Thefactschemabbtainedby applyingthe criteriaabove is representeth Figure4.9.
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Chapter 5

RequirementsEngineering for Web
ServicesOrganizational Structur es

5.1 A view of software asa service

The conceptof software-as-a-servicespousedy SOC s revolutionary and appeared
rst with the ASP (ApplicationsServiceProvider) software model. An ASP is a third
partyentity thatdeploys, hostsandmanagescces$o apackage@pplicationanddelivers
software-basedervicesand solutionsto customersacrossa wide areanetwork from a
centraldatacenter Applicationsaredeliveredover networks on a subscriptiornor rental
basis. In essenceASPswerea way for companiedo outsourcesomeor all aspectof
theirinformationtechnologyneeds.

By providing a centrally hostedintent application,the ASP takes primary responsi-
bility for managinghe softwareapplicationonits infrastructureusingthe Internetasthe
conduitbetweeneachcustomerandthe primary software application. What this means
for anenterprisds thatthe ASP maintainsthe application,the associatednfrastructure,
andthe customers dataand ensureghat the systemsand dataare available wheneer
needed.

Althoughthe ASP modelintroducedthe concepiof software-as-a-servicest, it suf-
fered from several inherentlimitations suchas the inability to develop highly interac-
tive applicationsjnability to provide completecustomizableapplicationgGWO02]. This
resultedin monolithic architectureshighly fragile, customerspeci ¢, non-reusablen-
tegration of applicationsbasedon tight coupling principles. Todaywe arein the midst
of anothersigni cant developmentin the evolution of software-as-a-servicarchitected
for loosely-coupledsynchronousteractionson the basisof XML-basedstandardsvith
intentionto make accesso andcommunication®f applicationsover thelnterneteasier

The SOCparadigmallows the software-as-a-serviceoncepto expandto includethe
delivery of complex businessprocessesnd transactionsas a service,while permitting
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Figureb.1: ThebasicServiceOrientedArchitecture.

applicationsto be constructedon the y and servicesto be reusedeverywhereand by
arybody. Perceving the relative bene ts of (web) servicestechnologymary ASPsare
modifying their technicalinfrastructure@ndbusinessnodelsto be moreakin to thoseof
webserviceproviders.

5.2 The basicservice oriented architecture

To build integration-readyapplicationsthe servicemodelrelies on the service-oriented
architecturg(SQA). SQA is a way of reoilganizinga portfolio of previously siloed soft-
ware applicationsand supportinfrastructureinto aninterconnectedetof servicesgach
accessibleéhroughstandardnterfacesandmessagingrotocols.Onceall the elementsf
an enterprisearchitecturearein place,existing andfuture applicationscanaccesghese
servicesas necessaryvithout the needof convoluted point-to-pointsolutionsbasedon
inscrutableproprietaryprotocols. This architecturalapproachs particularly applicable
whenmultiple applicationsrunningon variedtechnologiesand platformsneedto com-
municatewith eachother In thisway, enterpriseganmix andmatchservicedo perform
businesgransactionsvith minimal effort.

SQA is a logical way of designinga software systemto provide servicesto either
end-userapplicationsor other servicesdistributedin a network throughpublishedand
discoverableinterfaces. The basicSQA de nes an interactionbetweensoftware agents
asan exchangeof messagebetweenservicerequestergclients) and serviceproviders.
Clientsaresoftwareagentghatrequesthe executionof aservice.Providersaresoftware
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agentsthat provide the service. Agentscan be simultaneoushboth serviceclientsand
providers. Providersare responsibldor publishinga descriptionof the service(s)they
provide. Clientsmustableto nd thedescription(spf the serviceshey requireandmust
be ableto bind to them. We exam softwareagentsn Section6.

ThebasicSQA is not anarchitectureonly aboutservicesijt is a relationshipof three
kinds of participants:the serviceprovider, the servicediscovery agency andthe ser
vice requestor(client). The interactionsinvolve the publish nd and bind operations
[CFNOO02Z, seeFigure5.1. Theserolesandoperationsaactuponthe serviceartifacts:the
servicedescriptionandthe serviceimplementation.In a typical service-basedcenario
a serviceprovider hostsa network accessiblesoftware module(animplementatiorof a
givenservice).Theserviceprovider de nesa servicedescriptionof the serviceandpub-
lishesit to a client or servicediscovery ageng throughwhich a servicedescriptionis
publishedandmadediscoverable. The servicerequestousesa nd operationto retrieve
the servicedescriptiontypically from a the discovery ageng, i.e., a registry or reposi-
tory like UDDI, andusesthe servicedescriptionto bind with the serviceprovider and
invoke the serviceor interactwith serviceimplementation.Serviceprovider andservice
requestorolesarelogical constructsaanda servicemay exhibit characteristicef both.

The fundamentalogical view of a servicein the basicSQA is thatit is a service
interfaceandimplementation.A serviceis usuallya businessunction implementedn
software, wrappedwith a formal documentednterfacethat is well known and known
whereto befoundnot only by agentsvho designedhe servicebut alsoby agentsvho do
notknow abouthow the servicehasbeendesignedandyetwantto accesanduseit. Ser
vicesareintendedto representneaningfulbusinessunctionality that canbe assembled
into largerandnew con gurationsdependingon the needof particularkinds of users.

The interfacesimply providesthe mechanisnby which servicescommunicatevith
applicationsandotherservices.Technically the serviceinterfaceis thedescriptionof the
signature®f a setof operationghatareavailableto the serviceclientfor invocation.The
servicespeci cationmustexplicitly describeall theinterfaceshata client of this service
expectsaswell asthe serviceinterfacesthat mustbe provided by the environmentinto
which the serviceis assembled/composeds serviceinterfacesof composedservices
are provided by other (possiblysingular)services the servicespeci cation senesasa
meango de ne how a compositeserviceinterfacecanbe relatedto the interfacesof the
importedservicesandhow it canbeimplementedutof importedserviceinterfaces.This
is shavn in Figure 2. In this sensethe servicespeci cation hasa missionidentical to
a compositionmeta-modethat providesa descriptionof how the web-servicanterfaces
interactwith eachotherandhow to de ne anew web-servicenterface(< PrortType>) as
acollection(assemblypf existing ones(imported< PrortType> s), seeFigure5.2. A ser
vice speci cation,thus,de nestheencapsulatioboundaryof aservice andconsequently
determineghe granularityof replaceabilityof web-servicanterfacecompositions.This
is theonly way to designservicegeliably usingimportedservicesvithout knowledgeof
theirimplementations As servicedevelopmentrequiresthat we dealwith multiple im-
portedserviceinterfacest is usefulto introducethis stagethe concepif a serviceusage
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Figureb.2: Serviceinterfacesandimplementation.

interface A serviceusageinterfaceis simply the interfacethat the serviceexposesto
its clients[PY02] . This meanghatthe serviceusagenterfaceis not differentfrom the

importedserviceinterfacesin Figure5.2, it is, however, the only interfaceviewed by a
clientapplication.

Figure5.2 distinguishedetweerntwo broadaspectof services:servicedeployment
which we examinedalready versusservicerealization The servicerealizationstratey
involves choosingfrom an increasingdiversity of differentoptionsfor serviceswhich
may be mixedin variouscombinationsncludingin houseservicedesignandimplemen-
tation,purchasing/leasing/payirgr servicesputsourcingservicedesignandimplemen-
tation,andusingwrappersand/oradapterdo convertlegag systemCOTS packageand
ERPfunctionalityinto a servicelayer.

Servicedescriptionsareusedto adwertisethe servicecapabilitiesjnterface,behaior,
andquality. Publicationof suchinformationaboutavailable services(on a servicereg-
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istry) providesthe necessaryneandor discovery, selectionbinding,andcompositionof
services. In particular the serviceinterfacedescriptionpublishesthe servicesignature
while the servicecapability descriptionstatesthe conceptuaburposeand expectedre-
sultsof theservice.The (expected)behaior of aserviceduringits executionis described
by its servicebehaior description(e.g.,asa work ow process). Finally, the Quality
of Service(QoS)descriptionpublishesmportantfunctionaland non-functionalservice
quality attributes,suchasservicemeteringandcost,performancenetrics(responsd¢ime,
for instance)securityattributes,(transactionalintegrity, reliability, scalability andavail-
ability.

Serviceimplementatiorcanalsobe very involved becauseén mary occasionsnary
organizationsely onsinglemonolithicprogramso representhesingleserviceor service
methodimplementation.But very oftenin orderto ful | the functionsof a servicemul-
tiple programsareinvolved, e.g., programsthat belongto multiple applicationsof new
programsthat belongto multiple applications.Application compositionandintegration
very oftenis involvedin ful lling the service. At the logical level of the servicewe do
not pay ary attentionto this. All we needto know is that thereis a businessfunction
implementedn softwaresomehav andthisis theinterfaceto it. At developmentimewe
care,however, how the serviceis implemented More speci cally, whatarethe methods
andtheinternalconstructiorof theimplementation.

The servicein the basicSQA is designedn sucha way thatit canbe invoked by
variousserviceclientsandis logically decoupledrom ary servicecaller(loosecoupling.
Servicexanbereusedandonedoesnothaveto look insidetheserviceto understandvhat
it does. Thereareno assumption®f ary kind in the serviceasto whatkind of service
consumeilis usingandfor what purposeandin whatcontext. In SOA the serviceis not
coupledwith its callers,in factit knows nothingaboutthem.However, the servicecallers
arevery muchcoupledwith the serviceasthey know whatthe servicesarewhatthey call
andwhatthey canaccomplish.

5.3 Grid sewnicesand the extendedSOA

The basicSQA doesnot addresverarchingconcernssuchasmanagemenserviceor-
chestration servicetransactiormanagemenand coordination,security and other con-
cernsthatapplyto all component#n aservicesarchitecture Suchconcernsareaddressed
by the extendedSQA (ESQA) [PGO03a]thatis depictedn Figure5.3. This layeredarchi-
tectureutilizesthebasicSQOA constructsasits bottomlayer.

The servicecompositionlayer in the ESQA encompassesecessaryolesandfunc-
tionality for the consolidationof multiple servicesinto a single compositeservice. Re-
sultingcompositeservicegmay be usedby serviceaggregators ascomponentsi.e., basic
services)n further servicecompositionsor may be utilized asapplications/solutionby
serviceclients.
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Figure5.3: The ExtendedServiceOrientedArchitecture.

Serviceaggrgatorsthusbecomeserviceprovidersby publishingthe servicedescrip-
tions of the compositeservicethey create A serviceaggreatoris a serviceprovider that
consolidatesservicesthat are provided by other serviceprovidersinto a distinct value
addedservice. Serviceaggregatorsdevelop speci cationsand/orcodethat permit the
compositeserviceto performfunctionsthatincludethe following:

Coorination: controlsthe execution of the componentservices,and manages
data ow amongthemandto the outputof the componentervice(e.g.,by spec-
ifying work ow processesnd using a work ow enginefor run-time control of
serviceexecution).

Monitoring: allows subscribingto eventsor informationproducedby the compo-
nentservicesandpublishhigherlevel compositeavents(e.g.,by Itering, summa-
rizing, andcorrelatingevents).
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Conformance:ensureghe integrity of the compositeserviceby matchingits pa-
rametertypeswith thoseof its componentsimposesconstraintson the component
services(e.g.,to ensureenforcementf businessules),and performsdatafusion
actuities.

QoScomposition:leveragesaggreates,andbundlesthe componens QoSto de-
rive the compositeQoS, including the compositeservices overall cost, perfor
mance,security authenticationprivacgy, (transactionaljntegrity, reliability, scal-
ability, andavailability.

Policy enforcement:web-servicecapabilitiesandrequirementganbe expressedn
termsof policies. For example,knowing thata servicesupportsa web-servicese-
curity standarcguchasWS-Securityis notenoughnformationto enablesuccessful
composition.Theclientneedgo know if theserviceactuallyrequireSWS-Security
whatkind of securitytokensit is capableof processingandwhich oneit prefers.
Theclientmustalsodetermingf theservicerequiressignedmessagesAnd if so, it
mustdeterminavhattokentypemustbeusedfor thedigital signaturesAnd nally,
the client mustdeterminewhento encryptthe messagesyhich algorithmto use,
and how to exchangea sharedkey with the service. Trying to orchestratavith a
servicewithout understandinghesedetailswill leadto erroneousesults.

The recentlyproposedstandardBusinessProcessExecutionLanguagefor web ser
vices(BPEL)[CGK* 02]is anXML-basedeffort to addressethede nition of anew web
servicein termsof compositionsof existing services. A BPEL processs de ned “in the
abstract’by referencingandinter-linking portTypesspeci edin theWSDL de nitions of
thewebservicesnvolvedin aprocess.

Managingcritical web-servicédbasedapplicationgequiresn-depthadministratiorca-
pabilities and integration acrossa diverse,distributed ervironment. For instance,ary
downtime of key e-husinesssystemshasa negative impacton businessesndcannotbe
tolerated.To countersuchassituation,enterprisesieedto constantlymonitorthe healthof
theirapplications.The performancehouldbein tune,atall timesandunderall loadcon-
ditions. Web-servicebasedapplicationmanagemenis anindispensablelementof the
ESQA thatincludesperformancenanagemendndbusiness/applicatiospeci ¢ manage-
ment. Thisrequireghatacritical characteristiberealized:thatservicessanbemanaged.
Servicemanagemenhcludesmary interrelatedunctions. The mosttypical functionsin-
clude:

1. DeploymentTheweb-servicesupporternvironmentshouldallow the serviceto be
redeplyed(moved)aroundthenetwork for performancesedundanyg for availabil-
ity, or otherreasons.

2. Metrics: The web-servicessupportervironmentshould exposekey operational
metricsof aweb-serviceat the operationevel, includingsuchmetricsasresponse
time andthroughput.n additionit shouldallow web-service$o be audited.
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. Dynamicrerouting: The web-servicessupportervironment should supportdy-
namicreroutingfor fail over or loadbalancing.

. Life cycle/Statemanagement: The web-servicesupportervironmentshould ex-
posethe currentstateof a serviceand permitlifecycle managemenincluding the
ability to startandstopa service.

. Con guration: Theweb-servicesupportervironmentshouldsupportheability to
malke speci c con gurationchangedo a deployedweb-service.

. Chang managiementaindnoti cation: Theweb-servicesupporenvironmentshould
supportthe descriptionof versionsof web-serviceandnoti cation of achangeor
impendingchangedo the serviceinterfaceor implementation.

. Extensibility: Theweb-servicesupportervironmentshouldbeextensibleandmust
permitdiscovery of supportednanagemerfunctionalityin a giveninstantiation.

. Maintenance Theweb-servicesupporternvironmentshouldallow for themanage-
mentandcorrelationof new versionsof the service.

Web servicesmanageabilitycould be de ned as the functionality requiredfor dis-
coveringthe existence availability, performancehealth,patternsof usage extensibility,
aswell asthe control and con guration, life-cycle supportand maintenancef a web-
serviceor businesgprocesswithin the context of the extendedservicesarchitecture This
de nition implies that web servicescan be managedising web-servicedechnologies.
In particular it suggestsaa manageabilitymodelthat appliesto both web-servicesand
businesgrocesse termsof manageabilitytopics, (identi cation, con guration, state,
metrics, and relationships)and the aspectqproperties,operationsand events) usedto
de ne them. In fact, theseabstractconceptsapply to understandingnd describingthe
manageabilityinformationand behaiour of arny resourcejncluding businessprocesses
andweb-services.

To managecritical applications/solutionandspeci ¢ markets,ESQA providesman-

agedservicesn the servicemanagemernityerdepictedat thetop of the ESCA pyramid.
The ESQA managedervicesaredividedin two complementargateories:

Serviceopermtions managementthat can be usedto managehe serviceplatform,
thedeploymentof servicesandthe applicationsand,in particular monitorthe cor-
rectnesandoverallfunctionality of aggreated/orchestrateskrvices.

Openservicemarketplacemanajementhatsupportgypical supplychainfunctions
andby providing a comprehensie rangeof servicessupportingindustry-tradejn-
cludingserviceghatprovide businesgransactiomegotiationandfacilitation, nan-
cial settlementservicecerti cation andquality assurancerating services service
metrics,andsoon.
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The ESQA's serviceoperationgnanagemerfunctionalityis aimedat supportingerit-
ical applicationghatrequireenterpriseso managehe serviceplatform, the deployment
of servicesandthe applications.ESQA's serviceoperationgnanagementypically gath-
ersinformationaboutthe managederviceplatform,web-serviceandbusinesgprocesses
andmanagedesourcestatusandperformanceandsupportingspeci ¢ managemertasks
(e.g., root causefailure analysis,SLA monitoring and reporting, servicedeployment,
andlife cycle managemenand capacityplanning). Operationsmanagementunction-
ality may provide detailedapplicationperformancestatisticsthat supportassessmeruf
theapplicatioreffectivenesspermitcompletevisibility into individualbusinesgprocesses
andtransactionsguaranteeonsisteng of servicecompositionsanddeliver application
statusnoti cations whena particularactvity is completedor whena decisioncondition
is reached We referto the organizationresponsibldor performingsuchoperationman-
agemenfunctionsasthe serviceoperator Dependingon the applicationrequirements
serviceoperatormaybe a serviceclientor aggreator

In the context of serviceoperationgnanagemerit is increasinglyimportantfor man-
agemento de ne andsupportactive capabilitiesversustraditional passve capabilities.
For example,ratherthan merelyraisingan alert whena given web-servicds unableto
meetthe performanceaequirement®f a givenservice-leel agreementthe management
framavork shouldbe ableto take corrective action. This actioncould take the form of
reroutingrequestdo a backupservicethatis lessheavily loaded,or provisioning a new
applicationsener with aninstanceof the softwareproviding the serviceif no backupis
currentlyrunningandavailable.

Serviceoperationgmanagemerghouldalsoprovide globalvisibility of runningpro-
cessescomparableto that provided by BusinessProcessManagemen{BPM). BPM
promisesthe ability to monitor both the stateof any single processnstanceandall in-
stancesn the aggr@ate,usingpresenteal-timemetricsthattranslateactualprocessac-
tivity into key performancendicators(KPIs). Managementisibility is expressedn the
form of real-timeandhistoricalreports,andin triggeredactions.For example,deviations
from KPI targetvalues suchasthe percenpof requestdul lled within thelimits speci ed
by aservicelevel agreementnighttriggeranalertandanescalatiorprocedure.

Considerationseedalsobe madefor modellingthe scopein which agivenserviceis
beingleveragedndividual,compositepartof along-runningbusinesgprocessandsoon.
Thus,in additionto the above concernswhich relateto individual businesgprocessesr
servicesin orderto successfulllcomposeveb-serviceprocessespnemustfully under
standthe services WSDL contractalongwith arny additionalrequirementsgapabilities,
andpreferencegalsoreferredto aspolicies). For example,knowing thata servicesup-
portsaweb-servicesecuritystandardsuchasWS-Securityis not enoughinformationto
enablesuccessfutomposition.The client needso know if the serviceactuallyrequires
WS-Security whatkind of securitytokensit is capableof processingandwhich oneit
prefers. The client mustalsodeterminef the servicerequiressignedmessagesAnd if
S0, it mustdeterminewhat token type mustbe usedfor the digital signatures.And -
nally, the client mustdeterminewhento encryptthe messagesyhich algorithmto use,
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and how to exchangea sharedkey with the service. Trying to orchestratevith a ser
vice without understandinghesedetailswill leadto erroneougesults. Suchconcerns
are addressedby the serviceoperationsgnanagement.Serviceoperationsmanagement
is a critical function that canbe usedto monitor the correctnessndoverall functional-
ity of aggregyated/orchestrateservicesthusavoiding a severerisk of serviceerrors. In
this way onecanavoid typical errorsthatmay occurwhenindividual service-leel agree-
ments(SLAS) are not properly matched. Propermanagemenand monitoring provides
a strongmitigation of risks dueto mismatche®f aggrgyatedSLAs, sincethe operations
managemerievel allows to checkthe correctness;onsisteng andadequag of the map-
pingsbetweertheinputandoutputserviceoperationsandaggregateservicesn aservice
composition.

Anotheraim of ESQA's servicemanagemeriayeris to provide supportfor openser
vice marketplaces.Currently thereexist several vertical industrymarketplacessuchas
thosefor the semiconductqrautomotve, travel, and nancial servicesndustries.Open
servicemarketplacesoperatemuchin the sameway lik e vertical marketplaceshowever,
they areopen. Their purposeis to createopportunitiesor buyersandsellersto meetand
conductbusinesselectronically or aggreyateservicesupply/demandy offering added
valueservicesandgroupingbuying power (justlik e aco-op). The scopeof suchaservice
marketplacewould be limited only by the ability of enterpriseso make their offerings
visible to other enterprisesand establishindustry speci ¢ protocolsby which to con-
ductbusinessOpenservicemarketplacegypically supportsupplychainmanagemeny
providing to theirmembers uni ed view of productsandservicesstandardusinesger-
minology, and detailedbusinesgprocesdescriptions.In addition, servicemarketplaces
must offer a comprehensie rangeof servicessupportingindustry-tradejncluding ser
vicesthat provide businesgransactiomegotiationandfacilitation, nancial settlement,
servicecerti cation andquality assuranceiating services servicemetricssuchasnum-
ber of currentservicerequestersaverageturn aroundtime, and managethe negotiation
andenforcemenbf SLAs. ESQA's servicemanagementyer includesmarket manage-
mentfunctionality (asillustratedin Figure5.3)thatis aimedto supporthesemarketplace
functions. The marketplaceis createdand maintainedby a market malker (a consortium
of organizations}that bringsthe suppliersandvendorstogether The market maker as-
sumesthe responsibilityof marketplaceadministrationand performsmaintenanceasks
to ensurethe administrationis openfor businessand,in general providesfacilities for
the designanddelivery of an integratedservicethat meetsspeci ¢ businessneedsand
conformsto industrystandards.

The ESQA servicemanagemenifunctionscanbene t from grid computingasit tar
getsmanageability Servicegrids constitutea key componenbf the distributedservices
managemerdsthescopeof serviceexpandseyondtheboundarie®f asingleenterprise
to encompasa broadrangeof businesgpartnersasis thecasein openmarketplacesFor
this purposegrid servicescan be usedto provide the functionality of the ESQA's ser
vice managementayer [FKNTO02, TCF" 02]. Grid servicesusedin the ESQA's service
managemenayerto provide anenablinginfrastructurgor systemsandapplicationghat
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Figure5.4: Theservicegrid bus.

requirethe integrationand managemenof serviceswith the contect of dynamicvirtual
marketplacesGrid servicegrovide the possibilityto achiere end-to-endjualitiesof ser
vice andaddresgritical applicationandsystemmanagementoncerns.

5.4 The sewicegrid bus

Grid servicesusedin the ESQA's servicemanagementayer to provide an enablingin-
frastructurefor systemsand applicationsthat requirethe integration and management
of serviceswith the context of dynamicvirtual marketplaces.Grid servicesprovide the
possibility to achiere end-to-endqjualitiesof serviceandaddresgritical applicationand
systemmanagementoncerns.To this endgrid servicesprovide the grid infrastructure
over which servicesinteract,aggregate,and coordinatethrougha distinct architectural
tier. This infrastructureis calledthe servicegrid bus The servicegrid bus (SGB) pro-
vides a high-level abstractionarchitectureand managementacilities to allow services
(within anopenservicemarketplace)to functionasanintegral unit andcollaboratewith
otherservices. The SGB architectureprovidesfacilities for registration,discovery, se-
lection/routing,businesgules, ltering, routing, aggreation, fail-over, andtopological
mappingof serviceinstancesThebusinessulesgovernthe SGB's automatigrocessing
for incomingservicerequest®ver aggreatedserviceinstances.

Theservicebusis alogical constructhatcaresvery little whereor on whatplatform
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aserviceproviderruns. A userinterface,designedo exactly matchthe businesgequire-
mentsmayconsumeheserviceprovidedby theservicebus,leaving theenterpriseafree
handto choosehe mostef cient serviceprovider.

An SGBiis designedo provide a single serviceconnectvity anda managementier
thataddressethefollowing concerns:

Reachand robustness:The SGB allows to locate servicesarywherein an open
servicemarketplaceandinsulatethemfrom connectiorfailures,errors,andbarriers
suchas re walls, proxies,andcaches.lt guaranteeghateachservicealwayssees
anerrorfreeconnectiorto ary otherservice.Theapplicationasa whole shouldbe

robustundertransientor long-termfailure of oneor moreservicecomponents.

Policy andsecuritymanagementServicesneedto describetheir capabilitiesand
requirementgo their ervironmentandpotentialusers.A collectionof capabilities
andrequirementss referredto asa policy [Ley03]. A policy may expresssuch
diversecharacteristicasservicetransactionatapabilities security responsdime,

pricing, etc. For example,a policy of a servicemay specifythatall interactions
mustbe invoked undertransactiorprotection,thatincoming messageblave to be

encryptedthat outgoingmessagewiill be signed,thatresponsesnay only be ac-

ceptedwithin a speci c time interval, etc. Finally, servicesmustbe restrictedto

authorizedproducersand consumers.The SGB enforcesthe securitypolicy uni-

formly anduniversallyacrosghe entiremarlketplace.

Developmentime andcost: The SGB providesthefacilitiesthatallow servicego
be easilyaggregatedinto composite higherlevel serviceghat matchthe factoring
of anapplication. New servicesandclientswill be addedthroughoutthe lifetime
of the application. That processmust be managedquickly, efciently and cost
effectively.

ScalabilityandperformanceThe SGB mustbe ableto performwell despiteslowv
componentandlong, unpredictablaetwork latencies.

The SGB lets servicecomponentsnteractover arny network connectionhandlingall
network errors,barriers andtransientor extendedoff-line conditions.It providessupport
for a businesgransactiormodelandsupportmechanisms$or adwvancedtransactionabe-
havior of complec service-orientedusinesgprocesseshat spanorganizationdPap03a].
Thetransactiormodelallows expressinguncorventionalatomicitycriteria, e.g.,payment
atomicity, corversationatomicity, contractatomicity, andpossessethe ability to express
collaboratve agreementandbusinesscorversationsequencethatrely on transactional
support. The modelrelieson a phasedapproactto businesdransactionso thatall ex-
changeof informationbetweenpartnerson the termsthey could committo, e.g.,to X
price and quantity are kept outsidethe “pure” transactiorprotocol. This resultsin en-
hancing e xibility and reducinglateny and expensve transactioncompensationgnd
rollbacksin businesdnteractions.The SGB's asynchronousommunicationgnakesthe
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applicationrobustundertransientservicenodefailures,andallows transparenterouting
in caseof prolongedfailure.

The SGB providesstandardhigh-level servicedor security managemengervicein-
teractionandaggreation,greatlyacceleratingpplicationdevelopmentanddeployment.
The SGB shouldalso be consistentwith emeging Web serviceswork ow andtransac-
tion standardsuchasWeb ServicesTransactiongF. 02a], Web ServicesCoordination
[F. 028 andthe BusinessTransactionProtocol(BTP) [OAS02]. Finally, the SGB sup-
portslinearscalabilityandhigh performancéy offering native supportfor asynchronous
interaction,andallowing serviceendpointso be managedor load balancingworkload
distribution, andfail-over. The SGB itself mustbe scalableand capableof supporting
peakloads.

Figure5.4 describesa servicesharingandaggreation SGB modelfor openservice
marketplaces. The SGB model allows servicesand the resourceshey useto be more
easilysharedvy differentconstituenciesvithin anopenservicemarketplace With its ser
vice grid foundationanopenservicemarketplaceprovidesthenotionof abusinesservice
grid thatautomaticallydispatcheshe bestserviceavailablefrom a pool of dynamically
assembledserviceprovidersin orderto meetthe users need. Selectionof a serviceis
not just basedon availability, but canalsobe basedon QoS characteristicsasspeci ed
in SLAs and businessarrangementsSelectionof a serviceis performedautomatically
basedn servicepolicy, andthefeaturegrovidedby the SGBenableserviceprovidersto
concealthe implementatiorcompleity requiredto handlemultiple client requestover
heterogenousrvironments.

The SGBinvokesaserviceaggrgationmoduleto maintainits policy andstateswvhile
servingexternalservicerequests.This modulealso performsselectionand dispatching
to nd aserviceinstanceto executea servicerequest. The serviceaggrgationmodule
is alsodecomposedhto modularfunctionalunits so thatit is customizabldgo meetthe
specialneedsf diverseplatforms,operationgogic andsoon.

Oneof the majorbene ts of introducinga distinctintegrationtier in the form of the
SGBtoimplementhe ESQA's servicemanagemeriayeris theability to couplein value-
addedserviceghatprovide packagedolutionsfor commondevelopmenneedsTheSGB
providesan asynchronouiteractionmodelthat lets usersand applicationsnitiate and
monitor multiple tasksanddatafeedssimultaneouslyandimmediatelyalertsthemwhen
atransactiorcompletesor acritical eventoccurs.In thisregard,the SGBallows dynamic
datafeedsandtransactioreventsto be deliveredto the usersor applicationgmmediately
whenthey occur The SGBdeliversto usersapplicationghatlet themview multiple key
performancandicatorsin real-time,collaboratewith otherusers,andtake actionwhen
critical eventstake place.

89



5.5 Software agentsand the extendedSOA

Theshift towardsthe ServiceOrientedComputingparadignnotonly involvesanev way
of conceptualizingomplex distributedapplicationsput alsocallsfor moreabstracsoft-
ware developmentand deploymenttechnologies. Agent-orientedsoftware engineering
deliverssuchanabstractiofGIJMO04.

To be quali ed as an agent,a systemis often requiredto have propertiessuchas
autonomysocialability, reactvity, andproactvity. Otherattributeswhich aresometimes
requestedWJ95H are mobility, veracity rationality, andso on. The key featurewhich
makesit possibleto implementsystemswith theabove propertiess thatprogrammings
doneat a very abstractevel, moreprecisely usinga terminologyintroducedby Newell,
at the knowledg level [New82]. Thus, we talk of mentalstates,of beliefs insteadof
machinestatespf plansandactionsinsteadof programspf communicationnegotiation
andsocialability insteadof interactionand|/O functionalities,of goals,desiresandso
on. Mentalnotionsprovide, at leastin part,the softwarewith theextra e xibility needed
in orderto dealwith the intrinsic compleity of the applicationsmentionedin the rst
paragraphTheexplicit representatioandmanipulationof goalsandplansfacilitates for
instancearun-time“adjustment’of the systembehaior neededo copewith unforeseen
circumstancegyr for moremeaningfuinteractionswith otherhumanandsoftwareagents.

In the agent-orientedision, softwareis built not by providing low level imperatve
lines of codeto be followed sequentially but ratherby de ning high-level goalsto be
achieved. In orderfor anagentto achieve its goalsit musthave a numberof capabilities,
mostnotably anagentmusthave reasoningcommunicatingandactingabilities.

We now focus on the three main agentcapabilitiesin the context of web services
(Section3): reasoningcommunicatingandacting

Reasoning Givenasetof goals,knowledgeabouttheworld's behaior, andinformation
on the currentstatusof the world, the agentmustbe ableto reasonto achiese the
goalsthat have beendelggatedto him. The world is an electronicmarketplaceor
a businesgrid, which is well structured standardize@ndfollows preciseseman-
tically de ned businessules. Knowing a businesgrocessn the form of a BPEL
descriptionasecurityor transactionatequiremenbr abusinessulein theform of
aWS-Poligy speci cationallows theagentto modelpreciselytheworld's behaior
andthereforeto planandactaccordingly

Communicating. Agentsmustbe ableto communicateone anotherandwith services
in orderto cooperatereachagreementand negotiatebusinessnteractions. This
musthappervia standardizedhnguagesuchasthoseofferedby XML-basedweb
servicesdescriptions.For instance agentsmay want to discover servicesoffered
in theworld they populateby standarccommunicatiorwith UDDI registries,they
may wantto subscribeo eventspublishedvia standardNVS-Noti cation language
[Gra04].
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Acting. To achiere the goalsdelegatedto them agentsmust act (proactvely and au-
tonomously)in the ervironmentthey populate. In the web servicescenarioact-
ing impliesinvocationof web servicefunctionalities. This is possibleby invoking
web serviceoperationglescribedn the standardVSDL languageln this manney
agentsareableto accomplisithetaskassignedo them.

In generalthe moretheworld in which theagentlivesis explicitly semanticallyde ned,
the easierit is for the agentto reasonplan and,hence achieve its goals. Web services
give quite somestructureto the world in which agentdive as,for instancethey forcea
commonlanguagdor interaction(e.g.,WSDL to de ne basicweb serviceoperationspr
even provide state-basedescriptionf anapplications behaior (e.g.,a BPEL abstract
processspeci cation). However, this is not enoughbecauseave are only dealingwith
standardizedyntacticdescriptionswith no semantiomeaningattachedo them. WSDL
andBPEL speci cationsincludeno semantiattachmentsThis is potentiallydangerous
whenspecifyingservicesn thecontext of processesConsideyfor instancefwo semanti-
cally identicalservicegroviding, say the sameinsurancdunctionality. Thesecouldend
up with two completelydifferentBPEL descriptions.

Two optionsare possibleto overcomesucha semantiagap betweenthe web service
world andtheagenttechnology:addsemanticto thewebservicesor addknowledgeand
abilitiesto the agents.The semantioveb serviceinitiative [MSZ01] goesin the rst di-
rection,proposingto semanticallytagall webservicedescriptionsyhile otherproposals
go in the seconddirectionenablingagentsto be designedor speci ¢c web servicetasks
[LGSO03].

Thelatteroptionholdsmorepromiseto theworld of serviceorientedcomputingasit is
in line with thecharacteristicandrequirement®f agentechnologythatwe mentionedn
the outsetof this section. Thesearealsoin line with previousresearctactiities [Pap0]
in the areaof e-businesswere we identi ed varioustypesof businessagentsbasedon
businesgole they perform: applicationagentspersonabgentsgenerabusinessactvity
agents,information brokering agents,negotiation and contractingagents,system-lgel
supportagentsge.g.,agentdor interoperationplanningandschedulingagents pusiness
transactioragentsandsecurityagents.

In the context of serviceorientedcomputingwe foreseethat software agentscould
malke an importantcontribution in connectionwith the roles undertalen in an ESQA.
Agenttechnologycould be usedto provide two typesof coarseagents:agentsasservice
providers and agentsas serviceclients. Thesetwo typesof agentscould be combined
whena coarseagentoehaesasaserviceaggreator(or marketmaker)in orderto provide
anaddedvalueservicedo otheragents.

Whenconsideringagenttechnologyin supportof serviceaggregatoragentsve could
expectthateachcoarseaggreatoragentcouldcomprise ve distincttypesof more ne-
grainedagentswhich provide the ve paramounfunctionsfor serviceaggreyatorsthat
weidenti ed in Sectiond. Speci cally, we couldidentify thefollowing typesof agents:
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Coomination agents: thesecontrol the executionof single servicesand interact
with themto achieve high-level complex businesgjoalsthathave beendelegatedto
them.

Monitoring agents: thesesensethe world by subscribingto eventsof individual
servicesandreactto themby publishinghigherlevel eventsor communicatingvith
otheragents.

Conformanceagents: theseachieve complex goalswhich may be conformance
goals. A businessrule may be formalizedas a goal for the agentwhich will be
enforcedasthe agentis composinga setof services.

QoScompositionagents: the goal of anagentmay containquality of serviceQoS
speci cationsthattheagentwill achiezein composingheservicesFor instancean
agentmay chooseonly serviceghatguarantea speci ¢ responsdime in orderto
guarantea speci c total responsegime for thecomposedervice.

Policy enforcementagents: asfor conformanceandquality of service policy con-
straintsmay be embeddedn agentgoals,therefore anagentmay enforcepolicies
of aggr@atedservicesvhencomposingheminto anaddedvalueservice.

In a similar mannerto aggrgjatoragentsmarket maker agentsarealsocoarseagents
comprisingdifferenttypesof morespecializedne-grainedagentsroviding the service
managementunctionsrequiredfor managingserviceoperationsppenservicemarket-
placeandthe businessservicegrid functions(seeSection5) requiredfor the SGB. Here
we could have agentssuchas deploymentagents serviceselectionagents(basedQoS
criteriasuchasprice,performanceavailability), reroutingagentslife-cycle management
agentscon guration/versionningagentschangemanagemerdagentsandsoon.
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Chapter 6

Ar chitecturesfor Digital Libraries

6.1 CiteSeerEU Distrib uted Platform Concepts

CiteSeefLGB99] is a scienti c literaturedigital library andsearchenginethat focuses
primarily ontheliteraturein computerandinformationscience CiteSeewasdeveloped
at the NEC ResearcHnstitute by Steve Lawrence,Lee Giles andKurt Bollacker. It is

currently hostedat PennStates Schoolof Information Sciencesand Technologyunder
thedirectionof ProfessoLeeGiles.

CiteSeerindexes PostScriptand PDF researcharticleson the Web, and provides a
numberof featuresIn particularthe systemsupportAutonomousCitationIndexing (ACI
seealso[LGB99]). i.e. it canautomaticallycreatea citation index from literaturein
electronicformat. Moreover, CiteSeemlsorankspapersandauthorsn variousways,and
canidentify similarity amongpapers.The critical partsof the systemarethoseinvolved
in meta-dataxtraction.

Although current CiteSeeris an excellentresearchtool, it facesbig challengeso
evolve into a digital library tool capableto copewith todaygrowth of informationto be
processed.In fact, CiteSeeris a centralizedsystem. Scalingup centralizedsystemis
possibleonly extensiely, but notintensiely.

We are pursuingthe opportunityto re-designthe CiteSeersystembasedon current
technologiesandtheoreticresearctresultsin orderto meetthis speci ¢ challenge. To
this endwe proposeto usedistributed software technologiedo achiere scalability and
performancen low-pro le computetardware.

The new systemis going to be a distributed serviceorientedplatform with up to
datetools to copewith the the increasedacquisitionof sources. The large datavol-
umesto be processedequiresspecialkind of softwareandhardwareto handlethemin a
time-efcient manner TraditionalengineeringapproacHor suchlarge-scalecomputation
projectswasto designa softwarefor massvely parallelprocessingMPP) systemge.g.,
usingmessage-passingterface)to spreadhe computationoad on the CPUsin the su-
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percomputefDun9(d. Recentyearswerecharacterizethy importantadvancements the
personakomputertechnologiesanddistributed computationtechniquesuchas Service
OrientedArchitecturedPG03bJandGrid Computing[FK99].

Our proposedsystemwantsto leveragefrom currentstateof the art distributedtech-
nologiesand deliver a new architecturefor allowing the usera homogenousccesgo
scienti c documentswvailablein bothdigital librariesandopenWebresources.

A key conceptin the proposedchew architecturas the notion of Global service i.e.
the consumableserviceprovided by heterogeneousntitieson the physicallyhighly dis-
tributed network ervironmentthatis perceved by the serviceconsumemsa single, in-
tegral serviceentity with a singleendpointin serviceconsumes view. In otherwords,
from end-usess point of view, emplgying entiredistributedenvironmentto serviceusers
requests the sameasto employ just local computationafacility. Thus, global service
is bothlocation- andscale-tanspaent The uniquefeatureof the global serviceis that
global serviceimplementations collaboration-orientedAt any given momentof time,
a requestto the global serviceis servicedby the available componentdocatedon the
network acrosscontroldomaingthatarecapableof best-servinghe requestSuchoppor
tunisticbehaior of theimplementatiomelatesothto theconcept@andissuesnvestigated
in Grid technologyandSQA researciLGO03].

Thegoalof our systemis to de ne andsupporta numberof dynamicglobalservices
to thedistributeduseraudience.

6.1.1 Core Concepts

Software asa Platform Building decentralizecervironmentof site peerswill require
providing software solution that will supportcompletesoftware life cycle. The
ultimate challengeof a decentralizecervironmentis that usergroupswill have
contradictoryrequirementgor software. CiteSeelEU addressethis challengeby
adoptingtheconcepbf theplatform Theproposedrchitecturgrovidesbothcom-
prehensie softwaresolutionfor distributedcommunityenvironmentthatis usable
out-of-the-box,aswell asmeansto extendandre ne particularplatform compo-
nents,including completere-implementationshould participatingsite chooseto
do so. The platformwill lower the barriersto build, join and maintainsuchopen
collaboratve environments.

The Site Concept The site term refersto the installed Platform instancewith optional
componentsleployed on top of the Platform. The site is characterizedby the fol-
lowing properties:

1. Subijectto singlecontroldomain:site hasfull controlover authenticatiorand
authorizatiorof its users;

2. Homogeneousetwork environment:thesiteoperatesntop of LAN orWAN
network hardware;
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3. Userauditoriumsharingthe samesoftwareusageanterests.

A sitecanbealsodescribedsthesoftware/ hardwareinfrastructureo supportuser
groups(primarily research-orientedd securelyinteractwith theremotegroups.

The Community Concept Remoteusergroupsinteractby uniting into a community A
communityis a unionof numeroussitesthat uniteto pursuea commongoal (typi-
cally, commonresearclobjective): for instancesitesSite o, Site;, andSite, forma
communityby establishingandjoining a Virtual CommunityNetwork The Virtual
CommunityNetwork (referredto furtherasVCN) conceptis an extensionto the
well-know Virtual PrivateNetworking (VPN) [HF98] concept.VCN is a dynamic
openernvironmentwhere multiple sitescan dynamicallyjoin and disjoin, and at
thesametime securelycommunicatavith eachothervia public network infrastruc-
ture(suchaslinternet). The VCN infrastructures built uponwidely usednetwork
securitytoolsandtechnologiesuchasFirewalls, VPNs,encrypteccommunication
(SSL),andconnectossoftwareprovided by the proposedlatform.

Communities, Sites,and User Groups Relationsbetweencommunitiesand sitesmay
rangefrom simplistic to very complicated. Relationshipbetweentwo particular
sitesmay be characterizedy differentdegree of friendliness The friendliness
describedhiow muchSite o trustsSiteg. Trustmayrangefrom neutral (reasonable
trust)to friendly (completetrust). Mechanisnto banpatrticularsiteareincludedin
the platform. To structurework of the large useraudience usergroups(working
groups)canbecreatedo pursueparticular(e.g.,researchjargets.

Value Added Selvices In theproposedrchitectureary kind of valueaddedservicecomes
asan extensionserviceto the Platform. We ervisagea numberof suchextension
service,amongwhich:

enhancedupportor contenenrichmentvith semanticallyell-de ned meta-
data

enhancedupportfor documentsimilarity, classi cation, clusteringand so-
cial network analysis(i.e. analysisof authorssocialnetworks, af liation and
foundingagencienetworksetc.)

enhancedupportfor queryingfunctionalities(templatequerying,similarity
queryingetc.)

6.2 CiteSeerEU Platform Ar chitecture

Onemainchallengeto the practicaldistributed CiteSeeleU Platformimplementatioris
theselectionof thecorrecttechnologicaparadigm.Theplatformgoalis to provide maxi-
mumpluggability, adaptationreuse andshrink-to- t aswell asenlage-to-copdeatures.
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Out of all technologiesandmethodologiesvailable,the Service-Oriented\rchitec-
ture [Pap03b](referredto asSOA furtheron) seamdo provide the bestapplicability for
the purposef the presentplatform. Comparedo othertechnologiesand methodolo-
gies, its keencharacteristias a clearguidanceto de ne andbuild distributed software
aroundwell-establishedechnology-neutraiunctionality re-use.The re-usabilitytrail of
the SQA shouldbe distinguishedrom the distributedobject-orientedechnologiessuch
asCORBA or DCOM. The Distributed Object Orientedarchitecturegocus on the way
a requestfrom oneobjectis deliveredanddispatchedn the otherobject, the mechan-
ics of the networking. The focusof SQA is mainly platform independencand easeof
reusability

The rule of thumbfor service-orientediesignis designfor reusefrom the very be-
ginning[DMIGO05]. The conceptof serviceis by its very naturesoftware-andplatform-
neutral,whereaswith othertechnologiesiumberof limitations apply on the design,im-
plementation and software operation. Unlike any otherarchitecturesSQA itself is so
genericthata concreteSOA implementationis necessaryo deliver a software product.
Today SQA offers numerousmplementationsuchasWeb Services Jini, OpenWngs,
JGroups— thesearethe widely known ones.At the sametime, it is possibleto usesev-
eralof the SQA implementationseamlesslyvithin the sameprojectwithoutintroducing
considerabléechnicaldif culties.

Moreover, SQA allows designingmore reliable self-healingsoftware relatvely to
mostotheralternatvesfor distributedcommunicationsThis minimizesintegrationtime,
which minimizesdeploy time for complex systemssuchasCiteSeelEU.

6.2.1 Implementing SOA for CiteSeerEU

Our overalltargetsmay be brokendown into the following majorcomponents:

1. InfrastructureservicesandSoftwareDevelopmenkKit (SDK) productline designed
to provide shrink-to- t capabilitiesof the deplgying organizationand seamless
communityintegration.

2. SecurityandDataDelivery servicegproviding thefunctionalitybaseline.

3. Extendedservicesoffering usefulserviceson top of securityanddatadeliver ser
vices.

Effectively, the distributed CiteSeelEU is designedasa " platform™ sincethe out-
of-the-boxinstallationwould provide little or no utility to the usersof the ervironment
theplatformis deplojedat. The™” bare™ architecturas only a genericarchitectureabout
sharingdatawith anyone. Moreover, the proposedCiteSeelEU platform addressema-
jor issueghatareto be tackledby the softwaredesignerso sharedatain the distributed
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decentralizedommunityervironment. Figure6.lillustratesthe proposedayeredarchi-
tecturecomposedf a corelayer of serviceson top of which userscanbuild extension
servicesthatmay besite-speci c,group-speci ¢,or communityservices.

The notion behindthis layeredarchitecturas linkedto the conceptof extendedSQA
(xSQA), asdetailedin [PD01]. xSQA is a strati ed service-basedrchitectureo attempt
to streamlinegrouptogetherandlogically structurethe functionalrequirement®f com-
plex applicationghatmake useof the service-orientedparadigm Whatwe proposehere
is animplementatiorof xSQA in thespeci ¢ contet of contentdistribution.

Ourcorelayerwill providethefollowing basicservices:

Figure6.1: CiteSeeEuropeVertical Architecture.

AddressSpaceSelnice To getary kind of dataserned to the user that piece of data
must rst be found somevhere. With numeroussolutionsfor meta-datareposito-
riesavailableon the market (e.g.,from majorrelationaldatabaseendors)our ar
chitectureproposes smallyet crucial conceptuatlifference:CiteSeelEU records
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notwheee thedatais located but who canprovide the data. Theimplementatiorof
this functionalityis the AddressSpaceService.

Theimportanceof suchapproacihrelatesto the e xibility this servicesupportsjn
particularit providesfor considerablelecouplingfrom actualstoragesolution. To
drav aparallelwith existingtechnologiesit is possibleo changeahostingprovider
for a siteandmove all the contentto a physicallydifferentcomputer At the same
time Web searchenginewould still containaccuratedatasincethe computerwill
still beidenti able by the DNS name.However, if sitewasindexedwith IP address
insteadof DNS name,Web searchengines datawill be inaccurate.It would not
be possibleto connecto the Web sener basedon resultsof the query But whatif
onewould liketo changehe nameof its service?Presentlythe Websearchengine
would have to re-inde the site, althoughit is the samesite the enginealreadyhas
in its cache. The AddressSpaceServiceis built to addresgreciselythis kind of
challenges.

Therearetwo kinds of ""addresses”in the proposedapproach:the ""data piece
identi cation™ andthe” supplieridenti cation™.

The data” data pieceidenti cation™ is the algorithmto calculatethe " indexes™

of thedatain away thatit is meaningfulto otherentitiesin the system.Thetheory
andthe applicationdevelopmentexperienceof the databaséechnologieover last
decadesnandateghat a tuple storedin the databases accessedia primary key

thatis known to the caller prior the databaseall is placed.We proposea different
approactbasedon a numberof assumptions:

Thedatapieceidenti cation is expressesasuperpositiof atomicindexes,
usuallyprovidedby the supplierof the data. The superpositions highly prob-
ably globally unique. If several datapiecesbecomeambiguous.additional
atomicindexescanbe introducedto disambiguatéwo piecesof data,or the
duplicationwould have to be detectecandeventuallyresohed.

Individual atomicindexesare calculable At querytime, it is possiblefor a
callerto constructanindex thatwould provide goodenoughresults(from the
pointof view of the caller);

The calleris not requiredto supplyall atomicindexesto the calculation(see
sectiond for moredetailson the queryimplementationn this framework)

Sotheaddres#(D;) of theith datapieceDi canbeformalizedaspair:
A(Di) hi; i (6.1)

wherel; is the setof individual atomicindexes(iq; i,:::i,), and ; is thej -th sup-
plier identi cation.

The™ supplieridenti cation™ ; is apseudo-addresie. the pieceof information
that points out to a resohable serviceendpointthat is capableto supply a data
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streamfor the datapieceidenti cation. Thetechnicalentity that providesfor this
resolutionis the Data Delivery Service. The information codi ed in the pseudo-
addresss sufcient to perform unambiguousliscovery of the serviceendpoint,
establishcommunicationandrequestatastream.

Data Delivery Serwvice The servicethat takes the pseudo-addresand datapieceiden-
ti cation anddeliversthe actualdatais the Data Delivery Service. Functionally
it is decoupledrom the AddressSpaceServiceon this premise:it knows howto
reachtheentitiesdescribedy the pseudo-addresshtainedrom the AddressSpace
Service.

The bene t for this designis obviousin the examplewith the re-allocatedsite we
presentedabove. In this case,the AddressSpaceServicewill provide that data
pieceDP maybeobtainedromthe le fil e onthewebsiteWebSte . Thesite
may move to a completelydifferentlocation,andthe AddressSpacewill still be
accuratelt is thedatadelivery con gurationthatneedgo be updatecon this major
change.Moreover, this designsimpli es the creationof fail over copiesfor disas-
troussituations,suchISP servicedisruptionon one of the sitesof the community
To achiere this, theaddresspacewould just needto know thatmorethanoneweb
sitecanprovidethedatafor DP .

Data Deliver Network Thebene t of having the above separateservicesbecomesven
clearerwhenthesewo servicesareconsideredn thecommunitycontext. Provided
thatthe pseudo-addressaseorganizedin sucha way thatthe DataDelivery Ser
vice candistinguishbetweerlocal andexternallocationsof the data,sharingdata
betweersitesparticipatingin the communityis equialentto sharingthe snapshots
of thelocaldatawith all the participatingsites.Giventhatthe DataDelivery Service
knows on the connectvity details,all the dataneededn SiteB that originatedon
SiteAwill becopiedlocally ”"on demand™,with usersnotevenknowing it comes
from differentsite.

The implementatiorof the proposedapproacheadsto a new paradigm:the Data
Delivery Network (DNN). DDN is the facility of the overall platform that should
be considered Virtual CommunityNetwork that seamlesslyrovidessecuredata
integrationand exchangebetweenparticipatingsitesand communities. The Data
Delivery Network concepiextendsthe ContentDelivery Network! (CDN) concept.
In CDN scenariothereis a centralizedcontentprovider and a large end-userau-

diencethat is geographicallydistributed. However, in our proposedarchitecture
basedon VCN theres no centralizedcontentprovider. Along with actuallydeliv-

eringcommunity-sharedatafrom onesiteto othersites,the DDN network should
implementP2Proutingmechanisnglikein [LGR04]) aswell asauthenticitynecha-
nism. DDN conceptuallyconsistof two interoperableervicesdistributedaddress

ICDN is essentially an overlay network of customer content, distributed geographi-
cally to enable rapid, reliable retrieval from ary end-user location. See http:/lwww.isp-
planet.com/technology/cdeonnection.html
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space that storesmeta-informatioraboutavailable datasourcesandtheir pseudo-
addressesndpseudo-addrssresolutionanddeliveryservice.

Thisbreakdevnrelatego theinformation/dataourceclassi cationin thefollowing
manner:

DistributedAddressSpaceservicemaintainsdatasources;

Pseudo-addresssolutionanddelivery serviceallocategphysicaldatasource
from the pseudo-addregsrovided and delivers datafrom it to the userre-
questingt. Theserviceis designedo provide standardizedatatransmission
interfaceamongdifferentcommunicatiorendpoints,thusshieldingusersand
serviceprovidersfrom technicalissuessuchasroutingandinteroperability

Distributed AddressSpaceserviceis scopedservice. The conceptof the scope
meanghatusermay easilyselectthe subsebf the whole addresspacewherethe
searchis performed. The end usercan easily scopeher search:limiting search
on selectedigital libraries, sites,or entirecommunityand/ or its particularsub-
communities.

The Pseudo-addresgsolutionanddelivery servicecombinesthe functionality of

both Fa cade Adaptoror Proxy softwaredesignpatterngGHJV95], dependingn

the natureof the entity addressedby the pseudo-addres$racticallythe concrete
versionof the servicecanunderstananly the prede nedsetof systemsandproto-

colsandtransfermechanismsThe” bare™ serviceis anintelligentcachingframe-
work for differentsystemsplus plug-ins,andcommunicatiorprotocols,including

non-TCPtrafc. In this way the servicemay be programmedn a mannerthat

supportsre-con gurationon-the- y andaddition/ removal of the plugins. Other
services,namely Securityservice,InfrastructuralServicesand Gatavay Service,
arepartof the corelayer, but dueto lack of spacewve will notdetailthemhere.

6.3 Querying Functionality

Any kind of dataqueryingfunctionality (aswell asmore sophisticatedalueaddedser

vice) comesasan extensionservicein the proposedarchitecture Althoughit is possible
to somedegreeto computethe addressof the requestediatapiece,in somecasest is

betterto offer usersotherservicessuchasfulltext searchor meta-datasearch.Suchex-

tensionservicesvould provide all datapieceaddressethatwould needto be suppliedto

thedatadelivery service.

A numberof issuesneedto be solvedto supportsuchfunctionalitiesin the proposed
distributedervironment:

Data Accounting To understandhow, when,andif the datacould be queriedfor, we

needto describehow the dataaccountingis implemented. Out-of-the-boxData
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Delivery Network installationcontainsno informationat all. Thereare ve entities
involvedin theaccountingpf the datapiece:

Thedatapieceorigin, the Op, ;
Thedatapieceitself, theD;;

The storageservicewheretheD; is stored:S;
AddressSpaceservice As;

DataDelivery ServiceDs.

In our architecturethe storageservice, wherethe D; arelocated,is an extension
serviceto theplatform. In orderfor the AddressSpaceServiceto know theD;, and
the DataDelivery Serviceto be capableo deliverit, theD; shouldberegisteredso
that:

Addresspairfor D, i.e. A(D;) = Hj; si, shouldbeallocatedandstoredin
theaddresspace,

theDataDelivery Serviceshouldbeableto computeD, i.e. theserviceshould
beableto computeD; from s andl;.

The AddressSpaceserviceis a passve service,i.e. it doesnt searchactwvely for
new data. An examplecould be thatthe systeminstallationmay be provided with
autonomousagents(such as Web crawlers) that scanthe storagesavailable and
inform AddressSpaceandDataDelivery servicef the existenceof datapieces.

To searchthe datain suchcontext, threepossiblescenariosarepossible:

Knowledgeof A(D;) is available prior to querytime, andfeedit directly to
the DataDelivery Network services;

Constructionof a templateof the addresds doneat querytime and usedto
performthelookupquery;

Extensionservicesare calledto performadwancedqueriesandthenfeedthe
resultingaddresdgo the DataDelivery Network Services

Template Querying Letusconcentrat®nthetemplatequerying.Thisisthemechanism
of the AddressSpaceServiceto implementthe query-by-&amplesemantics.The
qualifying conditionfor suchimplementationis that the ervironmentwheredata
piecesareregisteredn the DataDelivery Network allows computingthe numberof
individualindexesof thedatapieceaddressesapableo resohethe A(D;) address
almostunambiguouslyif ambiguitiesarisewe might getduplicatesor notrelevant
results).

ThetemplateT = H ; i isapairof twosetsl and , wherel is theset
of exampleindexesthe caller assumeghe D; would have, and is the set of
examplepseudo-address#ecallerassumethedatapiecesmaybesenedby. The
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matchingfunctionM is a functionthat checksif templateT is actuallyre ected
onthedatapieceaddresA(D;). We expresst formally, asfollows:

( = 1 0 )20

M:T | A(D)) A

(6.2)

Wherel; and " arerespectiely the subsetf the individual atomicindicesand
of the pseudo-addresséisat satisfy a given matchingcriteria. For instance, we
canimplementM so thatthe templateT is saidto matchthe addressA(D;) if
ALL exampleindexesAND pseudcaddressesanbere ected on the indexesand
pseudo-addressed a particulardatapiece address.Lessrestrictingcriteria can
alsobeapplied.

Searching data The methoddescribedn the previous sectionhasthe big disadwantage
thatthe usershouldknow the way the individual indexesare calculatedo be able
to querythe service. This may work in small communities.Larger communities
will needto establishfacilitieswherethe knowledgeof the individual indexesthat
make up the datapieceidentity is notrequired.

Suchservicesare pure extensionto the proposedarchitecture.Sincethe Address
Space&knows of theexistenceof datapieceonly ontheinitiative of anexternalentity

(i.e. indication of URLs whereto startthe cravling process)extensionservice
may provide associationbetweermuery-answeringnformationandthe datapiece
addres®r atemplatethatcouldbe usedto querylaterthe data.

In the exampleof full-text searchthefull text index would be createcasan exten-
sion serviceto the the system.To allow full-text searchingthe datapieceswould
rst befedto thefull-text searchservicefor processingThelatterwould eventually
registerthe datapiecewith the AddressSpaceService. Queriesbasedon full-text
will be executedon the full text service. This servicewould returnaddressesr
templateghatmatchtheresultsof the query
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Chapter 7

Conclusion

In this deliverablewe have rstly proposeda setof organizationalarchitecturalstyles
for designingagent-basedystems Sincethe fundamentatonceptof agentsystemsare
intentionalandsocial, ratherthanimplementation-orientednulti-agentsystemgMAS)

canbeviewedasorganizationaktructuresomposeaf autonomousndproactve agents
thatinteractto achiese commonand/orprivategoals. In proposingthesestyles,we have

adoptedsocialorganizationsasa metaphaorguidedby organizationatlesigntheories We

focusedon the structure-in-5- a well-understoodrganizationaktyle usedby organiza-
tion theorists- andthejoint venture— usedto describecooperatie stratgiesin the busi-

nessworld. Both styleshave beenmodeledin termsof intentionalandsocial primitives
from casestudiesdescribingrealworld organizations\We have alsodiscusse@valuation
of softwarequalitiesthatarespeci ¢ to MAS andoffereda comparisorof organizational
and corventionalstyles, conductedthrougha mobile robot casestudy taken from the

SoftwareEngineerinditerature.

Secondlywe have presentednethodologicaissueghatunderpinthedesignof anovel
methodologyor securitydesign.Lookingbackatourproposedlassi cation,thiswork s
well placedwithin the meta-level modelling eld. To avoid someof the disadwantage®f
theapproactwe have focusedon amodularadditionsothatdroppingall newly proposed
featuresmakesusreturnto Tropos/i* original methodology

Thirdly, we have proposeda goal-orientedmethodologyfor requirementsanalysis
in DWSs, which canbe usedwithin both a demand-duen anda mixed supply/demand-
drivendesignframevork. The advantageof our methodologyover the existing onesis to
ensurethatearly requirementsre properlytakeninto account—whickensures “good”
design—andat the sametime, that the resultingDW schemataaretightly rootedto the
operationatatabase—whichmakesthe designof ETL simplet

The methodologywas appliedto the BI-BANK casestudy a projectdevelopedin
collaborationwith a compaly basedn Trentino. The experiencewith the compary was
extremelyusefulfor re ning andvalidatingour approach.We receved a positive feed-
backaboutthe methodologyand,in particular aboutthe importanceof deriving there-
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guirementslirectly from the analysisof the staleholdersanddecisionmakersgoals.The
casestudyalsosupportedisin investigatinghe scalabilityof our approachWith regard
to this, we veri ed thatassociatingan actordiagramwith severalrationaldiagramspne
for eachactor hasa crucial role in dealingwith complex applicationdomains. In fact,
detailedrequirementinalysisis carriedout on rationalediagramswhosecompleity de-
pendson how articulatedthe decisionatasksof a singleactorare (which is not directly
relatedto how largethe applicationdomainis). Onthe otherhand theactordiagram—on
which the size of the applicationdomain,in termsof numberof stakeholders directly
impacts—isdravn ata high level of abstractionthusits compleity never become®ver-

whelming.Our methodologyis fully supportedby a CASEtool.

The next themeaddressedh this deliverableconcernswith ServiceOrientedCom-
putingandexplainshow the basicServiceOrientedArchitecturehelpsdeliveringservice-
basedapplications We arguedthatin orderto provide theadvancedunctionalityneeded
to deliver sophisticatea-husinessapplicationsan ExtendedServiceOrientedArchitec-
tureis necessaryThis architecturencludesa servicecompositiortier to offer necessary
rolesandfunctionality for the consolidationof multiple servicesnto a singlecomposite
service. It alsoprovidesa tier for serviceoperationsmanagementhat can be usedto
monitorthe correctnesandoverall functionality of aggreated/orchestratezervicesand
supportfor openservicemarketplaces.We explainedhow grid servicescanbe usedto
implementthe servicemanagemertier of the ExtendedServiceOrientedArchitectureby
meansof the servicegrid bus. We shoved agent-orientedechnologyto be an enabling
technologyfor achieving the ServiceOrientedComputingparadigm.

Finally, we have presented distributedarchitecturor the managemenanduseof
digital content. The architecturaframework is basedon P2P-stylearchitectureto bring
the dynamism extensibility anddecentralizecontrol from P2Psystem.A P2Papproach
is also pursuedby other groups[MKK *05] in the samecontext of scholarlypublica-
tions. Unlike suchproposalsve basedthe dataexchangeand delivery mechanism®n
ServiceOrientedArchitecturedeveragingplatform-independencandthe dynamicdis-
covery/bind/irvoke mechanisnof bothcoreandextensionservices.The proposedmple-
mentationof a decoupledAddressSpaceandDataDelivery servicess actuallythe core
of the proposedlatform. The purposeof the AddressSpaceserviceis to track theinfor-
mationasset®f sitesandcommunity while the DataDelivery serviceprovidesuniversal
application-leel accesgoint to the datastoredin the community Internally, the Data
Delivery servicecanusea numberof availabletechniquegP2Prouting, SOA, CORBA,
evenclassic’ client/sener™ etc.) usefulto getthe datafrom sourceto requestingiser

1Seethe Troposwebsite (http://www.troposproject.ag) for moredetails.
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Chapter 8

History of the Deliverable

Below we outline how the work describedn the deliverablehasevolvedalongthe years
of the project.

ChangeHistory

Version Date Status | Author (Unit) Description

0.1 2004/Nov | Draft | UNITN First version of service-
oriented computing and
softwareagents.

0.2 2005/Nor | Draft | UNITN First version of security
and trust requirements
engineering.

0.3 2005/Nor | Final | UNITN First version of goal-

oriented  requirement
analysisfor data ware-
housedesign.

0.4 2005/Nor | Final | UNITN First version of a dis-
tributed architecturefor
value addedservicesto
digital libraries.

0.5 2006/Nor | Final | UNITN First version of multi-

agentarchitecturegsor-

ganizationaktructures.

1.0 2006/Nor | Final | UNITN Final revision of the de-
liverable.
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