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ExecutiveSummary

This deliverablepresentstheresultsof theWP2-Task2.3 andnotablythestudyanddef-
inition of organizationalstyles.Structuressuchasjoint-venture,pyramidal,structure-in-
� ves,andarm's-lengthhave beenstudiedandadapted.We have evaluatedthestylesand
proposedalonga numberof criteria (thedegreeof agentsautonomy, coordination,reli-
ability, andsecurity)aswell asa numberof modi�cations to adaptthemethodologyfor
securityengineering,datawarehouses,serviceorientedarchitecture,anddigital libraries.

In particular, this deliverable�rstly addressestherequirementsanalysisfor organiza-
tional structuresandproposesvariousarchitecturalstylesfor multi-agentsystems.Sec-
ondly, it discusseshow to integratesecurityrequirementsanalysiswith thestandardre-
quirementsprocess.Thirdly, a goal-orientedtechniqueto requirementsanalysisfor data
warehouses,basedon theTroposmethodology, which canbeemployedin bothdemand-
andsupply-drivenframeworks,is proposed.Then,weintroduceanExtendedServiceOri-
entedArchitecturethat providesseparatetiers for composingandcoordinatingservices
anddiscusshow agenttechnologycanbeusedto supportthefunctionsof thearchitecture.
Finally, we proposea layeredarchitectureto build distributedcommunityenvironments
in thedomainof digital libraries.
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Chapter 1

Intr oduction

Softwarearchitecturesdescribea softwaresystemat a macroscopiclevel in termsof a
manageablenumberof subsystems,componentsandmodulesinter-relatedthroughdata
andcontrol dependencies.Systemarchitecturaldesignhasbeenthe focusof consider-
ableresearchduringthelast�fteen yearsandhasproducedwell-establishedarchitectural
stylesand frameworks for evaluatingtheir effectivenesswith respectto particularsoft-
ware qualities. Examplesof stylesare pipes-and-�lters,event-based,layered,control
loopsandthelike [SG96].Examplesof softwarequalitiesincludemaintainability, modi-
�ability , portability andthelike [BCK98]. We areinterestedin developinga suitableset
of architecturalstylesfor multi-agentsoftwaresystems.

In particular, following thework in [GKM06, KGM03, GKM02b, GKM02a, FGKM,
FDG+ 05, KGM01, MGMG03, KGM02, MGMP02], we considerthat the fundamental
conceptsof a Multi-Agent System(MAS) areintentionalandsocial,ratherthanimple-
mentationoriented.We turn to theorieswhich studysocialstructuresfor motivationand
insightssinceafter all, software agentsby virtue of their intentionalcapabilities(e.g.,
ability to planandnegotiate)aremuchmorethanmeresoftwarecomponents.Moreover,
MAS attemptto emulateor are inspiredby our limited understandingof how humans
planandnegotiate.In addition,it is preciselythesecapabilitiesthatsocialstructurestake
advantageof to enhance�e xibility , extensibility, robustnessandreliability of theoverall
system.Finally, socialstructureshavebeenusedin practicefor muchlongerthansoftware
architectures.Adoptingthoseamongthemthathave provenmostusefulmakessensein
any attemptto reviseour conceptualizationof softwareinto onewherethebasiccompo-
nentsareendowed with intentionalandsocial traits. We proposea setof architectural
stylesfor MAS, andgiveanin-depthaccountof two of them– thestructure-in-5andthe
joint venture– for multi-agentusingthestrategic dependency modelof i* [Yu95].

Fromanotherpoint of view, the lastdecadeshave seenan increasingawarenessthat
securityplaysa key role in systemdevelopment.Unfortunately, securitymodellingand
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policy work hasbeenlargely independentof systemrequirementsandsystemmodels.
The usualapproachtowardsthe inclusionof securitywithin a systemis to identify se-
curity requirementsafter systemdesign.This is a critical problem[And01], mainly be-
causesecuritymechanismshave to be �tted into a pre-existing designwhich may not
be able to accommodatethem [Sta99]. Moreover, the implementationof the software
systemmay assumesecuritymechanismsthat aresimply not necessary. Alternatively,
the implementationmayintroduceprotectionmechanismsthat just hinderoperationin a
trusteddomainthatwasnot perceivedasa trusteddomainby thesoftwareengineer. Late
analysisof securityrequirementscanalsogeneratecon�icts betweensecurityneedsand
functional requirementsof the system. Even with the growing interestin secureengi-
neering,currentmethodologiesfor software(notably, informationsystem)development
do not addresssecurity-relatedproblems[TKP01], andfail to integratesuccessfullyse-
curity concernsthroughoutthewholedevelopmentprocess.Therehasalsobeenlack of
interactionbetweenresearchersworking on requirementsmodellingandsecuritypolicy.
Securityis compromisedmostoftennot by breakingmechanismssuchasencryptionor
securityprotocols,but by exploiting weaknessesin theway they arebeingutilized. Se-
curity mechanismscannotbeblindly insertedinto a security-criticalsystem.Instead,the
overall systemdevelopmentprocessmusttakesecurityconcernsinto account.

Oneof the currentresearchchallengesis to integratesecurityrequirementsanalysis
with the standardrequirementsprocess.Securityrequirementsis a manifestationof a
high-level organizationalpolicy into thedetailedrequirementsof a speci�c system.The
integrationof securityengineeringinto a model-drivensoftwaredevelopmentapproach
hasadvantages.Securityrequirementscanbeformulatedandintegratedinto systemde-
signsat a high level of abstraction.In this way, it becomespossibleto developsecurity
awareapplicationsthataredesignedwith thegoalof preventingviolationsof a security
policy. At onesideof thespectrum,thecall for SEprofessionhasbeenon goodcoding
practicesto avoid errorsthat could compromisethe software's security(e.g.,[VM01]).
At theotherextreme,theemphasishasbeenon securingtheorganizationandits proce-
dures(e.g.,[And01]). Acrossthewholespectrumamongthesetwo extremes,modelling
andanalysisof securityrequirementshasbecomeakey challengefor SoftwareEngineer-
ing [CILN02, DS00], and it naturallyconstitutesoneof the themesof this deliverable
[GMZ05, GMMZ05a, GMMZ04b, ZJMW05, GMMZ04a, GMM03a, GMJZ05].

Severalsurveysindicatethatasigni�cant percentageof datawarehouses(DWs)fail to
meetbusinessobjectivesor areoutrightfailures.Oneof thereasonsfor thisis thatrequire-
mentsanalysisis typicallyoverlookedin realprojects[WS03]. Mostof themethodologies
for DW designclaim theremustbea phasededicatedto analyzingthebusinessrequire-
ments(e.g.,[GR98,KRRT98,LMT03]), thereis no consensuson whatrelevanceshould
beassignedto suchphase.Indeed,theapproachesto DW designareusuallyclassi�ed in
two categories[WS03]:
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� Supply-driven(alsocalleddata-driven) approachesdesigntheDW startingfrom a
detailedanalysisof thedatasources[HLV00, GMR98, MK00]. Userrequirements
impacton designby allowing thedesignerto selectwhich chunksof dataarerele-
vantfor thedecisionmakingprocessandby determiningtheir structuresaccording
to themultidimensionalmodel.

� Demand-driven(or requirement-driven) approachesstartfrom determiningthe in-
formationrequirementsof DW users[PG03c,BLS01]. The problemof mapping
theserequirementsontotheavailabledatasourcesis facedonly a posteriori.

Supply-driven approachesare feasiblewhen all of the following are true: (1) de-
tailedknowledgeof datasourcesis availablea priori or easilyachievable;(2) thesource
schemataexhibit agooddegreeof normalization;(3) thecomplexity of sourceschematais
nothigh. In this case,conceptualdesignis heavily rootedon sourceschemataandcanbe
largely automated(e.g.,see[GMR98]). Our on-the-�eld experienceshows that require-
mentanalysiscanthenbecarriedout informally, basedon simplerequirementglossaries
(suchasin [Lec01]) ratherthanon formal diagrams.On theotherhand,we believe that
suchaninformal approachis unsuitablefor otherdesignframeworks. Therefore,a goal-
orientedtechniqueto requirementsanalysisfor DWs, basedon theTroposmethodology
[BGG+ 04a],which canbeemployedin bothdemand-andsupply-drivenframeworks,is
proposedin thisdeliverable.

Then,thedeliverableaddressestheRequirementsEngineeringfor WebServicesOrga-
nizationalStructures[PAG04,AG04]. Service-OrientedComputing(SOC)is thecomput-
ing paradigmthatutilizesservicesasfundamentalelementsfor developingapplications-
solutions. Servicesare self-describing,platform-agnosticcomputationalelementsthat
supportrapid, low-costcompositionof distributedapplications.Servicesperformfunc-
tions, which can be anything from simple requeststo complicatedbusinessprocesses.
Servicesallow organizationsto exposetheir corecompetenciesover the Internet(or in-
tranet)usingstandard(XML-based)languagesandprotocols,andbe implementedvia a
self-describinginterfacebasedon openstandards.

Servicesareofferedby serviceproviders- organizationsthatprocuretheserviceim-
plementations,supplytheir servicedescriptions,andprovide relatedtechnicalandbusi-
nesssupport. Sinceservicesmay be offeredby differententerprisesandcommunicate
over the Internet,they provide a distributedcomputinginfrastructurefor both intra- and
cross-enterpriseapplicationintegrationandcollaboration.Clientsof servicescanbeother
solutionsor applicationswithin an enterpriseor clientsoutsidethe enterprise,whether
theseareexternalapplications,processesor customers/users.To satisfy theserequire-
mentsservicesshouldbetechnologyneutral in thattheinvocationmechanisms(protocols,
descriptionsanddiscovery mechanisms)shouldcomplywith widely acceptedstandards.
Servicesshouldalsobe looselycoupledasthey mustnot requireknowledgeor any in-
ternalstructuresor conventions(context) at the client or serviceside. Finally services
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shouldsupportlocationtransparency. Servicesshouldhave theirde�nitions andlocation
informationstoredin a repositorysuchasUDDI andbeaccessibleby a varietyof clients
thatcanlocateandinvoke theservicesirrespectiveof their location.

The last themeof this deliverableconcernswith architecturesfor Digital Libraries
[MYG05]. Currentevolution of softwaretools for managing,searchingandnavigating
scienti�c literaturematerials,bothon theWeb,digital librariesandlocal repositories,is
creatingascenariowheremany scienti�c communitiesarestartingto rely moreandmore
ontheaddedvalueof suchservices.Dif ferentsystemsarenow available,startingfrom the
pioneeringwork of CiteSeer[LGB99], thepremierrepositoryof scienti�c papersfor the
computersciencecommunity, andarriving to thecurrentbetaversionof GoogleScholar1,
acommercially-managedsystemthatproposesabusinessmodelfor suchacademicsearch
engines.

Currentsystems(with somespeci�c differences)support,either internally or exter-
nally, a numberof services,amongwhich: crawl andcollect documentsfrom the web,
convert themin differentelectronicformats,automatedmeta-dataextraction(suchasex-
tractcitationsfrom the text, identify citationsreferredto samepapers)andvisualizethe
context of citationsin the body of articles. CiteSeeralso rankspapersandauthorsin
variousways, andcan identify similarity amongpapers. GoogleScholarindexesalso
commercialdigital librariesandbringsthe userto the appropriateportal whereshecan
decideseventuallyto purchasethedocument.Thesekind of serviceshave proveda vital
resourcefor academiccommunities.However, despitetheir communityvalue,thefuture
of suchservicesis uncertainwithout a sustainablemodel for communitysupport. As
web-basedcollaborative environmentswill becomemore easily accessible,usableand
with lower maintenancecosts,the numberandscaleof thesekind of web communities
will increase.In the currentWeb, this issueis solved throughcentralization.Our basic
belief is that sucha centralizationin web communitiesin general(and in particularin
scienti�c communities)is undesirable.Therefore,weproposea distributedP2Parchitec-
turefor a renew versionof a CiteSeer-like system,thatwe call CiteSeer.EU. Sucha new
systemwill continueto provide CiteSeertraditionalfeatures,but will becapableto sup-
portdifferentknowledgedomainsaswell asto allow aggregationof distributedresources,
usingaP2Pserviceorientedinfrastructure.

1.1 Technicalcontribution

A Multi-Agent Systemis anorganizationof coordinatedautonomousagentsthatinteract
in orderto achievecommongoals.Consideringrealworld organizationsasanmetaphor,
we proposearchitecturalstylesfor MAS which adoptconceptsfrom organizationalthe-

1Look at: http://scholar.google.com
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ories. The stylesare modeledin i*/T ropos,using the notionsof actor, goal andactor
dependency andare intendedto captureneeds/wants,delegationsandobligations. The
proposedarchitecturalstylesareevaluatedwith respectto a setof softwarequality at-
tributes,suchaspredictabilityandadaptability. In addition,we reporton a comparative
studyof organizationalandconventionalsoftwarearchitecturesusingamobilerobotcon-
trol examplefrom theSoftwareEngineeringliterature.

We critically review thestateof theart in securityrequirementsengineeringanddis-
cussthe motivationsthat led us to proposethe SecureTroposmethodology, a formal
framework for modellingandanalyzingsecurity, that enhancesthe agent-orientedsoft-
ware developmentmethodologyi*/T ropos. We illustrate the SecureTroposapproach,
a comprehensive casestudy, and discusssomelater re�nementsof the SecureTropos
methodologyto addresssomeof its shortcomings.Finally, we introducetheST-Tool, a
CASEtool thatsupportsourmethodology.

We proposea goal-orientedapproachto requirementanalysisfor datawarehouses,
basedon theTroposmethodology. Two differentperspectivesareintegratedfor require-
mentanalysis:organizationalmodeling,centeredon stakeholders,anddecisionalmodel-
ing, focusedon decisionmakers.Our approachcanbeemployedwithin botha demand-
drivenanda mixedsupply/demand-drivendesignframework: in the secondcase,while
the operationalsourcesare still explored to shapehierarchies,userrequirementsplay
a fundamentalrole in restrictingthe areaof interestfor analysisandin choosingfacts,
dimensions,andmeasures.Themethodologyproposed,supportedby a prototype,is de-
scribedwith referenceto a realcasestudy.

We introduceanExtendedServiceOrientedArchitecturethatprovidesseparatetiers
for composingandcoordinatingservicesandfor managingservicesin an openmarket-
placeby employinggrid servicesanddiscusshow agenttechnologycanbeusedto support
thefunctionsof theExtendedSOA.

Scienti�c communitiesare relying moreandmoreon valueaddedservicesoffered
by differentsystemson top of digital documentrepositoriesandlibraries. Currentsys-
tems,like CiteSeerandGoogleScholar, offer importantservicesto thesecommunities
but show their limitationswhenit comesto scalability, decentralizecontrolandplanfor
a sustainablemodelfor communitysupport.We proposeanddescribea new distributed
andserviceorientedarchitectureto supportthecreationof suchservices.Ourarchitecture
aimsat loweringthetechnologicalbarriersto build distributedcommunityenvironments
by providing asmallnumberof key coreservicesanda layeredarchitecturefor extension
services.

1.2 Plan of the deliverable

Therestof thedeliverableis organizedasfollows. Chapter2 addressestherequirements
analysisfor organizationalstructuresandproposesvariousarchitecturalstylesfor MAS.
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Chapter3 is concernedwith securityand trust requirementsengineeringfor organiza-
tional structures;while Chapter4 and Chapter5 discussrequirementsengineeringfor
datawarehouseandweb servicestructures,respectively. Finally, Chapter6 proposesa
layeredarchitectureto build distributedcommunityenvironmentsin thedomainof digital
libraries.
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Chapter 2

RequirementsAnalysis for
OrganizationalStructur es

2.1 Structuring Organizations

Organizationalstructuresare primarily studiedby OrganizationTheory(e.g., [Min92,
MSB99,Sco98]),wherethe aim is to understandthestructureanddesignof an organi-
zation;alsoby theorieson Strategic Alliances(e.g.,[DG99, GC96,Seg96,YR95]), that
modelthe strategic collaborationsof independentorganizationalstakeholderswho have
agreedto pursuea set of sharedbusinessobjectives. Both disciplinesaim to identify
andstudyorganizationalpatternsthatdescribea systemat a macroscopiclevel in terms
of a manageablenumberof subsystems,componentsandmodulesinter-relatedthrough
dependencies.

In thischapter, weareinterestedin identifying,formalizingandusingfor MAS design
well-understoodandpreciselyde�nedpatternsfrom organizationaltheories.Ourpurpose
is not to categorizethemexhaustively, nor to studythemfrom amanagerialperspective.

2.1.1 OrganizationTheory

“An organizationis a consciouslycoordinatedsocialentity, with a relatively identi�able
boundary, thatfunctionsonarelativelycontinuousbasistoachieveacommongoalor aset
of goals” [MSB99]. Organizationtheoryis thedisciplinethatstudiesbothstructureand
designfor suchsocialentities.Structuredealswith thedescriptive aspectswhile design
refersto theprescriptive aspectsof a socialentity. Organizationtheorystudieshow real-
world organizationsareactuallystructured,offerssuggestionson how new onescanbe
planned,andhow old onescanchangeto improveeffectiveness.To thisend,sinceAdam
Smith, schoolsof organizationtheoryhave proposedpatternsto captureand formalize
recurringorganizationalstructuresandbehaviors.
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In thefollowing, we brie�y presentsomeof themainorganizationalstylesidenti�ed
in OrganizationTheory. A moreexhaustivelist is proposedin [Fau04].For lackof space,
only thestructure-in-5is presentedin detail in Section2.2.

TheStructure-in-5. Accordingto thisstyle,anorganizationconsistsof � vesub-structures,
asproposedby Mintzberg [Min92]. At thebaselevel sitstheOperationalCorewhichcar-
riesout thebasictasksandproceduresdirectly linkedto theproductionof productsand
services:acquisitionof inputs,transformationof inputsinto outputs,distribution of out-
puts. At the top lies the Strategic Apex which makesexecutive decisionsensuringthat
the organizationful�ls its missionin an effective way andde�nes the overall strategy
wherebytheorganizationoperateswithin its environment.TheMiddle Lineestablishesa
hierarchyof authoritybetweentheStrategic Apex andtheOperationalCore. It consists
of managersresponsiblefor supervisingandcoordinatingtheactivitiesof theOperational
Core.TheTechnostructureandtheSupportareseparatedfrom themainline of authority
and in�uence the operatingcoreonly indirectly. The Technostructureserves the orga-
nizationby makingthe work of othersmoreeffective, typically by standardizingwork
processes,outputs,andskills. It is also in charge of applyinganalyticalproceduresto
adapttheorganizationto its operationalenvironment.TheSupportprovidesspecialized
services,atvariouslevelsof thehierarchy, outsidethebasicoperatingwork �o w (e.g.,le-
galcounsel,R&D, payroll,cafeteria).Wedescribeandmodelexamplesof structures-in-5
in Section2.2.

The pyramid style is a well-known hierarchicalauthoritystructure[Min92]. Actors at
lower levels dependon thoseat higherones. A critical mechanismfor this style is the
directsupervisionfrom theApex. Managersandsupervisorsat intermediatelevelsonly
routestrategic decisionsandauthorityfrom theApex to theoperating(lowest)level. They
cancoordinatebehaviorsor maketacticaldecisionsontheirown, but only ata local level.

The chain of values merges,backward or forward, several actorsengagedin achiev-
ing or realizingrelatedgoalsor tasksat differentstagesof a supplyor productionpro-
cess[Sco98].Participantswho actasintermediaries,addvalueat eachstepof thechain.
For instance,for thedomainof goodsdistribution,providersareexpectedto supplyqual-
ity products,wholesalersareresponsiblefor ensuringtheir massive exposure,while re-
tailerstakecareof thedirectdelivery to theconsumers.

The matrix proposesa multiple commandstructure: vertical and horizontalchannels
of informationandauthorityoperatesimultaneously[Sco98]. The principle of unity of
commandis setaside,andcompetingbasesof authorityareallowedto jointly governthe
work �o w. Theverticallinesaretypically thoseof functionaldepartmentsthatoperateas
”homebases”for all participants.On theotherhand,horizontallines representsproject
groupsor geographicalarenaswheremanagerscombineandcoordinatethe servicesof
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thefunctionalspecialistsaroundparticularprojectsor areas.

The bidding style involvescompetitionmechanismswhereactorsbehaveasif they were
taking part in an auction[MSB99]. An auctioneeractor runs the show, advertisesthe
auctionissuedby the auctionissuer, receivesbids from bidderactorsandensurescom-
municationandfeedbackwith theauctionissuer.

2.1.2 StrategicAlliances

A strategic alliancelinks speci�c facetsof two or moreorganizations.At its core, this
structureis a tradingpartnershipthatenhancestheeffectivenessof thecompetitivestrate-
gies of participantorganizations. This is accomplishedby providing for the mutually
bene�cial tradeof technologies,skills, or productsbaseduponthem.An alliancecantake
a varietyof forms, rangingfrom arm's-lengthcontractsto joint ventures,from multina-
tionalcorporationsto universityspin-offs, from franchisesto equityarrangements.Varied
interpretationsof the termexist, but a strategic alliancecanbede�ned aspossessingsi-
multaneouslythefollowing threede�ning characteristics:

� Two or more organizationsthat unite to pursuea set of agreedupon goals,but
remainindependentsubsequentto theformationof thealliance.

� Partnerorganizationssharethe bene�ts of the alliancesandhave control over the
performanceof assignedtasks.

� Partnerorganizationscontributeon a continuingbasisin oneor morekey strategic
areas,e.g.,technology, products,and/orservices.

In thefollowing, we brie�y presentsomeof themainorganizationalstylesidenti�ed
in Strategic Alliances. A moreexhaustive list is proposedin [Fau04]. For lack of space,
only thejoint venturestyleis studiedin detail in Section2.2.

The joint venture style involvesagreementbetweentwo or moreintra-industrypartners
to obtainthebene�tsof scale,partialinvestmentandlowermaintenancecosts[DG99]. A
speci�c joint managementactorcoordinatestasksandmanagesthesharingof resources
betweenpartneractors.Eachpartnercanmanageandcontrolits own onalocaldimension
andinteractsdirectly with otherpartnersto exchangeresources,suchasdataandknowl-
edge.However, thestrategic operationandcoordinationof suchanorganization,andits
actorson a globaldimension,areonly ensuredby thejoint managementactorwherethe
original actorspossessequity participation. We describeandmodelexamplesof joint
venturesin Section2.2.
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The arm' s-length style implies agreementsbetweenindependentand competingac-
tors [Seg96]. Partnerskeeptheir autonomyandindependencebut act andput their re-
sourcesandknowledgetogetherto accomplishprecisecommongoals. No authority is
lost,or delegatedfrom onecollaboratorto another.

The hierarchical contracting style identi�es coordinatingmechanismsthat combine
arm's-lengthagreementfeatureswith aspectsof pyramidal authority [YR95]. Coordi-
nationmechanismsdevelopedfor arm's-length(independent)relationshipsinvolve a va-
riety of negotiators,mediatorsandobservers.Theseoperateatdifferentlevelsandhandle
conditionalclauses,monitor andmanagepossiblecontingencies,negotiateandresolve
con�icts, and�nally deliberateandmakedecisions.Hierarchicalrelationships– from the
executive apex to arm's-lengthcontractors– restrictautonomyandserve asa basisfor a
cooperativeventurebetweenthepartners.

The co-optation style incorporatespartnerrepresentatives into the decision-makingor
advisorystructureandbehavior of a newly-foundedorganization[GC96]. By co-opting
their representatives,organizationsaretradingcon�dentiality andauthorityfor resources,
knowledgeassetsandsupport. The newly-foundedorganizationhasto cometo terms
with thecontractorsfor what is beingdoneon its behalf;andeachco-optedactorhasto
reconcileandadjustits own viewswith thepoliciesof thenewly-foundedorganization.

2.2 Modeling OrganizationalStyles

We de�ne an organizationalstyle asa metaclassof organizationalstructuresoffering a
setof designparametersto coordinatethe assignmentof organizationalobjectivesand
processes,therebyaffectinghow an organizationfunctions. Designparametersinclude,
amongothers,goal and task assignments,standardization,supervisionandcontrol de-
pendencies,alsostrategy de�nitions. This sectionoffers moredetail abouttwo of the
organizationalstylespresentedin Section2.1: the structure-in-5and the joint-venture.
Speci�cally, for eachstylewegiveexamplesandthenproposea meta-model.

Boththeexamplesandthemeta-modelusethei* modelingframework,originally pro-
posedfor earlyrequirementsanalysis[Yu95]. i* offersgoal-andactor-basednotionssuch
asactor, agent,role, position,goal,softgoal, task, resource, belief anddifferenttypesof
socialdependenciesbetweenactors.A strategic dependency modelcapturesthenetwork
of socialdependenciesamongactorsin termsof a graph,whereeachcircle represents
anactor andeachlink betweentwo actorsindicatesthatoneactordependson theother
for something.A dependency describesan“agreement”(calleddependum) betweentwo
actors:thedependerandthedependee. Thetypeof thedependency describesthenature
of theagreement.Goaldependenciesrepresentdelegationof responsibilityfor ful�lling a
goal;softgoaldependenciesaresimilar to goaldependencies,but their ful�llment cannot
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bede�ned precisely(in thesensethatit is subjective,andful�llment maybepartial);task
dependenciesareusedin situationswherethe dependeeis requiredto performa given
activity; and resource dependenciesrequirethe dependeeto provide a resourceto the
depender.

2.2.1 Structure-in-5

To detailandspecifythestructure-in-5asanorganizationalstyle,thissectionpresentstwo
casestudies:AgateLtd [BMF99] andGMT [GMT02]. We thenproposea meta-model
for thestyle.

Agate. AgateLtd is an advertisingagency locatedin Birmingham,UK, employing
about�fty staff, asdetailedin Table2.1[BMF99].

The Direction – four directorsresponsiblefor the main aspectsof Agate's Global
Strategy(advertisingcampaigns,creativeactivities,administration,and�nances)– forms
theStrategic Apex. TheMiddle Line, composedof theCampaignsManagementstaff, is
in charge of �nding andcoordinating advertisingcampaigns(marketing, sales,edition,
graphics,budget,. . . ). It is supportedin thesetasksby theAdministrationandAccounts
and IT and Documentationdepartments.The Administration and Accountsconstitutes
theTechnostructure handlingadministrative tasksandpolicy, paperwork, purchasesand
budgets. The Supportcomponentincludesthe IT and Documentationdepartments.It
de�nesIT policies, providestechnicalmeansrequiredfor themanagementof campaigns,
andensuresservicesfor systemsupportaswell asinformationretrieval for (documenta-
tion resources).TheOperationalCore includestheGraphicsandEditorial staff in charge
of thecreativeandartisticaspectsof realizingadvertisingcampaigns(texts,photographs,
drawings,layout,design,logos).

Figure2.1modelsAgateasa structure-in-5usingi* . As shown in Figure2.1,actors
arerepresentedascircles;dependums– goals,softgoals,tasksandresources– arerep-
resentedasovals, clouds,hexagonsandrectanglesrespectively; dependencieshave the
form depender! dependum! dependee.

GMT is a company specializedin telecomservicesin Belgium. Its linesof productsand
servicesrangefromphones& fax,conferencing,linesolutions,internet& e-business,mo-
bile solutions,andvoice& datamanagement.As shown in Figure2.2,thestructureof the
commercialorganizationfollows thestructure-in-5.An ExecutiveCommitteeconstitutes
the Strategic Apex. It is responsiblefor de�ning the general strategy of the organiza-
tion. Five chief managers(�nances, operations, divisionsmanagement,marketing, and
R&D) apply thespeci�c aspectsof thegeneral strategy in theareaof their competence:
Finances& Operationsis in chargeof Budget andSalesPlanning& Control, Divisions
Managementis responsiblefor ImplementingSalesStrategy, and Marketing andR&D
de�ne SalesPolicy andTechnological Policy.
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Direction
1 CampaignsDirector
1 CreativeDirector
1 AdministrativeDirector
1 FinanceDirector

CampaignsManagement
2 Campaignmanagers
3 Campaignmarketers
1 Editor in Chief
1 CreativeManager

Graphics
6 Graphicdesigners
2 Photographers

Edition
2 Editors
4 Copy writers

Documentation
1 Medialibrarian
1 Resourcelibrarian
1 Knowledgeworker

Administration
3 Directionassistants
4 ManagerSecretaries
2 Receptionists
2 Clerks/typists
1 Filing clerk

IT
1 IT manager
1 Network administrator
1 Systemadministrator
1 Analyst
1 Computertechnician

Accounts
1 Accountantmanager
1 Creditcontroller
2 Accountsclerks
2 Purchasingassistants

Table2.1: Organizationof AgateLtd.

Figure2.1: AgateasaStructure-in-5
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Figure2.2: GMT'sSalesOrganizationasaStructure-in-5
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Divisions Managementgroupsmanagersthat coordinateall managerialaspectsof
productandservicesales.It relieson Finance& Operationsfor handlingPlanningand
Control of productsandservices,it dependson Marketing for accurateMarket Studies
andon R&D for Technological Awareness.

Finances& Operationsdepartmentsconstitutethetechnostructure in chargeof man-
agementcontrol (�nancial andqualityaudit)andsalesplanningincludingschedulingand
resourcemanagement.

TheSupportinvolvesthestaff of MarketingandR&D. Both departmentsjointly de-
�ne andsupporttheSalesPolicy. TheMarketingdepartmentcoordinatesMarket Studies
(customerpositionmentandsegmentation,pricing, salesincentive, . . . ) andprovidesthe
OperationalCorewith DocumentationandPromotionservices.TheR&D staff is respon-
sible for de�ning the technologicalpolicy suchastechnological awarenessservices.It
alsoassistsSalespeopleandConsultantswith ExpertiseSupportandTechnology Train-
ing.

Finally, the Operational Core groupsthe Salespeopleand Line consultantsunder
the supervisionandcoordinationof DivisionsManagers. They arein charge of selling
productsandservicesto actualandpotentialcustomers.

Figure2.3: TheStructure-in-5Style

Figure2.3abstractsthestructuresexploredin thecasestudiesof Figures2.1and2.2as
a Structure-in-5stylecomposedof � ve actors.Thecasestudiesalsosuggesteda number
of constraintsto supplementthebasicstyle:

� thedependenciesbetweentheStrategic Apex asdependerandtheTechnostructure,
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MiddleLineandSupportasdependeesmustbeof typegoal

� a softgoaldependency modelsthe strategic dependenceof the Technostructure,
MiddleLineandSupporton theStrategic Apex

� the relationshipsbetweenthe Middle Line andTechnostructure andSupportmust
beof goaldependencies

� the Operational Core relieson the Technostructure andSupportthroughtaskand
resourcedependencies

� only taskdependenciesarepermittedbetweentheMiddle Line (asdependeror de-
pendee)andtheOperationalCore (asdependeeor depender).

2.2.2 Joint Venture

We describeheretwo alliances– AirbusandEurocopter– [DG99] that serve asa basis
for proposingameta-modelthejoint venturestructureasanorganizationalstyle.

Airb us. The Airbus Industriejoint venturecoordinatescollaborative activities between
Europeanaeronauticmanufacturersto built andmarketairbusaircrafts.Thejoint venture
involvesfour partners:British Aerospace(UK), Aerospatiale(France),DASA (Daimler-
ChryslerAerospace,Germany) and CASA (ConstruccionesAeronauticasSA, Spain).
Research,developmentandproductiontaskshave beendistributedamongthe partners,
avoiding any duplication. Aerospatialeis mainly responsiblefor developingandmanu-
facturingthecockpitof theaircraftandfor systemintegration.DASA developsandmanu-
facturesthefuselage,British AerospacethewingsandCASA thetail unit. Finalassembly
is carriedout in Toulouse(France)by Aerospatiale.Unlike production,commercialand
decisionalactivities have not beensplit betweenpartners.All strategy, marketing,sales
and after-salesoperationsare entrustedto the Airbus Industriejoint venture,which is
theonly interfacewith externalstakeholderssuchascustomers.To buy anAirbus,or to
maintaintheir �eet, customerairlinescouldnotapproachoneor otherof thepartner�rms
directly, but hasto dealwith AirbusIndustrie.AirbusIndustrie,which is a realmanufac-
turing company, de�nes thealliance's productpolicy andelaboratesthespeci�cationsof
eachnew modelof aircraft to be launched.Airbusdefendsthe point of view andinter-
estsof theallianceasa whole,evenagainstthepartnercompaniesthemselveswhenthe
individualgoalsof thelatterenterinto con�ict with thecollectivegoalsof thealliance.

Figure2.4 modelstheorganizationof theAirbus Industriejoint ventureusingthe i*
strategic dependency model.Airbusassumestwo roles:AirbusIndustrieandAirbusJoint
Venture.Airbus Industriedealswith demandsfrom customers,Customerdependson it
to receiveairbusaircraftsor maintenanceservices.TheAirbusJoint Venture role ensures
the interfacefor the four partners(CASA,Aerospatiale, British Aerospaceand DASA)
with Airbus Industriede�ning Airbus strategic policy, managingcon�icts betweenthe

15



Figure2.4: TheAirbusIndustrieJointVenture

four Airbuspartners,defendingthe interestsof thewholeallianceandde�ning new air-
craftsspeci�cations.AirbusJoint Venturecoordinatesthefour partnersensuringthateach
of themassumesa speci�c task in the building of Airbus aircrafts: wings building for
British Aerospace, tail unit building for CASA, cockpitbuilding andaircraft assembling
for Aerospaceandfuselagebuilding for DASA. SinceAerospatialeassumestwo different
tasks,it is modeledastwo roles: AerospatialeManufacturingandAerospatialeAssem-
bling. AerospatialeAssemblingdependsoneachof thefour partnersto receivethediffer-
entpartsof theplanes.

Eurocopter. In 1992, Aerospatialeand DASA decidedto merge all their helicopter
activities within a joint ventureEurocopter. Marketing, sales,R&D, managementand
productionstrategies,policiesandstaff werereorganizedandmerged immediately;all
the helicoptermodels,irrespective of their origin, weremarketedunderthe Eurocopter
name.Eurocopterhasinheritedhelicoptermanufacturingandengineeringfacilities,two
in France(La Courneuve and Marignane),one in Germany (Ottobrunn). For political
andsocialreasons,eachof themhasbeenspecializedratherthancloseddown to group
productiontogetherat asinglesite.TheMarignaneplantmanufactureslargehelicopters,
OttobrunnproducessmallhelicoptersandLa Courneuveconcentratesonthemanufacture
of somecomplex componentsrequiringa speci�c expertise,suchasrotorsandblades.

Figure2.5 modelsthe organizationof the Eurocopterjoint venturein i* . As in the
Airbus joint venture,Eurocopterassumestwo roles. The Eurocopterrole handleshe-
licopter ordersfrom customerswho dependon it to obtain the machines. It also de-
�nes marketing,sales,productionandR & D strategiesandpolicy. TheEurocopterjoint
venture role coordinatesthe manufacturingoperationsof the two partners– DASA and
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Figure2.5: TheEurocopterJointVenture

Aerospatiale– anddependson themfor theproductionof smallhelicopters(DASAOtto-
brunn), largeones(La Courneuve) andcomplex components(Marignane)suchasrotors
andblades. SinceAerospatialeassumestwo different responsibilities,it is considered
two roles: AerospatialeMarignaneandAerospatialeLa Courneuve. DASAOttobrunn
andAerospatialeMarignanedependson La Courneuveto besuppliedwith complex he-
licopterparts.

Figure2.6: TheJointVentureStyle

Figure2.6 abstractsthe joint venturestructuresexploredin the casestudiesof Fig-
ures2.4 and2.5. The casestudiessuggesta numberof constraintsto supplementthe
basicstyle:

� Partnersdependoneachotherfor providing andreceiving resources.
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� Operationcoordinationis ensuredby the joint manageractor which dependson
partnersfor theaccomplishmentof theseassignedtasks.

� Thejoint manageractormustassumetwo roles: a privateinterfacerole to coordi-
natepartnersof theallianceanda public interfacerole to take strategic decisions,
de�ne policy for theprivateinterfaceandrepresentstheinterestsof thewholepart-
nershipwith respectto externalstakeholders.

2.3 SoftwareQualities for Multi-Agent Systems

Software qualitiesconstitutean essentialelementof softwaredesigntheory. Qualities
suchasperformance,maintainability, reliability, securityandportability have beenstud-
ied for decadesandprincipleshave beendevelopedfor generatingdesignsthatadhereto
desirablequalities[CNYM00].

Thechoiceof asoftwarearchitecturedependscritically onthequalitiesthatstakehold-
ersexpectfor a system-to-be.In landmarkstudies, [BCK98] have evaluatedalternative
architecturalstyleswith respectto differentqualities.Theseevaluationscanbeusedasa
blueprintfor choosinganarchitecturefor agivensetof desirablequalities.

We proposeto adoptthis line of researchto offer guidelinesfor choosingamongthe
architecturalstylesproposedhere.But whatareoften-citedqualitiesfor MAS?Below we
offer ananswerto thisquestionbasedona review of theMAS literature:

Predictability [WB99]. Autonomoussoftwarecomponents– like agents– have many
degreesof freedom[WJ95a] in the way that they undertake action in their respective
domains.Consequently, it maybedif�cult to predictindividualbehavioursin orderto de-
terminetheaggregatebehavior of a distributedandopensystem.Generally, predictabil-
ity of multi-agentsystemsimpactsnegatively on adaptability[Gor00] and responsive-
ness[DL88].

Security. This quality measuresthedegreeto which a systemcanprotectfrom unautho-
rizeduseandensurethe integrity of its dataandknowledgesources[WB99]. Important
issueson multi-agentsystemssecurityconcern[BKSS98, HS98,Che98]: authentica-
tion, networksecurity, datasecurity, andprotectionfrommalicioushosts. Authentication
makesit possiblefor anagentto ascertaintheorigin of receivedmessages,sothatintrud-
ersarenot ableto masqueradeassomeoneelse. Network securityservicesensurethat
network packetsdonotgetimproperlyreadandmodi�ed by unauthorizedintruders.Data
securityallows anagentto hidesomeof its dataandcapabilitiesfrom otheragents.The
problemof malicioushostsinvolvesattackson mobile agentsfrom malicioushostsor
intermediaries:if a hostis to executea process,theprocesscanhaveno secretsfrom that
hostandthereis nothingto preventthehostfrom analyzingtheprocessand/orrunningit
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in alteredform.

Adaptability . Agentsmayberequiredto adaptto changesin their environment. These
may includechangesto communicationprotocols,or the introductionof new kinds of
agents.Generally, adaptabilityof multi-agentsystemsdependson thecapabilitiesof in-
dividual agentsto learnandpredict the changesof the environmentsin which they act
[Wei97]. It alsodependson their ability to make diagnosis[HLV+ 99] thatdeterminethe
causesof a faultbasedonits symptoms.However, successfulmulti-agentsystemstendto
balancethedegreeof reactivity andpredictabilityof individualagentsagainsttheirability
to beadaptive.

Coordinability . Agentsarenotparticularlyusefulunlessthey areableto coordinatewith
otheragents(see [OZKT01] for recentcontributions). Coordinationis generallyused
to distribute expertise,resourcesor informationamongagents[Jen96]. Coordinability
measuresthe degreeto which a systemcancoordinateby respectinginterdependencies
betweenagentactions,meetglobalconstraintsandoptimizeits operations.

Coordinationcanberealizedin two ways:

� Cooperativity . Agentsmustbeableto coordinatewith otherentitiesto achieve a
commonpurposeor simply their own goals. Cooperationcanbe communicative
in thattheagentscoordinatethroughcommunication.Alternatively, it canbenon-
communicative [DFJN97]whereagentscoordinatethroughobservation. In delib-
erativecommunicatingsystems,agentsjointly plantheir actionssoasto cooperate
with eachother.

� Competitivity . Deliberative negotiating systems[DFJN97] are like deliberative
systems,exceptthey have anaddeddoseof competition.Here,thesuccessof one
agentimpliesthefailureof others.

Availability . Agentsthat offer servicesto otheragents(seefor instancethe FIPA stan-
dards[FIP01]) mustimplicitly or explicitly guardagainsttheinterruptionof theirservices.
Availability canactuallybeconsidereda sub-attributeof security[CNYM00]. Neverthe-
less,we dealwith it asa top-level softwarequality becauseof its increasingimportance
in multi-agentsystemdesign.

Fallibility-T olerance. A failure of oneagent(e.g., the inaccessibilityto broker agents
in [KC00]) neednot leadto thefailureof thewholesystem.In suchasituation,however,
thesystemneedsto checkthecompletenessandaccuracy of data,transactionsand�o ws.
To preventsystemfailure,differentagentscanhave similar or replicatedcapabilitiesand
refer to morethanonecomponentfor a speci�c behavior. Typically, in multi-agentsys-
temsfailuresof agentsdependson coordinationandinteractionswith externalsystems.
For instance,interferingamongagents'activities [Jen96],increasingnumbersof incom-
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ing agents[CDKDN98], alsoaoptionof differentstandards[FIP01].

Modularity [She98]increasesef�ciency of taskexecution,reducescommunicationover-
headandusuallyresultsin high �e xibility . On theotherhand,it requiresconstraintson
inter-modulecommunication.

Aggregability. Measuresthe degreeto which agentscan becomepartsof composite
agents.Aggregabilityentailssurrenderingof theindividualto thecontrolof thecomposite
entity. This control resultsin ef�cient taskexecutionandlow communicationoverhead.
However, it alsoimpactsadverselyon system�e xibility [SSPJ01].

2.4 Ar chitecturesfor Mobile RobotControl: A CaseStudy

This sectionpresentsthe applicationof the structure-in-5and joint venturestylesand
comparesthemto someconventionalarchitectures.We illustratethecomparisonwith the
classicalmobilerobotcasestudy– oftenusedin thesoftwareengineeringliterature(see
e.g.,[SG96])– for its simplicity andpedagogicaltraits.

Mobile robot control systemsmust dealwith externalsensorsandactuators.They
mustrespondin time commensuratewith theactivities of thesystemwithin its environ-
ment. Considerthe following activities [SG96] requiredfor an of�ce delivery mobile
robot: acquiringinput from a varietyof sensors,controllingthemotionof its wheelsand
othermoveableparts,alsoplanningits futurepaths.In addition,anumberof factorscom-
plicatetheexecutionof thesetasks:obstaclesmayblock the robot's path,sensorinputs
maybeimperfect,therobotmayrunoutof power, mechanicallimitationsmayrestrictthe
accuracy of its moves,therobotmayencounterunpredictableeventswith little time for
response.

2.4.1 ClassicalStyles

For sampleclassicalsolutions,we examinethreemajor conventionalarchitectures– the
layeredarchitecture[SGH+ 97], controlloops[LP90]andtasktrees[SGH+ 97] – thathave
beenimplementedon mobilerobots.

� Layered Ar chitecture. A classicallayeredarchitectureis depictedin Figure2.7.
At the lowestlevel, residethe robotcontrol routines(motors,joints, ...). Levels2
and3 dealwith the input from therealworld. They performsensorinterpretation
(theanalysisof thedatafromonesensor)andsensorintegration(thecombinedanal-
ysisof differentsensorinputs). Level 4 is concernedwith maintainingtherobot's
modelof the world. Level 5 managesthe navigation of the robot. The next two
levels,6 and7, scheduleandplan therobot's actions.Dealingwith problemsand
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replanningis alsopart of level 7 responsibilities.The top level providesthe user
interfaceandoverall supervisoryfunctions.

Supervisor

Global Planning

Control

Navigation

Real-World Modeling

Sensor Integration

Sensor Interpretation

Robot Control

Environment

Figure2.7: Mobile robotlayeredarchitecture[SG96]

� Control loop. A controllercomponentinitiates the robot actions. Sincemobile
robotshave responsibilitieswith respectto their operationalenvironment,thecon-
troller alsomonitorstheconsequencesof therobotactionsadjustingthefutureplans
basedon thereturninformation(Figure2.8).

� TaskTrees.

This architectureis basedon hierarchiesof tasks.Parenttasksinitiate child tasks.
For instance,thetaskGatherObjectinitiatesthetasksGoto Position, GrabObject,
Lift Object, thetaskGoto PositioninitiatesMoveLeftandMoveForward andsoon.
Thesoftwaredesignercande�ne temporaldependenciesbetweenpairsof tasks.An
exampleis: ”Grab ObjectmustcompletebeforeLift Objectstarts.” Thesefeatures
permitthespeci�cationof selectiveconcurrency.

2.4.2 OrganizationalStyles

Wearedevelopingorganizationalarchitecturesfor aminiatureof�ce deliveryrobotusing
theLego R
 MindstormsRoboticsInventionSystems[Leg02] andtheLegologprogram-
ming platform[LP00] basedon theGologPlanner[LRL + 97]. Currently, we aretesting
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Figure2.8: Mobile robotcontrollooparchitecture[LP90]

two architecturesworking with abstractionsthatareakin to thoseencounteredin thelay-
eredarchitecture:thestructure-in-5andthejoint-venture.

� Structure-in-5. Figure2.9 depictsa structure-in-5robot architecturein i* . The
moveablepartscontrollercomponentis the operationalcoremanagingthe robot
motors,joints, wheels,etc. TheGlobalPlanneris thestrategic apex planningand
schedulingtherobot's mission.Thesensorscomposethesupportcomponentcap-
turing realworld raw informationfrom hardwaremultiple sensorsandintegrating
it into acoherentreal-timeinterpretationfor theNavigatorcomponent.It alsogives
direct externalfeedbackto the MoveablePartsController. The RealWorld Mod-
eler is thetechnostructureconcernedwith planningthemissionpaths,establishing
andmaintainingthe robot's modelof the world andcheckingthe robot's mission
environmentto ensurepredictability management.The Navigator is the middle
agency component,the centralintermediatemodulecoordinatingthe movements
of therobotto assumefailability toleranceandadaptabilitymanagement.

� Joint Venture. Following the style depictedin Figure2.6, the robot architecture
in Figure2.10is organizedarounda joint managerassumingtwo roles:thecontrol
interfacerole de�nes the robot's missionand quality strategies, i.e., predictabil-
ity, adaptabilityandfailability tolerance;thecoordinatordealswith coordinativity
supervisingtheotheragentcomponents:a plannerde�ning themissionplanning,
a monitorsobservingandcheckingthe environmentfor landmarks,a motor con-
troller to run therobot's partsanda perceptorsubsystemthatreceivessensorsdata
andinterpretsit. Eachof thesecomponentsalsointeractdirectly with eachother
to exchangeinformation: the Motor Controllerreceivesdirect feedbackfrom the
perceptor, planningupdatesfrom the plannerandadjustdynamicallythe robot's
moveswith respectto informationprovidedby the Monitor that is alsoproviding
theperceptorwith real-timemissioninformation.
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Figure2.9: A structure-in-5mobilerobotarchitecture

2.4.3 Agent SoftwareQualities and Evaluation

With respectto theactivitiesandfactorsenumeratedabove,weadoptthefollowing qual-
ities for anof�ce deliverymobilerobot'sarchitecture[SG96].

� SQ1- Coordinability . A mobilerobothasto coordinatetheactionsit deliberately
undertakestoachieveits designatedobjective(e.g.,collectasampleof objects)with
thereactionsforcedon it by theenvironment(e.g.,avoid anobstacle).

� SQ2- Predictability. All thecircumstancesof therobot's operationwill never be
fully predictable.Thearchitecturemustprovideaframework whereintherobotcan
actevenwhenfacedwith incompleteor unreliableinformation(e.g.,contradictory
sensorreadings).

� SQ3 - Failability-T olerance. The architecturemust prevent the failure of the
robot's operationand its environment. Local problems- suchas reducedpower
supply, dangerousvapors,or unexpectedlyopeningdoors– shouldnot necessarily
imply thefailureof themission.

� SQ4 - Adaptability . Application developmentfor mobile robotsfrequentlyre-
quiresexperimentationand recon�guration. Moreover, changesin robot assign-
mentsmayrequireregularmodi�cations.
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Figure2.10:A joint venturemobilerobotarchitecture

We evaluateeachof the � ve styles- control loop, layeredarchitecture,task trees,
structure-in-5andjoint-venturedescribedin Sections2.4.1and2.4.2with respectto the
four agentsoftwarequalityattributesidenti�ed above.

� Coordinability .

Thesimplicity of thecontrol loop is a drawbackwhendealingwith complex tasks
becauseit offersno leveragefor decomposingthesoftwareinto morespeci�c co-
operativeagentcomponents.
The layeredarchitecturestyle suggeststhat servicesand requestsare passedbe-
tweenadjacentagentlayers.However, informationexchangeis actuallynotalways
straight-forward. Commandsandtransactionsmayoftenneedto skip intermediate
layersto establishdirectcommunicationandcoordinatebehavior.
A tasktreepermitsa clear-cut separationof actionandreaction.It alsoallows in-
corporationof concurrentagentsin its modelthatcanproceedat thesametime to.
Unfortunately, componentshave little interactionwith eachother.
Unlike thepreviousarchitectures,thestructure-in-5separatesthedata(sensorcon-
trol, interpretedresults,worldmodel)fromcontrol(motorcontrol,navigation,schedul-
ing, planningand user-level control). The architectureimproves coordinability
amongcomponentsby differentiatingboth hierarchies- datais implementedby
thesupportcomponent,while controlis implementedby theoperationalcore,tech-
nostructure,middleagency andstrategic apex - asshown in Figure2.9.
In thejoint venture,eachpartnercomponentinteractsthroughthejoint managerfor
strategic decisions.Componentsindicatetheir interest,andthejoint managerpro-
videsthemwith neededinformationdirectly, or mediatesrequeststo otherpartner
componentsfor suchinformation.
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� Predictability.

Thecontrolloopreducestheunpredictablethroughiteration.Actionsandreactions
limit possiblebehaviors at eachturn. Unfortunately, whenmoresubtlestepsare
needed,thearchitectureoffersno framework for delegatingthemto separateagent
components.
In the layeredarchitecture,the existenceof abstractionlayersaddressesthe need
for managingunpredictability. Whatis uncertainat thelowestlevelsbecomesclear
with addedknowledgeathigherlayers.How tasktreesaddresspredictabilityis less
clear. If imponderablesexist, a tentative task treecanbe built, to be adaptedby
exceptionhandlerswhenthe assumptionsit is basedon turn out to be erroneous.
Like in the layeredarchitecture,theexistenceof differentabstractionlevels in the
structure-in-5addressestheneedfor managingunpredictability. Besides,contrary
to thelayeredarchitecture,higherlevelsaremoreabstractthanlower levels: lower
levelsonly involve resourcesandtaskdependencieswhile higheronesproposein-
tentional(i.e.,goalandsoftgoal)relationships.In thejoint-venturestyle,thecentral
positionandroleof thejoint manageris ameansfor resolvingcon�icts andprevent
unpredictabilityin therobot'sworld view andsensordatainterpretation.

� Failability-T olerance.

In thecontrolloop,thisqualityis supportedin thesensethatits simplicitymakesdu-
plicationof componentsandbehavior easyandreducesthechanceof errorscreep-
ing into thesystem.
In the layeredarchitecture,failability-tolerancecould be served by incorporating
many checksandbalancesat differentlevels into thesystem.However, thedraw-
backof thisstyleis thatcontrolcommandsandtransactionsmayoftenneedto skip
intermediatelayersto checksystemstateandbehavior.
With tasktrees,exception,wiretappingandmonitoringfeaturescanbe integrated
to take into accounttheneedsfor integrity, reliability andcompletenessof data.
In thestructure-in-5,checksandcontrolmechanismscanbeintegratedat different
abstractionslevelsassumingredundancy from differentperspectives. Contraryto
the layeredarchitecture,checksandcontrolsarenot restrictedto adjacentlayers.
Besides,sincethe structure-in-5permitsto separatethe dataand control hierar-
chies,integrity of thesetwo hierarchiescanalsobeveri�ed independently.
Thejointureventure,throughits joint manager, proposesa centralmessageserver/
controller. Like in the task trees,exceptionmechanism,wiretappingsupervising
or monitoringcanbe supportedby the joint managerto guaranteenon-failability,
reliability andcompleteness.

� Adaptability .

In thecontrolloop, therobotcomponentsareseparatedfrom eachotherandcanbe
replacedor addedindependently. Unfortunately, precisemanipulationhasto take
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placeinsidethecomponents,at a level detailthearchitecturedoesnotshow.
In the layeredarchitecture,the interdependenciesbetweenlayersprevent the ad-
dition of new componentsor deletionof existing ones. The fragile relationships
betweenthelayerscanbecomemoredif�cult to decipherwith change.
Tasktreesmake incrementaldevelopmentandreplacementof componentstraight-
forwardthroughtheuseof implicit invocation:it is oftensuf�cient to registernew
components,andexistingonesneednot feel theimpact.
The structure-in-5separatesindependentlyeachtypical componentof the robot
architectureisolating themfrom eachotherandallowing dynamicmanipulation.
Sincethestructure-in-5is restrictedto no morethan5 majorcomponents,aswith
thecontrolloop,morere�ned tuninghasto takeplacewithin thesecomponents.
In thejoint venture,manipulationof partnercomponentscanbedoneeasilyby reg-
isteringnew componentsto the joint manager. However, sincepartnerscanalso
communicatedirectly with eachother, existing dependenciesshouldbeupdatedas
well. Thejoint managercannotberemoveddueto its pivotal role.

Table2.2summarizesthestrengthsandweaknessesof the� vearchitecturesincluded
in thestudy. Following notationsusedby theNFR (nonfunctionalrequirements)frame-
work [CNYM00], +, ++, –, – –, +- respectively modelpartial/positive,suf�cient/positive,
partial/negative,suf�cient/negativeandpositive-or-negativecontributions.

Loop Layers TaskTree S-in-5 Joint-Vent.
Coordinability - - +- ++ ++
Predictability +- + +- + ++

Failability-Tol. + +- + + +
Adaptability +- +- + + +-

Table2.2: StrengthsandWeaknessesof RobotArchitectures

The layeredarchitectureoffers a clear picture of to the componentsexpectedin a
robot. Theothertwo classicalarchitectures(control loop andtasktrees)de�ne no func-
tionalcomponentsandconcentrateonthedynamics.Theorganizationalstyles(Structure-
in-5 andJointVenture)focuson how to organizecomponentsexpectedin a robot. They
alsomakecleartheintentionalandsocialdependenciesgoverningthesecomponents.On
the basisof theseconsiderations,we can argue that the Structure-in-5and the Joint-
Venture�t bettersystemsandapplicationsthat needopenandcooperative components
- suchasthemobilerobotexample- becausethey arepatternsgovernedby organizational
principles.

2.5 RelatedWork

Theorganizationalperspective hasbeenincreasinglyacceptedwithin theMAS commu-
nity, andmathematicalandcomputationalmethodshave beenprogressively usedto de-
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velopabetterunderstandingof thefundamentalprinciplesof organizingMAS [Les99].

In [Fox81] Fox introducesthe ideaof usingorganizationasa metaphorthat canbe
usefulin helpingto describe,study, anddesigndistributedsoftwaresystems.In particular,
headoptsresultsfrom ManagementScienceto identify ef�cient agentorganizations.Our
work differsfrom his in that it focuseson how to useconceptsfrom organizationtheory
to modelmulti-agentorganizationandhow to applysuccessfulorganizationstructuresfor
MAS design.

The motivationsof our work alsohave similaritieswith anddifferencesfrom work
by Zambonelliet al. [ZJW00]. This work proposesto useagentrolesandrole models
to specifyanddesignmulti-agentsystems.Our approachis consistentwith their ideaof
usingorganisationalstructuresandorganisationalpatterns,that arenot just a collection
of roleswithout any high-level structureasin [FG98]. However, theproposedstylesare
different.

Amongothers,TAEMS(TaskAnalysis,EnvironmentModelingandSimulation)[Dec95]
offersamodelingframework for representingcoordinationproblemsin aformal,domain-
independentway. A TAEMS modelcanbeusedfor both theanalysisandsimulationof
coordinationalgorithms,andalsoto designorganizationalstructures.Although,TAEMS
canbe extremelyuseful for detaileddesign(modelingsophisticatedcapabilities,alter-
native methods,activity-relatedeffects,andcomplex interactions),it is not suitablefor
architecturaldesign,wheremoreabstractconcepts,suchasactor, goalandstrategic de-
pendenciesareneeded.

Otherresearchwork onmulti-agentsystemsofferscontributionsonusingorganization
conceptssuchasagent(or agency), group,role,goals,tasks,relationships(or dependen-
cies)to modelanddesignsystemarchitectures.

Aalaadin[FG98] usesconceptssuchasagent, group, androle to modelthe organi-
zationalstructureof multi-agentsystems.In this work, differenttypesof organizational
behavioral requirementpatternshave beende�ned andformalized. Similarly, the Gaia
methodology[WJK00] usesrole and interactionmodelsareusedfor analyzingsystem
structure.Theorganizationof thesystemis viewedasacollectionof roles,thatstandin a
certainrelationshipto eachother, andtakepartin systematic,institutionalizedpatternsof
interactionswith otherroles.Themaindifferencewith our approachis that in bothGaia
andAalaadin,goalsarenotpartof theorganizationdescription.

Multi-agentorganizationtheory[KG98] usescomponentssuchasscenario,organiza-
tional position,goal, plan,membership,andconstraintsto specifyorganizationalstruc-
ture. Although, the theorycanbe usedfor designingmulti-agentsystems,its principle
aim is to extendorganizationtheoryto thedesignandcontrolof multi-agentsystems.In
particular, a theorythatallows thedesignerto embedthedesignof intelligentagentsand
multi-agentssystemsinto organizationaldesign.

Finally, otherresearchresultsin multi-agentorganizationaldesignincludesSelf- or-
ganizationDesign[IGY92] andTeamwork Models[LCN90].
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Self-organizationdesignis basedon theideaof having anorganizationwhereoneor
morememberscanmonitortheorganizationalstructure's effectivenessin directingorga-
nizationalactivities, designnew organizationalstructuresappropriateto new situations
andevaluatepossibleorganizationsandselectthe bestone,andimplementandexecute
the new structureover the network while preservingthe network's problemsolving ac-
tivities. [SD94, SD96] proposea predictive modelof Task-Organization-Performance,
which, givena task,allows oneto generatethepossibleorganizationsto solve theprob-
lem,andevaluateeachalternative.

Teamwork models[Tam96],basedon the joint intentionsframework introducedin
[LCN90], allow thedesignof multi-agentsystemswhereindividual agentsareprovided
with anexplicit representationof theteamgoalsandplans,anunderlyingexplicit model
of teamactivity.
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Chapter 3

Security and Trust Requirements
Engineering for Organizational
Structur es

3.1 Security RequirementsEngineering: A Survey

Strictly speakingof SoftwareEngineering,modellingrequirementsis oneof thekey chal-
lengesthat securesystemsmust meet(SeeDevanbu and Stubblebine's paperat ICSE
[DS00]) anda numberof researchershave beenheedingthecall. Proposalsfor Security
RequirementsEngineeringcanbe classi�ed underoneof two classes:object-level and
meta-level modelling.

Theobject-level modelling usesanoff-the-shelvesrequirementframework, suchas
UML, KAOS,i*/T ropos,etc.andmodelin thatframework a numberof securityrequire-
ments.Theanalysisfeaturesof the framework arethenusedto draw conclusionsabout
thesecuritymodellingor to derivesomeguidancefor theimplementation.

The advantageof the object-level approachis that reasoningaboutsecurityis virtu-
ally cost-freefrom the view point of the user: no new languageto learn,all (goodand
bad)featuresof the modellingframework are immediatelyusable. If the framework is
equippedwith a formal semanticsandformal reasoningproceduresthey arealsoinher-
ited. In the formal framework the “security-notions”are indistinguishablefrom other
objects,i.e., otherrequirements.This is alsothe major disadvantage:the link between
securityandfunctionalrequirementsis lost andmustbeintroducedby ad-hocpredicates
or relationshipsby thedesigner. Thismakesparticularlydif�cult themodellingof general
relationshipsor rules(suchasall processingof personaldatashouldbeauthorizedby the
personwhosedatais beingprocessed).

In theearlyrequirementarenaswecanlist anumberof worksin theobject-level �eld.
For instance,in [Zav97] securityis frequentlyconsideredasa vaguegoalto besatis�ed,
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while a precisedescriptionandenumerationof speci�c securitypropertiesandbehavior
is still missing.Thework by Liu etal. [LYM03] usesi*/T roposfor dealingwith security
andprivacy requirementsby introducingsoftgoal1, as“Security” or “Privacy”, to model
thesenotions,andusedependenciesanalysisto checkif thesystemis secure.In [AE04,
AER02],generaltaxonomiesfor securityandprivacy areestablished.Thesecanserveas
a generalknowledgerepositoryfor a knowledge-basedgoalre�nementprocess.Another
earlyREexampleis [TOP02], which presentsa requirementsprocessmodel,basedupon
reuse,togetherwith a reusabletemplateto organizesecuritypolicies in a organization
anda catalog�lled with reusablepersonaldatasecurityrequirements.Finally, He et al.
[HA03] presenta goal-drivenframework for modellingprivacy requirementsin the role
engineeringprocess.Thegoalof this framework is to bridgethegapbetweencompeting
stakeholders'securityandprivacy requirements,i.e., companies'privacy practicesmay
be in con�ict with userpreferences.Privacy requirementsaremodelledascontexts and
constraintsof permissionsandroles.

Themeta-level modelling takesa off-the-shelvesrequirementframework aswell as
object-level modelling approach,but enhanceit with linguistic constructsthat capture
securityrequirements.Theanalysisfeatureor implementationguidanceof theframework
mustthenberevisedto allow for thenew features.

The meta-level modelstradeoff readinessfor expressivity and compactness.The
additionof suitableconstructsmakesusuallythemodelmorecompactandmoreintuitive
to use. This main advantageis coupledby thepossibilityof designinganalysisfeatures
that are tailored to the securitydomain. This is also the key disadvantage:unlessthe
additionof new featuresis carefullyplanned,thenew framework needsthede�nition of
analysis,semanticsandreasoningprocedures.To minimize this problemmostsensible
approachestry to designthe framework in sucha way that if onedoesn't usethe new
featuresthenonecanstill inherit all theold framework capabilities.

The needfor conceptualmodelsof securityfeatureshave broughtup a numberof
proposalsespeciallyin UML community. In approachesexplicitly intendedfor security,
we�nd theCORASmethodologyfor modellingrisk andvulnerability[FKS+ 02]. Jürjens
proposesUMLsec[Jür04], anextensionof theUni�ed Modelling Language(UML), for
modellingsecurityrelatedfeatures,suchascon�dentiality andaccesscontrol. He pro-
posesa conceptfor specifyingrequirementson con�dentiality andintegrity in analysis
modelsbasedon UML. Lodderstedtetal. [LBD02] presentaUML-basedmodellinglan-
guage(SecureUML).Theirapproachis focusedon modellingaccesscontrolpoliciesand
integrating them into a model-driven software developmentprocess. SecureUMLis a
modellinglanguagedesignedto integrateinformationrelevant to accesscontrol into ap-
plicationmodelsde�ned with UML. Thelanguagebuilds on theaccesscontrolmodelof
RBAC [FSG+ 01, JP95,OSM00, SCFY96] with additionalsupportfor specifyingautho-
rizationconstraints.

To addresssecurityconcernsduringsoftwaredesign,Doanetal. [DDTK04] incorpo-

1Mostly non-functionalrequirementswassatisfactionis fuzzy.
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rateMandatoryAccessControl(MAC) into UML. Rayetal. [RLFK04] proposeto model
RBAC asa patternby usingUML diagramtemplate.Further, they representconstraints
onRBAC modelthroughtheObjectConstraintLanguage.Oneof themajorlimitationsof
all theseproposalsis thatthey treatsecurityin system-orientedterms,anddonot support
the modellingandanalysisof securityrequirementsat an organizationallevel. In other
words,they aretargetedto modela computersystemandthepoliciesandaccesscontrol
mechanismsit supports.In contrast,to understandthe problemof securityengineering
weneedto modeltheorganizationandsocialrelationshipsbetweenall actorsinvolvedin
thesystem.

For early requirements,a preliminarymodi�cation of Troposmethodologyhasbeen
proposedin [MGM03]. In particular, this extensionusesecurityconstraintsandsecure
capabilitiesasbasicconcepts.However, [GMM03b] shows thatthekey missingconcept
is the separationof the notionsof offering a serviceand ownershipof the very same
service.Further, it doesnotallow for themodellingof trustrelationships.

Otherapproachesproposeto modelthebehavior of attackers.Crooket al. [CILN02]
introducethe notion of anti-requirementsto representthe requirementsof maliciousat-
tackers.Anti-requirementsareexpressedin termsof theproblemdomainphenomenaand
arequanti�ed existentially: ananti-requirementis satis�edwhenthesecuritythreatsim-
posedby theattackerarerealizedin any oneinstanceof theproblem.Lin etal. [LNI + 03]
incorporateanti-requirementsinto abuseframes.Thepurposeof abuseframesis to repre-
sentssecuritythreatsandto facilitatetheanalysisof theconditionsin thesystemin which
a securityviolation occurs.They allow the examinationof a system's vulnerabilitiesto
differentkindsof securitythreatsin aboundedcontext. Abuseframessharethesameno-
tationasthenormalproblemframes,but eachdomainis now associatedwith a different
meaning.McDermottandFox adaptusecases[MF99] to captureandanalyzesecurity
requirements,andthey call the adaptionan abusecasemodel. An abusecaseis an in-
teractionbetweena systemandoneor moreactors,wherethe resultsof the interaction
areharmfulto thesystem,or oneof thestakeholdersof thesystem.GuttormandOpdahl
[SO05]proposetomodelsecuritybyde�ning misusecases,theinverseof UML usecases,
which describefunctionsthat thesystemshouldnot allow. This new constructmakesit
possibleto representactionsthat the systemshouldprevent togetherwith thoseactions
which it shouldsupport.Moving towardsearlyrequirements,anextensionof theKAOS
framework is presentedin [vL00] wherethenotionof obstacleis introduced.KAOSuses
the notion of goal asa setof desiredbehaviors. Likewise, an obstaclede�nes a setof
undesirablebehaviors. Therefore,the negationof suchobstaclesis usedto determine
preconditionsfor thegoalto beachieved. Althoughobstaclearesuf�cient for modelling
accidental,non-intentionalobstaclesto securitygoals,they appeartoo limited for mod-
elling andresolvingmalicious,intentionalobstacles.To this end,vanLamsweerdeet al.
[vBDJ03] introducethenotionof anti-requirementsandanti-goalsthatare,respectively,
therequirementsof maliciousattackersandtheintentionalobstaclesto securitygoals.
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3.1.1 Towardsa “Terra Incognita”: Why aNewMethodologyisNeeded

Mostproposalsin theliteraturefocusonprotectionaspectsof securityandexplicitly deal
with aseriesof securityservices(integrity, availability etc.)andrelatedprotectionmech-
anisms(suchaspasswords,or cryptographicmechanisms).If we look at therequirement
re�nementprocessof many proposals,we �nd out that at certainstagea leapis made:
we have a systemwith no securityfeaturesconsistingof high-level functionalities,and
thenext re�nementshows encryption,accesscontrolandauthentication.Themodelling
processshouldinsteadmakesit clearwhy encryption,accesscontrolandauthentication
arenecessary. Whatis missingis capturingthehigh-level securityrequirements,without
gettingsuddenlyboggeddown into securitysolutionsor cryptographicalgorithms.

Earlyrequirementsrequiresto reasonabouttrustrelationships,ownershipanddelega-
tion of authoritybesidesthetraditionalnotionof functionaldependencies.The�rst step
in this direction is describedthe papers[GMMZ04c, GMMZ04d] which extendedthe
i*/T roposmodellingframework [BGG+ 04b] to introducesconceptssuchasownership,
trust,anddelegationwithin arequirementsmodellingframework andshowshow security
andtrustrequirementscanbederivedandanalyzed.

After a large casestudy on the complianceof an ISO-17799-like security policy
[MPZ05] with Italian privacy legislation,it wasconcludedthat the conceptsofferedby
SecureTroposaretheright onesbut aretoo coarse-grainedto captureimportantsecurity
facets.

The �rst observation is that for pragmaticreasons,it is often the casethat services
andpermissionsaredelegatedto actorswho arenot trusted. Nevertheless,the overall
systemis still consideredsecureif thereis away to holdsuchdelegationsaccountableby
monitoringtheir (wrong)doings.

Thesecondobservationis that trust in actors(or lack thereof)comesin different�a-
vors: we may trust an actor to actuallydeliver the serviceswe require(taking into ac-
countskills and/orcommitment),or to honorgrantedpermissions.In trustmanagement
andauthorizationsettings(e.g. [Aur98, DeT02,LGF03]) oneonly �nds delegationsof
permission(throughauthorization).Requirementsof availability areequallyimportant,
however, andcanonly becapturedby modellingdelegationof execution(whereoneactor
delegatesto anothertheresponsibilityto executeaservice).

Finally, in a recentstudy, the majority of InformationSecurityAdministratorssaid
that their biggestworry is employeenegligenceandabuse[Pon03]. Internalattackscan
bemoreharmfulthanexternalattackssincethey arebeingperformedby trustedusersthat
canbypassaccesscontrolmechanisms.So,weneedmodelsthatcomparethestructureof
theorganization(rolesandrelationsamongthem)with theconcreteinstanceof theorga-
nization(agentsplayingsomerolesin theorganizationandrelationsamongthem). The
original Troposproposalinvolvestwo differentlevelsof analysis:socialandindividual.
In the organizationlevel we analyzerolesandpositionsof the organization,whereasin
individual level the focusis on singleagents.Of coursethereis no explicit separation
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betweenthetwo levels,andsoTroposis notableto maintaintheconsistency betweenthe
sociallevel (rolesandpositions)andtheindividual level (agent).

3.2 SecureTropos:a Goal Oriented SREMethodology

SecureTropos[GMMZ04c, GMMZ04d] enhancestheagent-orientedsoftwaredevelop-
mentmethodologyi*/T ropos[BGG+ 04b]. TheTroposmethodologyis intendedto sup-
portall analysisanddesignactivitiesin thesoftwaredevelopmentprocess,from theappli-
cationdomainanalysisdown to thesystemimplementation.In particular, Troposrestson
theideaof building amodelof thesystem-to-beandits environment,thatis incrementally
re�ned andextended,providing acommoninterfaceto thevarioussoftwaredevelopment
activities,aswell asabasisfor documentationandevolutionof thesoftware.

Troposusesthe conceptsof actor, goal, plan, resourceand social dependency for
de�ning theobligationsof actors(dependees)to otheractors(dependers).A goal repre-
sentsthestrategic interestsof anactor. A planspeci�esa particularcourseof actionthat
producesa desiredeffect, andcanbeexecutedin orderto satisfya goal. A resourcerep-
resentsa physicalor an informationalentity. Finally, a dependency betweentwo actors
indicatesthatoneactordependson anotherto accomplisha goal,executea plan,or de-
livera resource.Troposis well suitedto describebothanorganizationandanIT system.
As wealreadydiscussed,in [GMM03b] wehavearguedthatit lackstheability to capture
at the sametime the functionalandsecurityfeaturesof the organization,andhencethe
new proposal.

For adetaileddescriptionof theTroposmethodology, see[ea06].

In the following, we introduceSecureTroposas an extensionof the requirements
analysisphaseof the TroposMethodology. Basicconcepts,relationships,andmodels
will bepresentedalongthemethodologicalapproachandthemodellingactivities.

3.2.1 The keyconcepts

Nearthe basicconcepts/relationshipsin Tropos(Actor, Goal, Plan, Resource andDe-
pendency), four new relationshipshavebeenintroducedin SecureTropos:

� Ownership, which indicatesthat the actor is the legitimateowner of somegoal,
someplan,or someresource.The ownerhasfull authorityconcerningto achieve
hisgoal,executehisplan,or usehisresource,andhecanalsodelegatethisauthority
to otheractors.

� Provisioning, whichindicatesthattheactorhasthecapabilityto achievesomegoal,
executesomeplan,or delivera resource.
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� Trust, betweentwo actors,which indicatesthebelieve of oneactorthat theother
doesnot misusesomegoal, someplan, or someresource. The former actor is
calledthe truster, while the latter is called the trustee. The objectaroundwhich
thedependency centersis calledtrustum. In general,by trustinganotheractorfor
a trustum,anactoris surethat thetrustumis properlyused.At thesametime, the
trusterbecomesvulnerable. If the trusteemisusesthe trustum,the trustercannot
guaranteeto achievesomegoal,executesomeplan,or delivera resourcesecurely.

� Delegation, betweentwo actors,which indicatesthat one actor delegatesto the
otherthe permissionto achieve somegoal, executesomeplan,or usea resource.
The former actor is called the delegater, while the latter is called the delegatee.
The objectaroundwhich the dependency centersis calleddelegatum. In general,
delegationmarksa formal passagein thedomainthat is currentlymodelledby the
requirementsengineers.This would be matchedby the issuanceof a delegation
certi�cate suchasdigital credentialor a letterif wearedelegatingpermissionor by
acall to anexternalprocedureif wearedelegatingexecution.

3.2.2 Modelling activities

Variousactivities (Actor modelling, Dependencymodelling andGoal and plan mod-
elling) contribute to the acquisitionof a �rst early requirementmodel,to its re�nement
andto its evolution into subsequentmodels.

Therevisedmethodologyintroducesnew stepsthatreplacestheold ones:

� Trust modelling which consistsof identifying actorswhich trust otheractorsfor
goal, plans,and resources,andactorswhich own goal, plans,andresources.In
particular, in the early requirementphase,it focuseson modelling trust relations
betweensocialactorsof theorganizationalsetting.New trust relationsareelicited
andaddedto themodeluponthere�nementactivitiesdiscussedabove. During late
requirementsanalysis,trust modellingfocuseson analyzingthe trust relationsof
thesystem-to-beactor.

� Delegationmodelling which consistsof identifyingactorswhich delegateto other
actorsthepermissionandtaskof executionon goals,plans,andresources.In par-
ticular, in theearlyrequirementphase,it focusesonmodellingdelegationsbetween
socialactorsof theorganizationalsetting.New delegationsareelicitedandaddedto
themodeluponthere�nementactivitiesdiscussedabove. During laterequirements
analysis,delegationmodellingfocuseson analyzingthedelegationsinvolving the
system-to-beactor.

A graphicalrepresentationof themodelsobtainedfollowing theselasttwo modelling
activities is given throughtwo differentkinds of actordiagrams:trust model, andtrust
managementimplementation. Essentially, the�rst representsthetrustnetwork amongthe
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Activity Diagramsproduced
1. Actor modelling Actor diagram:actorsandtheir goalsareelicited
2old. Dependency modelling Actor diagram:dependenciesbetweenactorsarediscovered
2a. Trustmodelling Trustdiagram:trustrelationshipsbetweenactorsarediscov-

ered
2b. Delegationmodelling Trustmanagementimplementationdiagram:delegationsbe-

tweenactorsaremodelled
3. Goalmodelling Goaldiagram:actorgoalsareanalyzed
4. Planmodelling Goaldiagram:plansassociatedto goalsareanalyzed

Table3.1: Activitiesanddiagramsproducedduringtheanalysisprocess

actorsinvolvedin thesystemandthe latter representswhich permissionsareeffectively
delegatedby actorsandwhich actorsreceive suchpermissions.Thesemodelsusethe
samenotationfor actors,goals,plansandresourceusedduring dependency modelling.
Theold dependency modelis replacedby thedelegationof executionmodel.

3.2.3 Process

Theoverall methodologicalprocessis an iterative processin which theabove presented
modellingactivities areusedto producedifferentkindsof actorandgoaldiagrams.Ta-
ble 3.1 summarizesthe processactivities and the diagramselaboratedin eachactivity.
Thediagramsproducedin oneactivity areusedasinput for theotheractivities.

The processstartswith the actormodellingactivity (1) in which the relevant actors
(stackholdersand existing software (sub)systems)are elicited and modelledwith their
goals.Theactordiagramproducedafter this activity is usedasinput for thedependency
modellingactivity (2old),wherethedependenciesbetweentheactorsarediscoveredand
established.The resultingactordiagramcanbe eitherusedto further revise the initial
actordiagramor as input for the next activity (3). Goal modelling focuson the goals
associatedto eachactorof theactordiagramandit analyzesthemusingvariousformsof
analysisasdescribedearlier. During theanalysisnew dependenciescanbediscoveredso
to revise andenrichthe modelproducedin (2). Goal diagramis alsousedasinput for
planmodellingactivity (4), whereeachsinglegoal is analyzedin termsof plansthatcan
beusedfor its ful�llment. Plansareanalyzedin detailsandnew dependenciesbetween
actor can emerge so to requirea new dependency analysis(2old). In the new model
we startwith the trust model(2a),which in turn canrequirea furthergoal analysis(3).
Dependency canthenbe devisedby asin step(2old) by modellingdelegationandtrust
(if any). Thismayrequirefurthergoalanalysis(3) asin thestandardTroposproject.The
�nal trustmodelis usedto developthetrustmanagementimplementationfor permission
(2b),that�nally canbeusedto revisethedelegationof executionmodel(2b)andthetrust
model(2a).Theprocessendswhenno furtheranalysisareneeded.
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3.3 Using SRE for Compliancewith Data Privacy Legis-
lation

To instantiatesomeof theabovementionedconceptsweshow somefragmentsof acom-
plex casestudy: thecomplianceto theItalian legislationon Privacy andDataProtection
by theUniversityof Trento,leadingto thede�nition andanalysisof an ISO-17799-like
securitymanagementscheme(we refer to [MPZ05] for moredetials).The�nal EU and
Italian legislationsystematizedthenormson privacy anddataprotectionby specifying

� thede�nitions of personaldata,sensitivedata,anddataprocessing,

� thede�nitions of all entitiesinvolvedin dataprocessing,their rolesandresponsi-
bilities (controller, processor, operator, subject),

� theobligationsrelatingto publicandprivatedatacontrollerswith speci�c reference
to the legitimatepurposeof dataprocessingandthe adoptionof minimal precau-
tionarysecuritymeasuresto minimizetherisksondata.

3.3.1 Modelling Actors

The�rst activity in theearlyrequirementsphaseis actors'modelling.In ourexamplewe
canlist someof them:

Data Controller determinesthepurposesandmeansof theprocessingof personaldata.
In theUniversity, thedatacontrolleris identi�ed with Chancellor(asthepost-holder
is alsothelegal representativeof theUniversity).

Data Processormonitorspersonaldataprocessingon behalf of the controller. In the
University, theseare:

� FacultyDeans;

� Headof Department;

� CentralDirectorateManagers,andin particularwith:

– ChiefExecutiveOf�cer (CEO);
– Chief InformationOf�cer (CIO).

Data ProcessingOperator is appointedby the datacontrolleror processorto perform
theoperationsrelatedto thedataprocessingor to manageandmaintainthe infor-
mationsystemsandservices.At Universityof Trento,theseare:

� PersonalDataProcessingOperator;

� DatabaseSecurityOperator;
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Figure3.1: Actor Diagrams

� Network SecurityOperator.

Data Subject is thenaturalor legalpersonto whomthepersonaldataarerelated.In the
SecureTroposterminology, this is thelegitimateownerof thedata.

3.3.2 Modelling Dependenciesand Delegation

Theanalysisproceedsintroducingthefunctionaldependenciesandthedelegationof per-
missionbetweenactorsand the consequentintegratedsecurityand functional require-
ments. Figure3.1(a)andFigure3.1(b)show the functionaldependency modelandthe
trust managementimplementation.We usedelegationof permission(Dp) to modelthe
actualtransferof rights in someform (e.g. a digital certi�cate, a signedpaper, etc.),and
D for functionaldependency.

In the functionaldependency model,Chancelloris associatedwith a singlerelevant
goal: guaranteecorrect data processingexecution, while CEO hasan associatedgoal
compliancewith legal requirements. Along similar lines,Data ProcessorandData Pro-
cessingOperator wantto complywith internalordersandregulation, while CIO, wantsto
guaranteelaw enforcement. Finally, thediagramincludessomefunctionaldependencies:
Data Subjectdependson Chancellorfor privacyprotectiongoal;Chancellordependson
Data ProcessorandData ProcessingOperator to performdataprocessing; and,in turn,
DataProcessordependson DataProcessingOperator for it.

In theactordiagram,Chancelloris associatedwith a singlerelevantgoal: guarantee
correct data processingexecution, while CEO hasan associatedgoal compliancewith
legal requirements. Along similar lines,Data ProcessorandData ProcessingOperator
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want to complywith internal orders andregulation, while CIO, wantsto guaranteelaw
enforcement. Finally, the diagramincludessomedelegationsof execution: Data Sub-
ject delegatesto Chancellorthe goal privacy protection; Chancellordelegatesto Data
ProcessorandData ProcessingOperator thegoalperformdataprocessing; and,in turn,
DataProcessordelegatesit to Data ProcessingOperator.

In thetrustmanagementimplementationdiagram,Chancellordelegatespermissions
to performdata processingto Data ProcessorandData ProcessingOperator. In turn,
Data Processordelegatespermissionsto perform data processingto Data Processing
Operator.

At this stage,theanalysisalreadyrevealsa numberof pitfalls in theactualdocument
templateprovidedby theministry'sagency. Themostnotableoneis theabsoluteabsence
of functionaldependenciesbetweentheChancellorandtheCEO,who is actuallytheone
who runsthe administration.Suchfunctionaldependency is presentin the Universities
statutes,but nothere(anapparentlyunrelateddocument).

Anothermissingpartin thetrustmanagementimplementationis thedelegationof per-
missionfrom thedatasubject.Thiscanbealsoautomaticallyspottedwith thetechniques
developedin [GMMZ04d]. Somehow paradoxically(for a documenttemplateenactedin
ful�llment of a DataProtectionAct) the processof acquisitionof data(andthe relative
authorization)is neithermentionednor forseen.In practicethisgapis solvedby theUni-
versity by a blanket authorization:in all the paperor electronicdatacollectionstepsa
signatureis requiredto authorizethe processingof datain compliancewith the privacy
legislation.

3.3.3 Goal Re�nement

In this chapter, we presenta goalanalysisfor Data Processorandrefer to [MPZ05] for
anaccurateanalysisof theotheractorsinvolvedin thesystem.

Figure3.2showsthegoalanalysisfor DataProcessor, relativeto thegoalcomplywith
internalordersandregulation. Thisgoalis decomposedinto providefor appointingdata
processingoperators, securitycontrol andadoptsecuritymeasuresfor which Data Pro-
cessordependson CIO andCEO. Thegoalprovidefor appointingdataprocessingoper-
ators is decomposedinto threegoals:identifydataprocessingoperators for which Data
Processordependson Data ProcessingOperator, give instructionsto data processing
operators for which Data ProcessingOperator dependson Data Processor, andenable
accesspro�le for which Data ProcessingOperator dependson Data Processorand,in
turn,DataProcessordependsonCIO. Thegoalenableaccesspro�le is decomposedinto
assignaccesspro�le , assignID and password which Data Processordependson CIO,
andcommunicatenameof securityoperators for whichCIO dependsonDataProcessor.
The goal securitycontrol is decomposedinto monitor securitymeasure applicationand
othergoals,suchascommunicatestaff vacationandupdateandcommunicateaccesspro-
�le , for whichCIO dependson DataProcessor, updateandcommunicateaccesspro�le .
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Figure3.3 shows the trustmanagementimplementationfor Data Processor. Thedi-
agramdisplaysthatData Processordelegatesmail with instructionsto Data Processing
Operator. Further, DataProcessordelegatesthelist of nameof securityoperators, list of
employeesin vacation, accesspro�le anddataprocessinginventoryto CIO. Finally, Data
Processorreceivesfrom CEOthelist of securitymeasures.
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3.4 The Plot Thickens:Re�ning Delegationand Trust

In this section,we introducea conceptualre�nement of the delegation and trust rela-
tionships,thatwill allow usto captureandmodelimportantsecurityfacets[GMMZ05c,
GMMZ05d].

In orderto explain theconceptualre�nementwewill useexamplesbasedon thecase
studypresentedin previoussection.For thesakeof readabilityweintroduceheredramatis
personae2 togetherwith therulesthey play:

Alice is anadministrativeof�cer, for exampleof theteachingevaluationof�ce;
Bob, Bert, and Bill arestudents;
Sam is (themanagerof) thestudentIT system;
Paul and Peter areprofessors.

3.4.1 ExecutionvsPermission

Example 1 Alice is interestedin gatheringdata on students'performance, for which
shedependson Sam. Bob ownshis sensitivepersonal information,such as his student
careers. Bob delegatespermissionto provide informationabouthis career to Samon
conditionthathis privacyis protected(i.e., his identityis not revealed).

In this scenario,thereis a differenceof relationshipbetweenAlice–SamandBob–
Sam.Thisdifferenceis dueto adifferencein thetypeof delegation.

Example 2 BobdelegatespermissiontoSamtoprovideonlytherelevantinformationand
nothingelse. Ontheotherhand,Alice, whowantsstudentdata,delegatestheexecutionof
hergoal to Sam.According to Alice, Samshouldat leastful�ll thegoalsherequires.She
is not interestedin whatSamdoeswith Bob's trust, apart fromgettingher information.
Themajorworry of Alice is availability whereasBobcaresaboutauthorization.In other
words,Alice's major concernswouldbethat tasksare delegatedto peoplethat canactu-
ally do them,whereasBobwouldbeconcernedthat subtasksare givento trustedpeople
whowill notmisusethepermissionsthey haveacquired.

If we want to checkfunctionalandsecurityrequirementsconsistency, it is essential
to distinguishbetweenthesetwo notionsof delegation.Weuseat-mostdelegationwhen
thedelegaterwantsthedelegateeatmostachievesthegoal,executetheplan,or furnishes
the resource.This is delegation of permission, wherethe delegateethinks “I have the
permissionto achievethegoal(but I donotneedto)”, whereasat-leastdelegationmeans
that thedelegaterwantsthedelegateeto achieve at leastthegoal. This is thedelegation

2This impersonationis actuallycloserto reality thanonemaythink: thelaw requirestheassignmentof
responsibilityof eachIT sub-systemto aperson.
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of execution. Thedelegateethinks,“Now, I have to getthegoalful�lled (let'sstartwork-
ing)”. In thepictorial representationof Fig. 3.4 we representtheserelationshipasedges
respectively labeledby Dp andDe.

Further, wewantto separatetheconceptsof trustanddelegation,aswemightneedto
modelsystemswheresomeactorsmustdelegatepermissionor executionto otheractors
they don't trust. Also in this caseit is convenientto have a suitabledistinctionfor trust
in managingpermissionandtrust in managingexecution.Themeaningof at-most trust
is thatanactor(truster)truststhatanotheractor(trustee)at mostful�lls thegoalbut will
not overstepit. Themeaningof at-leasttrust is thatanactor(truster)truststhatanother
actor(trustee)at leastful�lls thegoal.

Example 3 At-mosttrust is goodfor permissions:BobtrustsSamto remainwithin cer-
tain bounds.He maydelegateSammore permissionsthanactuallyneededbecauseSam
will not abusethem. At-leasttrust �ts execution.Alice believeSamcanaccomplishher
plansandpossiblymore.

Thenew SecureTroposconcepts“explain” theclassicalTroposdependency between
two actorsin termsof trustanddelegation(Fig. 3.5).

Indeed,thesemanticsassociatedto theTroposdependency statesthatthereis anactor,
thedependee,thatwantsto achieveaspeci�c goal(performataskor havearesource)and
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thereis anotheractor, the depender, that is ableto satisfythe goal (performthe taskor
deliver the resource). The two actorsget an agreementand a goal (task or resource)
dependency is establishedbetweenthe two. The implicit assumptionis that after the
agreementthedependerwill beresponsiblefor thegoalandwill do thebestto achieve it.

The distinctionbetweenexecutionandpermissionallows us to de�ne a dependency
in termsof trustanddelegation. In particular, whenthedependumis a goalor a planwe
havedelegationandtrustof execution,whereaswhenthedependumis aresourcewehave
delegationandtrustof permission.In symbols:

depends(A; B ; S) ( ) delegate(exec; A; B ; S) ^ tr ust(exec; A; B ; S) (3.1)

whereS is agoalor aplan,and

depends(A; B ; S) ( ) delegate(perm; ID ; B ; A) S ^ tr ust(perm; B; A; S) (3.2)

whereS is a resource.A graphicalrepresentationof theseformulasis given,respectively,
in Fig. 3.5(a)andin Fig. 3.5(b). Thesediagramsusethe labelD for Troposdependency
andlabelsTe andTp, respectively for trustof executionandtrustof permission.Notice
alsofrom Fig. 3.5 thatthesamedependency is mappedinto differentlyorientedrelations
at thelower level.

3.4.2 Intr oducingDistrust

Another re�nement is the introductionof negative authorizationswhich areneededfor
somescenarios.Troposalreadyaccommodatesthenotionof positive or negative contri-
bution of goalsto the ful�llment of othergoals. We usenegative authorizationsto help
thedesignerin shapingtheperimeterof positive trust to avoid incautiousdelegationcer-
ti�cates thatmaygivemorepowersthandesired.

Supposethat an actor shouldnot be entitled to achieve a goal, perform a plan, or
delivery a resource.In situationswhereauthorizationadministrationis decentralized,an
actorpossessingthe right to achieve a goal, executea plan, or delivery a resource,can
delegatetheauthorizationto do thatto thewrongactor.

We proposeanexplicit distrustrelationshipasanapproachfor handlingthis typeof
situations.This is alsosoundfrom acognitivepointof view if we follow thede�nition of
trustgivenby [CF98]: trust is a mentalstatebasedon a setof beliefs.Wecansaythatif,
onyourown knowledge,youfeel to trustme,thenyoutrustme.Similarly, if youfeel like
distrustingme,thenyou distrustme. Obviously, therearevariousreasonsfor distrusting
agentssuchasunskillfulness,unreliability andabuse,but thesesituationsarenot treated
here.
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As we have donefor trust,we alsodistinguishbetweendistrustof executionanddis-
trust of permission.The graphicaldiagramspresentedin this chapterusethe labelsSe
andSp, respectively, for distrustof executionanddistrustof permission.In thecasethere
is noexplicit trustrelationshipbetweenagents,thelabel“?” is used.

3.4.3 Monitoring

Whenwork needsto bedelegatedevenwhenthereis no trust,thenmonitoringcanoffer
asurrogatefor trust.Accordinglyto Gans'setal. [GJKL01], theexistenceof distrustcan
betoleratedwith anadditionaloverheadof monitoringtheuntrustworthydelegatee.Here
were�ne Gans'setal. intuition integratingit in our framework.

Thegoalof anactorplayingtheroleof monitor is to checkfor theviolationof trust3.
The act of monitoring can be doneby the delegaterhimself4, or he can delegateit to
someotheractorsto get it done.Dependingon thetypeof delegation,we have two dif-
ferentkindsof monitors:at-most monitor andat-leastmonitor . Considerthesituation
presentedin Fig. 3.4.

Example 4 Supposethat there is no trust betweenBobandSamfor thegoal “maintain
privacy”, but thestudentmustdelegatepermissionnonetheless.In this case, hedepends
(D) on theombudsman(O) for monitoringif Samtransgressesher permissions.This is
shownin Fig. 3.6(a))with anat-mostmonitor(monitorfor permission– Mp) relationship
betweentheombudsmanandSam.

Example 5 If Alice is not con�dent that Samwill provideupdatedinformation,shemay
delegate to her secretary Carol the task of con�rming with, or nagging Samto insert

3Indeed,monitoringcouldalsobeusedfor theevaluationof theful�llment of agoalassignedto atrusted
actor.

4Intuitively, this is like sayingthat fellow is unreliable,I' ll give him the job but keepan eye on him
myself”.
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new dataassoonas it becomesavailable. This is shownin Fig. 3.6(b))with an at-least
monitor(monitorfor execution– Me) relationshipbetweenCarol andSam.

Anotherimportantdistinctionthatemergeswhenwe usea monitor is relatedto what
we have to monitor. If we aremonitoringa plan (i.e., a speci�c sequenceof actions),
theMonitor hasto checkif Samexecutestheactionsof theplan. Whathappensif Sam
delegatesthetaskor someof its subtasksto otheractors?

Example 6 To achieve the goal delegatedto him in Example5, Samwill issuea letter
to the headof each studentsecretariat of�ce so that studentmarksare entered into the
systemwithin 30daysfromthedatethatexamshavetakenplace.

A solutionto this problemis to extendthe monitoringto all sublevelsof delegation
until thelevel wheretheactualexecutiontakesplace.So,therewill beamonitorrelation-
shipbetweentheMonitor andall theactorinvolvedin theexecutionof at leasta partof
thetask.

Example 7 To reach theobjectiveof 30 daysrequiresthat professors returnto theof�ce
assignedmarks.Thisis a further stepof delegationof execution.Then,theactor respon-
sibleat theof�ce, besideactuallymonitoringhis employees,mayalsoassignthetaskof
remindingprofessors that they mustreturnon timetheir marksheets.

Noticethatmonitoringassuchis notaprimitiveconstruct.It canbecapturedby other
constructswithin our modellingframework. Speci�cally, every goal,plan andresource
will eitherbedelegatedduringthedesignprocessto atrustedactor, or it will bedelegated
to anuntrustedone,in which casethedelegateewill bemonitoredby a trustedactor.

On the formal modelthis correspondsto a designpatternformalizedin termsof ad-
ditional axiomsthat allow us to concludethat an actor is con�dent that a goal will be
executed,a planwill be performedor a resourcewill be furnished,or a permissionwill
notbeabusedevenif existing trustrelationssuggestotherwise.

Onceweseemonitoringasasimpledesignsolution(essentiallyasecuritypattern)we
cantreatmonitoringgoalsjustasany othergoal.Sothey canbefurthersubjectto re�ne-
ment,delegationof executionanddelegationof permission.Trustrelationshipslinkedto
monitoringcanthenbecapturedwith standardconstructs.For example,monitoringoften
requireshaving permissionto accessmonitoreddataor personnel.This itself maycreate
problemsof permissionandauthorizationthatcanbemodelin theframework.

3.4.4 Socialvs Indi vidual Trust

Whenwemodelandanalyzefunctionaltrustandsecurityrelationships,it is possiblethat
suchrequirementsaregivenonly at individual level or at sociallevel andthat thereis a
mismatchbetweenthe levels. Let usseewhy this is neededwith examplesdrawn from
thesamedomain.
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Example 8 According the University policy, administrative of�cers shouldtrust man-
agersof IT systemsto get informationthey needto performtheir duties(Fig. 3.7(a)).Sam
is the new manager of the studentIT systemand Alice hasnever methim before. Still,
Alice shouldtrust Samfor gettingstudentpersonalinformationin order to guaranteethe
availability of thegoal.

Example 9 Professors shouldnot rely on the teaching evaluationof�cer secretary for
providinga formal reportto theUniversity Teaching Board (Fig. 3.7(b)).Here, Paul and
Carol don't knoweach other. Then,Paul shoulddistrustCarol for providing a formal
reportto UniversityTeachingBoard.

We don't considerthecasein which therelationsaremissingat sociallevel because
this level representsthestructureof theorganizationwhichshouldbedescribedexplicitly
in therequirements.Thepresenceof a largenumberof trust relationsat individual level
that is not matchedby a sociallevel maybeanindicatorof a missinglink at sociallevel
(or of a problemin theorganizationfor distrustrelations).On thecontrary, Hannounet
al. [HSBS98] proposeto detecttheinadequacy of anorganizationregardingtherelations
existingamongtheagentsinvolvedin thesystem.

In [GMMZ04d] we have only consideredwhentrust is explicit, andwe have not dis-
tinguishedthecasewherethereis explicit distrustandthecasewhereno trust relationis
given.Contrarily, in thischapterwetakein considerationall thesethreepossibilities.The
presenceof positiveandnegativeauthorizationat thesametimecouldgeneratesomecon-
�icts on trust relationships.We de�ne a trust con�ict thesituationwherethereareboth
a positive anda negative trust relationbetweentwo actorsfor the sametrustum. Next,
formal de�nitions aregiven.

De�nition 1 A con�ict on trust of executionoccurswhen

9x; y 2 Agent 9s 2 Goal [ Task [ Resourcektr ust(exec; x; y; s)
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De�nition 2 A con�ict on trust of permissionoccurs when

9x; y 2 Agent 9s 2 Goal [ Task[ Resourcektr ust(perm; x; y; s)

A trust con�ict may exist, for example,sincesystemdesignerswrongly put both a
(implicit) trustrelationandthecorrespondingdistrustrelation.

Example 10 Theteaching evaluationof�cer dependson the manager of the studentIT
systemfor providing updateinformation,but the latter is distrustedfor such goal (Fig-
ure3.8(a)).

Whenwe modelandanalyzesecurityrequirements,it is alsopossiblethat suchre-
quirementsarespeci�ed at both individual andsocial levels, they could be in contrast
with eachother.

Example 11 Consideragain Example8. Whathappensif Alice hadsomeproblemswith
Samin thepastandhedoesn't trust her?Thisscenariois presentedin Fig.3.8(b).

Example 12 Consideragain Example9. Whathappenif Paul trustsCarol for providing
a formal reportto UniversityTeachingBoard? Thisscenariois presentedin Fig. 3.8(c).
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Monitoring,which we have introducedearlyin this chapter, is a goodsolutionto this
extent.Sowedon't needto addanything to thesystemjust to copewith trustcon�icts.

Example 13 Referringto Example11,webelievethatAliceshouldmonitor(or delegate
this taskto anotheractor) whetherSamdoeswhat he hasto do sincethe organization
imposesher to trust him,but it is notherownchoice.

3.5 AutomatedReasoningin SRE

We useDatalog[AHV95] astheunderlyingsemanticframework, alsoto becloseto the
semanticsof otherframeworksfor trustor security(e.g.[DeT02,LMW02, SdV01]).

A Datalogprogramis a setof rules of the form L:- L 1 ^ ::: ^ Ln whereL, called
head,is a positive literal andL 1; :::; Ln areliteralsandthey arecalledbody. Intuitively,
if L1; :::; Ln aretruein themodelthenL mustbetruein themodel.We usethenotation
f Lg:-L1; : : : ; Ln to indicatethat if L 1; : : : ; Ln aretrue thenL maybe true. Essentially,
L will be addedto the modelonly if someconstraintsdemandits inclusion. This con-
structioncanbecapturedwith asimpleencodingin logic programs.In Datalog,negation
is treatedasnegationasfailure: if thereis no evidencethatanatomis true, it is consid-
eredto befalse.Henceif anatomis not true in somemodel,thenits negationshouldbe
consideredto betruein thatmodel.

Westartby presentingthepredicatesfor our framework. Wedistinguishbetweentwo
main typesof predicates:extensionalandintensional.Extensionalpredicatesarepredi-
catessetdirectly with the helpof groundfactsandaretheonescorrespondingtheedge
and circles drawn by the requirementsengineeron the CASE tool. Intensionalpredi-
catesareimplicitly determinedwith the helpof rules. Table3.2 presentsthe predicates
usedto formalizetherequirements.For compactness'sake we usethe �rst argumentof
thepredicatesto indicatethetypeof actions.Thus,delegate, delegateChain, distr ust,
distr ustChain, andmonitor ing haveatypet 2 f exec; permg; tr ust, tr ustChainhavea
typet 2 f exec; perm; mong; andconf ident hasatypet 2 f satisfy; exec; owner; mong.
Onceagain,wespecifypredicatesfor generic“services”becausedifferentiatingtheminto
goals,plansandresourcesis immediate5.

The unarypredicatesgoal, plan andresourceareusedrespectively for identifying
goals,tasksandresource.Notethat typeGoal , Task andResource aresub-typesof
Service . We shall uselettersS, G, T andR possiblywith indicesasmetavariables
rangingover the terms,respectively, of type Service , Goal , Task andResource .
Theintuition is thatagent(a) holdsif instancea is anagent,position(a) holdsif instance
a is aposition,androle(a) holdsif instancea is arole. NotethattypeAgent , Position
andRole aresub-typesof Actor . We shall uselettersX , Y andZ asmetavariables
rangingover the termsof type Actor , A, B andC asmetavariablesrangingover the

5For resourceswemustreplacethesubgoalrelationwith thepart-ofrelation.
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Generalpredicates
goal(Goal : g)
plan(Plan : t)
resource(Resource: r )
agent(Agent : a)
position (Position : a)
role(Role : a)
play(Agent : a;Role : b)
is a(Role : a;Role : b)
depends(Actor : a;Actor : b;Service : s)
delegate(Type: t; Actor : a;Actor : b;Service : s)
delegateChain (Type: t; Actor : a;Actor : b;Service : s)
tr ust(Type: t; Actor : a;Actor : b;Service : s)
tr ustC hain (Type: t; Actor : a;Actor : b;Service : s)
distr ust(Type: t; Actor : a;Actor : b;Service : s)
distr ustC hain (Type: t; Actor : a;Actor : b;Service : s)
monitor ing(Type: t; Actor : a;Actor : b;Service : s)
conf ident(Type: t; Actor : a;Service : s)
Speci®cfor execution
requests(Actor : a;Service : s)
pr ovides(Actor : a;Service : s)
should do(Actor : a;Service : s)
can satisf y(Actor : a;Service : s)
Speci®cfor Permission
owns(Actor : a;Service : s)
has per(Actor : a;Service : s)
Goal re®nement
subgoal(Service : s1; Service : s2)
OR subgoal(Service : s1; Service : s2)
AN D subgoal(Service : s1; Service : s2)
AN D decomp(Service : s1; Service : s2; Service : s3)

Table3.2: Predicates

termsof type Agent , andT, Q andV asmetavariablesrangingover the termsof type
Role . Metalevel variablesareusedasa syntacticsugarto avoid to write thepredicates
thattypevariables.For example,whenthemetavariableG occursin a rule, thepredicate
goal(G) shouldbeput in thebodyof therule. Thepredicateplay(a;b) holdsif agenta
is an instanceof role b. The intuition is that is a(a;b) holdsif role a is a specialization
of roleb. Thepredicatedepends(a;b;s) holdsif actora dependsonactorb for services.
Noticealsothatwhena relationusesvariablesof typeActor the relationcanapply to
bothsocialandindividual levels,but separately.
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3.5.1 Formal Model for Execution

The predicatesthat we introducedcorrespondto the relationsthat the requirementsen-
gineercanactuallydraw duringhis analysis.Thepredicaterequests(a;s) holdsif actor
a wantsservices ful�lled, while provides(a;s) holds if actor a hasthe capability to
ful�ll services. Thepredicatedelegate(exec; a;b;s) holdsif actora delegates6 theexe-
cutionof services to actorb. Actor a is calleddelegater; actorb is calleddelegatee. The
predicatetr ust(exec; a;b;s) holdsis actora truststhat actorb at leastful�lls services.
Actor a is calledtruster; actorb is calledtrustee. Thepredicatetr ust(mon; a;b;s) holds
if actora truststhat actorb monitorswhetherservices will be satis�ed. The predicate
monitor ing(exec; a;b;s) holdsif actora monitorsif actorbat leastcansatisfyservices.

Otherpredicatesareusedto de�ne propertiesthatwill beusedduringformalanalysis.
The predicatesdelegateChain(exec; a;b;s) andtrustChain(exec; a;b;s) hold if there
is a delegationanda trustchainrespectively, betweenactora andactorb. Thepredicate
should do(a;s) identi�es actorswhoshoulddirectly ful�ll theservice.Thebasicideaof
thepredicatecan satisf y is that “for every goal I have assignedresponsibilitiessothat
it canbe ful�lled”. In otherwords, if an actorhasthe objective of ful�lling a service,
hecansatisfyit. Thusit locatesthecommonleavesof thedelegationtreesof execution
andpermission.Thus,thepredicatecan satisf y(a;s) holdsif actora cansatisfyservice
s. Thepredicateconf ident(satisfy; a;s) holdsif actora is con�dent thatservices can
be satis�ed. Finally, we have the predicatesfor goal re�nement. Their semanticsand
axiomatizationarestraight-forward.

Theaxiomatizationis morecomplex for modellingexecutionasshown in Table3.3.
E1 andE2 build a delegationchainof execution. E3-8 de�ne the intensionalversions,
tr ustChain anddistr ustChain of the extensionalpredicatestr ust anddistr ust that
areusedto build (dis)trustchainsby propagating(dis)trustof execution(permission)re-
lations.E5andE6(M1 andM2) build a trustchainfor execution(monitoring);E5builds
chainsover monitoringsteps.E8 andM4 have chainspropagateto subgoals.According
to E8 execution-trust�o ws top-down with respectto goal re�nements. The axiom for
monitoringM4 statesthat tr ustChain �o ws top-down with respectto goalre�nements.
M5 statesthatif anactorundermonitoringdelegatesaserviceto another, thenthemonitor
haveto watchfor thedelegatee,thatis, themonitorfollowsthedelegation.M6 introduces
the intensionalpredicateconf ident(mon; a;b;s): actora is con�dent that thereexists
someonethatmonitorsactorbfor services.

Theremainingaxiomsdescribehow globalpropertiesof themodelarede�ned. E9-10
statethat an actorhasto executethe serviceif he providesa serviceandif eithersome
actordelegatesthe serviceto him, or he himself aimsfor the service. E11-12statean
actor, who requestsfor a service,cansatisfytheserviceif eitherheprovidesit or hehas
delegatedit to someonewho cansatisfyit. Goal re�nementsaretakencareof by using

6For thesake of simplicity we donot dealwith thequestionof depthhere.SeeLi et al. [LGF03] for an
accountof delegationwith depth.Whathasemergedfrom severalcasestudiesis thatdepthis lessimportant
thanquali�cationssuchas“only to membersof thesameof�ce”.
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Delegation
E1 delegateChain (exec; X ; Y; S)  delegate(exec; X ; Y; S)
E2 delegateChain (exec; X ; Z; S)  delegate(exec; X ; Y; S) ^ delegateChain (exec; Y; Z; S)
Trust
E3 distr ustChain (exec; X ; Y; S)  distr ust(exec; X ; Y; S)

E4 distr ustChain (exec; X ; Z; S)  
�

tr ustChain (exec; X ; Y; S) ^ distr ust(exec; Y; Z; S) ^
not distr ustChain (exec; X ; Y; S)

E5 trustChain (exec; X ; Y; S)  tr ust(exec; X ; Y; S) ^ not distr ustChain (exec; X ; Y; S)

E6 trustChain (exec; X ; Z; S)  
�

tr ustChain (exec; X ; Y; S) ^ tr ustChain (exec; Y; Z; S) ^
not distr ustChain (exec; X ; Z; S)

E7 trustChain (exec; X ; Z; S)  tr ustChain (mon; X ; Y; S) ^ monitor ing (exec; Y; Z; S)
E8 trustChain (exec; X ; Y; S1)  subgoal(S;S1) ^ tr ustChain (exec; X ; Y; S)
M1 trustChain (mon; X ; Y; S)  tr ust(mon; X ; Y; S)
M2 trustChain (mon; X ; Z; S)  tr ust(mon; X ; Y; S) ^ tr ustChain (mon; Y; Z; S)
M3 trustChain (mon; X ; Z; S)  tr ustChain (exec; X ; Y; S) ^ tr ustChain (mon; Y; Z; S)
M4 trustChain (mon; X ; Y; S1)  subgoal(S;S1) ^ tr ustChain (mon; X ; Z; S)
Monitoring

M5 monitor ing (exec; Y; Z; S1)  
�

delegateChain (exec; X ; Y; S1) ^
monitor ing(exec; Z; X ; S) ^ subgoal(S1; S)

M6 conf ident (mon; X ; Y; S)  tr ust(mon; X ; Z; S) ^ monitor ing (exec; Z; Y; S)
Shoulddo
E9 should do(X ; S)  delegateChain (exec; Y; X ; S) ^ provides(X ; S)
E10 should do(X ; S)  requests(X ; S) ^ provides(X ; S)
Can satisfy
E11 can satisf y(X ; S)  should do(X ; S)
E12 can satisf y(X ; S)  delegate(exec; X ; B ; S) ^ can satisf y(B ; S)
E13 can satisf y(X ; S)  OR subgoal(S1; S) ^ can satisf y(X ; S1)
E14 can satisf y(X ; S)  AN D decomp(S;S1; S2)^ can satisf y(X ; S1)^ can satisf y(X ; S2)
Con®dent to cansatisfy
E15 conf ident (satisfy; X ; S)  should do(X ; S)

E16 conf ident (satisfy; X ; S)  
�

delegateChain (exec; X ; Y; S) ^
tr ustChain (exec; X ; Y; S) ^ conf ident (satisfy; Y; S)

E17 conf ident (satisfy; X ; S)  OR subgoal(S1; S) ^ conf ident (satisfy; X ; S1)

E18 conf ident (satisfy; X ; S)  
�

AN D decomp(S;S1; S2) ^ conf ident (satisfy; X ; S1)
^ conf ident (satisfy; X ; S2)

Table3.3: Axioms for execution

the axiomsE13-14. If an actorcansatisfyat leastoneof the or-subgoalsof a service,
thenhecansatisfythemainservice.Also, if hecansatisfyall and-subgoals,thenhecan
satisfythemainservice.

Thenotionof con�denceis capturedby axiomsE15-E18.An actoris con�dent that
a servicewill be ful�lled, if he knows that all delegationshave beendoneto trustedor
monitoredagentsandthat the agentswho will ultimately executethe service,have the
permissionto do so. Goal re�nementsaretaken careof by usingaxiomsE17-18: if an
actor is con�dent that at leastoneof the or-subgoalsof a servicewill be ful�lled, then
hecanbecon�dent thattheservicewill beful�lled. Theaxiomfor and-decompositionis
dual.
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3.5.2 Formal Model for Permission

In Table 3.2 we also have predicatesfor modelling permission. The �rst set of pred-
icatescorrespondsto the relationsdrawn by the requirementsengineer. The predicate
owns(a;s) holds if actora owns services. The owner of a servicehasfull authority
concerningaccessandusageof his services,andhe canalsodelegatethis authority to
otheractors. The intuition is that delegate(perm; a;b;s) holds if actora at mostdele-
gatesthepermissionto ful�ll services to actorb. Thepredicatetr ust(perm; a;b;s) holds
is actora truststhatactorb at mosthasthepermissionto ful�ll services. Thepredicate
monitor ing(perm; a;b;s) is thedualof theexecutioncounterpart.

Also in this caseotherpredicatesareusedto de�ne interestingpropertiesfor thefor-
mal analysisby therequirementengineer. ThepredicatesdelegateChain(perm; a;b;s)
andtrustChain(perm; a;b;s) hold if thereis a delegation,resp.a trustchainof permis-
sion amongactora andactorb. The basicideaof has per sumsup the possibleways
in which anactorcangrabthepermissionon a service:eitherdirectly or by delegation.
From the point of view of theowner, con�dencemeansthat the owner is con�dent that
thepermissionthathehasdelegatedwill notbemisused.Alternatively, theowneris con-
�dent thathehasdelegatedpermissiononly to trustedor monitoredagents.This means
that even if thereis oneuntrustedor unmonitoreddelegation, thenthe owner could be
uneasyaboutthe likely misuseof his permissions.So,anowner is con�dent, if thereis
nolikely misuseof hispermission.It canbeseenthatthereis anintrinsicdoublenegation
in thestatement.Sowetry to modelit usingapredicatedif f ident(a;s). At any pointof
delegationof permission,thedelegatingagentis dif�dent, if thedelegationis beingdone
to an agentwho is neithertrustednot monitoredor if the delegateecould be dif�dent
himself. In thisway, conf ident(owner; a;s) holdsif theownera is con�dent to give the
permissionon services only to trustedactors.

Table3.4presentstheaxiomsfor modellingpermission.P1andP2build adelegation
chainof permission.P3-6de�ne theintensionalversions,tr ustChain anddistr ustChain
of theextensionalpredicatestr ust anddistr ust thatareusedto build (dis)trustchainsby
propagating(dis)trustof permissionrelations.

P5andP6build a trustchainfor permission;P7builds chainsover monitoringsteps.
P8 hasthe chain propagatethroughsubgoals. If an actor trusts that anotherwill not
overstepthesetof actionsrequiredto ful�ll a subgoalof a service,thenthe�rst cantrust
the last not to overstepthe setof actionsrequiredto ful�ll the service. The permission
trust, with respectto goal re�nements, �o ws bottom-up. M7 is usedto build a trust
chain for monitor. M8 statesthat if an actor undermonitoring delegatesa serviceto
another, then the monitor have to watch for the delegatee,that is, the monitor follows
the delegation. M9 is the permissioncounterpartof M6. The owner of a servicehas
full authority concerningaccessand dispositionof it. Thus, P9 statesthat if an actor
ownsa service,hehaspermissionon it. P10statesthat thedelegateehaspermissionon
theservice.P11propagatespermissionthroughsubgoals.Thenotionof con�denceand
dif�dence thatwehavesketchedabove is capturedby theaxiomsP12-P16.
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Delegation
P1 delegateChain (perm; X ; Y; S)  delegate(perm; X ; Y; S)
P2 delegateChain (perm; X ; Z; S)  delegate(perm; X ; Y; S)^ delegateChain (perm; Y; Z; S)
Trust
P3 distr ustChain (perm; X ; Y; S)  distr ust(perm; X ; Y; S)

P4 distr ustChain (perm; X ; Z; S)  
�

tr ustChain (perm; X ; Y; S) ^ distr ust(perm; Y; Z; S) ^
not distr ustChain (perm; X ; Y; S)

P5 trustChain (perm; X ; Y; S)  tr ust(perm; X ; Y; S) ^ not distr ustChain (perm; A; B ; S)

P6 trustChain (perm; X ; Z; S)  
�

tr ustChain (perm; X ; Y; S) ^ tr ustChain (perm; Y; Z; S) ^
not distr ustChain (perm; X ; Z; S)

P7 trustChain (perm; X ; Z; S)  tr ustChain (mon; X ; Y; S) ^ monitor ing (perm; Y; Z; S)
P8 trustChain (perm; X ; Y; S)  subgoal(S;S1) ^ tr ustChain (perm; X ; Y; S1)
M7 trustChain (mon; X ; Z; S)  tr ustChain (perm; X ; Y; S) ^ tr ustChain (mon; Y; Z; S)
Monitoring

M8 monitor ing (perm; Z; Y; S1)  
�

delegateChain (perm; X ; Y; S1) ^
monitor ing(perm; Z; X ; S) ^ subgoal(S1; S)

M9 conf ident (mon; X ; Y; S)  tr ust(mon; X ; Z; S) ^ monitor ing (perm; Z; Y; S)
Haspermission
P9 has per(X ; S)  owns(X ; S)
P10 has per(X ; S)  delegateChain (perm; Y; X ; S) ^ has per(Y; S)
P11 has per(X ; S1)  subgoal(S1; S) ^ has per(X ; S)
Owner is con®dentto give the service to trusted actors
P12 conf ident (owner; X ; S)  owns(X ; S) ^ not dif f ident(X ; S)
P13 dif f ident(X ; S)  delegateChain (perm; X ; Y; S) ^ dif f ident(Y; S)
P14 dif f ident(X ; S)  delegateChain (perm; X ; Y; S) ^ not tr ustChain (perm; X ; Y; S)
P15 dif f ident(X ; S)  subgoal(S1; S) ^ dif f ident (X ; S1)

Table3.4: Axioms for permission

3.5.3 Combining Executionand Permission

More sophisticatedpropertiesrequirereasoningwith bothexecutionandpermission.To
this end,we introducesomenotionsthatput togetherthesetwo notions.In Table3.5we
presentthenotionsfrom boththepoint of view of therequesterandthepoint of view of
the owner. The predicatecan execute(a;s) holdsif actora canseeservices ful�lled.
Thepredicateconf ident(exec; a;s) holdsif actora is con�dent to seeservices ful�lled.
Actor a, who aimsfor services, is con�dent thats will be ful�lled, if heknows thatall
delegationshave beendoneto trustedor monitoredagentsandthat the agentswho will
ultimatelyexecutetheservice,havethepermissionto doso.Thisis doneusingtheaxioms
Ax5-6. Goal re�nementsaretakencareof by usingtheaxiomsAx7-8. If a is con�dent
thatat leastoneof theor-subgoalsof s will beful�lled, thena canbecon�dent thats will
beful�lled. Also, if a is con�dent thatall and-subgoalsof s will beful�lled, thena can
becon�dent thats will beful�lled.

Ownersmay wish to delegatepermissionsto providersonly if the latter actuallydo
needthepermission.The lastpartof Table3.5 de�nes thepredicatesthatarenecessary
to analyzeneed-to-knowproperties.As a resultof absenceof dif�dence, theownercan
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Can seethe service ful®lled (canexecute)
Ax1 can execute(X ; S)  should do(X ; S) ^ has per(X ; S)
Ax2 can execute(X ; S)  delegateChain (exec; X ; Y; S) ^ can execute(Y; S)
Ax3 can execute(X ; S)  OR subgoal(S1; S) ^ can execute(X ; S1)

Ax4 can execute(X ; S)  
�

AN D decomp(S;S1; S2) ^ can execute(X ; S1)
^ can execute(X ; S2)

Con®dent to seethe service ful®lled (con®dentto execute)
Ax5 conf ident (exec; X ; S)  should do(X ; S) ^ has per(X ; S)

Ax6 conf ident (exec; X ; S)  
�

delegateChain (exec; X ; Y; S) ^
tr ustChain (exec; X ; Y; S) ^ conf ident (exec; Y; S)

Ax7 conf ident (exec; X ; S)  OR subgoal(S1; S) ^ conf ident (exec; X ; S1)

Ax8 conf ident (exec; X ; S)  
�

AN D decomp(S;S1; S2) ^ conf ident (exec; X ; S1)
^ conf ident (exec; X ; S2)

Needto know
Ax9 need to have perm(X ; S)  should do(X ; S)

Ax10 need to have perm(X ; S)  
�

delegate(perm; X ; Y; S) ^ need to have perm(Y; S)
^ not other delegater(X ; Y; S)

Ax11 other delegater(X ; Y; S)  
�

delegate(perm; Z; Y; S) ^
need to have perm(Y; S) ^ X 6= Z

Table3.5: Axioms Involving bothpermissionandexecution

Delegation of permission

Delegation of execution

Trust of permission

Trust of execution

6

3

87

1 2

4 5

REQUESTER

PROVIDER

OWNER

Figure3.9: Need-to-Know andMultiple PermissionsPaths

becon�dent thathispermissionwill notbemisused.But hasthis permissionreachedthe
agentswho actuallyneedit? The owner might alsowant to ensurethat therehasbeen
not unwanteddelegationof permission.This canbe achieved by identifying the agents
who actuallyneed-to-know(or ratherneed-to-have) the permission.This setof axioms
capturesalsothepossibilityof having alternatepathsof permissiondelegations. In this
casetheformal analysiswill not yield onemodelbut multiple modelsin which only one
pathof delegationis labeledby theneed-to-havepropertyandtheothersarenot.

Example 14 (Figure 3.9) AliceandCarol (7 and8) havebothreceivedtheconsent(per-
mission)byBob(1) for usinghis personaldata,andbothdelegateit to thefacultysecre-
tariat (3), which musthavethepermissionto providethedatato Paul (6), theuniversity
tutor whoshouldprovidepersonalcounselingto Bob. In thiscaseonlyoneof eitherAlice
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From Troposto SecureTropos
ST1 trust(exec; X ; Y; G)  depends(X ; Y; G)
ST2 delegate(exec; X ; Y; G)  depends(X ; Y; G)
ST3 trust(perm; Y; X ; R)  depends(X ; Y; R)
ST4 delegate(perm; Y; X ; R)  depends(X ; Y; R)
From SecureTroposto Tropos

ST5 depends(X ; Y; G)  
�

tr ust(exec; X ; Y; G) ^ delegate(exec; X ; Y; G) ^
not distr ust(exec; X ; Y; G)

ST6 depends(X ; Y; R)  
�

tr ust(perm; Y; X ; R) ^ delegate(perm; Y; X ; R) ^
not distr ust(perm; Y; X ; R)

Table3.6: Axioms for mappingTroposinto SecureTroposandviveversa

or Carol needsto havethepermission.

3.5.4 Other features

In Table3.6 therearetheaxiomsto mapTroposdependency into SecureTroposframe-
work andvice versa. Notice that ST1-2andST5 have alsoto be repeatedfor the case
wherethedependumis a plan.

Table3.7 presentstheaxiomsfor role hierarchyandfor mappingrelationsfrom so-
cial level to individual level. Thepredicatespecialize is the intensionalversionof is a,
whereasinstance is intensionalversionof play. Axioms SI1-13 have to be repeated
replacingthepredicateinstancewith specialize andpredicateagent with role for com-
pletingsociallevel with respectto rolehierarchy.

3.5.5 Analysisand Veri�cation

Designpropertiesarenotenforcedwith axiomsfor two reasons.At �rst theactualsystem
drawn by therequirementengineermaynot satisfythem,andthereforethemissinglink
may be actuallya bug. Second,theremight be many waysin which a requirementen-
gineermaywish to ful�ll desiredproperties.We usetheDLV system7 to verify security
propertieswith respectto aSecureTroposmodel.

In Table3.8we usetheA ) ? B to meanthatonemustcheckthateachtime A holds
it is desirablethat B also holds. In Datalogthis can be representedas the constraint
:- A; notB . If thesetof featuresis not consistent,i.e., they cannotall besimultaneously
satis�ed, the systemis inconsistent,andhenceit is not secure.This alsoguaranteeus
thatourproposedaxiomsareconsistentif wecheckfor consistency of themodelwithout
trying to enforceany property.

7http://www.dbai.tuwien.ac.at/proj/dlv
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Role Hierar chy
RH1 specialize(T; Q)  is a(T; Q)
RH2 specialize(T; Q)  specialize(T; V) ^ is a(V; Q)
RH3 instance(A; T)  play(A; T)
RH4 instance(A; T)  instance(A; Q) ^ specialize(Q; T)
From sociallevel to individual level
SI1 provides(A; S)  provides(T; S) ^ instance(A; T)
SI2 requests(A; S)  requests(T; S) ^ instance(A; T)
SI3 owns(A; S)  owns(T; S) ^ instance(A; T)
SI4 tr ust(exec; A; B ; S)  tr ust(exec; T; Q; S) ^ instance(A; T) ^

instance(B ; Q)
SI5 tr ust(perm; A; B ; S)  tr ust(perm; T; Q; S) ^ instance(A; T) ^

instance(B ; Q)
SI6 distr ust(exec; A; B ; S)  distr ust(exec; T; Q; S) ^ instance(A; T) ^

instance(B ; Q)
SI7 distr ust(perm; A; B ; S)  distr ust(perm; T; Q; S) ^

instance(A; T) ^ instance(B ; Q)
SI8 delegate(exec; A; B ; S)  delegate(exec; T; Q; S) ^ instance(A; T) ^

instance(B ; Q)
SI9 delegate(perm; A; B ; S)  delegate(perm; T; Q; S) ^

instance(A; T) ^ instance(B ; Q)
SI10 monitor ing(exec; A; B ; S)  monitor ing(exec; T; Q; S) ^

instance(A; T) ^ instance(B ; Q)
SI11 monitor ing(perm; A; B ; S)  monitor ing(perm; T; Q; S) ^

instance(A; T) ^ instance(B ; Q)
SI12 trust(mon; A; B ; S)  tr ust(mon; T; Q; S) ^ instance(A; T) ^

instance(B ; Q)
SI13 depends(A; B ; S)  depends(T; Q; S) ^ instance(A; T) ^

instance(B ; Q)

Table3.7: Axioms for rolehierarchyandfor mappingsociallevel into individual level
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(a)Fromrequesters'viewpoint
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(b)
Fromowners'viewpoint

Figure3.10:Designfor delegationof executionandpermission
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Execution
Pro1 delegateChain(exec; X ; Y; S) )

? tr ustChain(exec; X ; Y; S)
Pro2 requests(X ; S) ) ?can satisf y(X ; S)
Pro3 requests(X ; S) ) ?conf ident(satisfy; X ; S)
Pro4 should do(X ; S) ) ?not delegateChain(exec; X ; Y; S)
Permission
Pro5 delegateChain(perm; X ; Y; S) )

? tr ustChain(perm; X ; Y; S)
Pro6 owns(X ; S) ) ? conf ident(owner; X ; S)
Pro7 owns(X ; S) ) ? not delegateChain(perm; Y; X ; S) ^

X 6= Y
Execution& Permission
Pro8 requests(X ; S) ) ?can execute(X ; S)
Pro9 requests(X ; S) ) ?conf ident(exec; X ; S)
Pro10 owns(X ; S) ) ?needto have perm(X ; S)
Pro11 owns(X ; S) ) ?needto have perm(X ; S) ^

conf ident(owner; X ; S)

Table3.8: DesirablePropertiesof aDesign

Pro1statesthatif thereis adelegationchaineitherthedelegatertruststhedelegateeor
thereis themonitorandthedelegatertrustthemonitor. Pro2statesthata requesterwants
to cansatisfyhis goals,andPro3statesthata requesterwantsto be con�dent to satisfy
theservice.

Example 15 (Figure 3.10(a)) BobandBert (1 and2) needcounseling. They canreceive
it (formal relationcan satisfy)becausethey delegatethe executionto Paul andPeter (4
and5), whileBill (3) cannotreceivesall necessaryadvicesbecauseherequestedsomeof
themonly to Alice (6) which is notableto providecounselingon facultymatters.

Bob is also con�dent to receiveall counselinghe needssincehe delegatesthe exe-
cution to Paul and Peter (4 and 5) whomhe trusts,while Bert is not con�dent sincehe
delegatesto Paul (4) thathedoesnot trust.

Pro4statesthat if anactorprovidesa service,then,if eithersomeactordelegatesthe
serviceto him, or if he himself requeststhe service,thenhe hasto executethe service
without furtherdelegation.Pro5statesthat if thereis a delegationchain,eitherthedele-
gatertruststhedelegateeor thereis themonitor. Pro6statesthattheownerof theservice
hasto be con�dent to give the serviceto trustedactors,andPro7statesthat a service
cannotcomebackto theowner.

Example 16 (Figure 3.10(b)) BobandBert(1 and2) needto providetheir personaldata
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TC1 trustChain(exec; X ; Y; S) )
?not distr ustChain(exec; X ; Y; S)

TC2 trustChain(perm; X ; Y; S) )
?not distr ustChain(perm; X ; Y; S)

TC3 trustChain(exec; A; B ; S) )

?

(
not distr ustChain(exec; T; Q; S) ^
instance(A; T) ^ instance(B ; Q)

TC4 trustChain(perm; A; B ; S) )

?

(
not distr ustChain(perm; T; Q; S) ^

instance(A; T) ^ instance(B ; Q)
TC5 distr ustChain(exec; A; B ; S) )

?

(
not tr ustChain(exec; T; Q; S) ^
instance(A; T) ^ instance(B ; Q)

TC6 distr ustChain(perm; A; B ; S) )

?

(
not tr ustChain(perm; T; Q; S) ^
instance(A; T) ^ instance(B ; Q)

Table3.9: Propertiesfor identifying con�icts

for receivingaccurate counseling. Bob is con�dent on his personaldata sincehe dele-
gatesthepermissionon it to two Paul andPeter (4 and5) whohetruststo usethedata
at mostfor counseling. On the other hand,Bert is not con�dent on her data sinceshe
delegatesit to Paul (4) whomshedoesnot trust to keepher informationcon�dential.

This exampleis very closeto the examplethat we have previously seenon misplaced
delegation(Example15). What changesis what canbe obtainedby poor Bert. In the
formercaseheis afraidto receiveabadadvice(delegationof execution),in thelatterthat
herinformationcanbeusedfor otherthingsthanproviding counseling.

Thelastpartof Table3.8showspropertiesto verify at-mostmodelandat-leastmodel
at thesametime. Pro8statesthat therequesterhasto canseetheserviceful�lled. Pro9
statesthattherequesterhasto becon�dent to seetheserviceful�lled.

Table3.9 presentsthepropertiesusedto identifying con�icts thatoccurwhenbotha
trustandadistrustrelationsexist amongtwo actorsfor thesameservice.Pro1-2areused
to identify genericcon�icts andcorrespondto De�nition 1 and2. Thesepropertiesapply
to bothsociallevel andindividual level, independentlyandsoA andB have to betyped
asrole for thesociallevel andasagentsfor theindividual level. Pro1-2canbere�ned in
orderto identify con�icts of theform of Fig. 3.8(c)(Pro3-4)andFig. 3.8(b)(Pro5-6).

Table3.10formalizestheproposalfor solvingcon�icts whenthereis a trust relation
at sociallevel andadistrustrelationat individual level. In orderto accommodateC1-2in
our framework we have to modify axiomsAx6-7 in Table3.7. Thenew versionof these
axiomsis givenin Table3.11.
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C1 f monitor ing(exec; M ; B ; S)g  
8
>>><

>>>:

distr ustChain(exec; A; B ; S) ^
tr ustChain(exec; T; Q; S) ^

instance(A; T) ^ instance(B ; Q) ^
tr ustChain(mon; A; M ; S)

C2 f monitor ing(perm; M ; B; S)g  
8
>>><

>>>:

distr ustChain(perm; A; B ; S) ^
tr ustChain(perm; T; Q; S) ^

instance(A; T) ^ instance(B ; Q) ^
tr ustChain(mon; A; M ; S)

Table3.10:Axioms for solvingcon�icts

E40 distr ust(exec; A; B ; S)  
�

distr ust(exec; T; Q; S) ^ instance(A; T) ^
instance(B ; Q) ^ not conf ident (mon; A; B ; S)

P40 distr ust(perm; A; B ; S)  
�

distr ust(perm; T; Q; S) ^ instance(A; T) ^
instance(B ; Q) ^ not conf ident (mon; A; B ; S)

Table3.11:Axioms in orderto supportmonitoring

Graphical-layer
Manager

Data-layer
Manager

Integrity
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Formal Languages & Analysis

Solvers

ST-Tool

Figure3.11:TheArchitectureOverview

3.6 Computer Aided SRE

ST-Tool [GMM + 05, GMMZ05b] is aCASEtool for designandveri�cation of functional
andsecurityrequirements,andhasbeendesignedto supporttheSecureTroposmethodol-
ogy. It providesauserinterfacefor drawing SecureTroposmodels,supportfor translating
automaticallygraphicalmodelsinto formal speci�cationsanda front-endwith external
toolsfor modelchecking.
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Figure3.12:ST-Tool screenshot

ST-Tool is mainlycomposedof twoparts:theST-Tool kernelandexternalsolvers.ST-
Tool kernelhasanarchitecturecomprisedof threemajorparts,eachof whichis comprised
of modules.Next, wewill discussthesemodulesandtheir interconnections.In Fig. 3.11,
themodulesof ST-Tool areshown, their interrelationsarealsoindicated.

The tool providesa graphicaluserinterface(GUI), throughwhich systemdesigners
canmanageall the componentsandfunctionalitiesof the tool. A screenshotof the in-
terfaceis shown in Fig. 3.12. To managevisual editing featuresanddatamanagement
consistency at thesametime,wehaveadoptedatwo-layersolution:agraphicallayerand
adatalayer. In graphicallayer, modelsareshown asgraphswhereactorsandservicesare
nodes,andrelationsarearcs. Eachvisual objectrefersto a dataobject. The collection
of dataobjectsis the datalayer. The GUI's key componentis the Editor Module. This
moduleallowstheuserto visually insert,editor removegraphicalobjectsin thegraphical
layerandobjectpropertiesin thedatalayer. A secondGUI componentis theGraphical-
layer Manager (GM) Modulethat managesgraphicalobjectsandtheir visualization. It
supportsgoalre�nementby associatingagoaldiagramwith eachactorandthenallowsto
collapseactorsandservicesin orderto maintainreadablediagrams.Further, GM permits
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to displayoneor moreviews of a diagramat thesametime, namelydependency model
(akaTroposmodel),delegationmodels,andtrustmodels.

The Data-layerManager (DM) Moduleis responsiblefor building andmaintaining
datacorrespondingto graphicalobjects. For example,DM managesmisalignmentsbe-
tweensocialrelationsandtheir graphicalrepresentation.Actually, GM usesarcsto con-
nect two nodesto eachother, while many SecureTroposrelationsareternary. DM re-
builds theserelationsby linking two appropriategraphicalobjects(the two arcs)to the
samedataobject (the relation). ST-Tool allows usersto save modelsthroughthe DM
modulethatstoresa neutraldescriptionof theentiremodelin .xml format�les. A sup-
port for detectingerrorsandwarningsduringthedesignphaseis providedby theIntegrity
Checker Module. This moduleanalyzesmodelsstoredin the DM moduleand reports
errorssuchas“orphanrelations”(i.e. relationswherean arc is missing)and“isolated
nodes”(i.e. servicesnot involved in any relations).Warningsaredifferentfrom errors:
they are failure of integrity constraints,like errors,but the designermay be perfectly
happy with a designthatdoesnot satisfythem. Integrity Checker reportswarnings,for
example,whenmorethanoneservicehave thesamename.8

After drawing somany nicediagrams,systemdesignersmaywant to checkwhether
the modelsderived so far satisfysomegeneraldesirableproperties.To supportformal
analysis,ST-Tool allows automatictransformationsfrom the .xml �le storedby DM
into FormalTropos[FLP+ 03] andDatalogspeci�cations.Thesetransformationsareper-
formed,respectively, by two differentmodules:FormalTroposModuleandDatalogMod-
ule. Theresultingspeci�cationsaredisplayedby selectingthecorrespondingpanel.

Theprocessfor completingandcheckingmodelsis controlledby theDatalog Front-
end(DF) Module. Throughthis module,requirementengineerscanchoosethe axioms
to completethemodelandthepropertiesto beveri�ed on it. Propertiesaregroupedinto
Authorization,Availability, Integrity andNeed-to-know categories,sothatengineersonly
needto specifythecategoriesthey wantsto verify to includethecorrespondingrule set.
Oncedesignersarecon�dent with themodel,theresultingDatalogspeci�cationis given
in input to someexternalsolversthatverify theconsistency of themodelcorresponding
to the speci�cations. Then, the solver output is parsedby the DF modulein order to
presentin amoreuser-readableformat.A schemeof theentireprocessfor modellingand
analyzingsecurityrequirementsis givenin Fig. 3.13.

We usedifferentASPsolversfor therequirementsanalysis,namelyASSAT,9 Cmod-
els,10 Smodels,11 andDLV.12 ASSAT, Cmodels,andSmodelswork with groundedlogic
programsgeneratedby Lparse[Syr00]. In particular, Cmodelsand ASSAT useSAT
solvers as researchenginefor determiningthe solution, while Smodelsusesgeneral-
purposeanswersetsolvers.Finally, DLV is developedasadeductivedatabasesystem.

8More thanoneservicewith thesamenameareneededto representdelegationandtrustchains.
9http://assat.cs.ust.hk/

10http://www.cs.utexas.edu/users/tag/cmodels.html
11http://www.tcs.hut.�/Software/smodels/
12http://www.dbai.tuwien.ac.at/proj/dlv/
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Figure3.13:ST-Tool: theanalysiscycle

Solver cmodels-1 cmodels-2 smodels assat dlv
N. Ins. R Wall CPU R Wall CPU R Wall CPU R Wall CPU R Wall CPU

0 0 0m13.32s0m0.25s 0 0m13.53s0m0.13s 0 0m14.83s0m0.13s 0 0m14.82s0m0.13s 0 0m0.12s0m0.01s
24 0 0m59.08s0m0.61s 0 0m58.99s0m0.57s 0 1m5.15s 0m0.56s 0 1m4.92s 0m0.59s 0 0m0.31s0m0.00s
45 0 2m33.69s0m2.06s 0 2m33.77s0m1.73s 0 2m50.51s0m1.68s 0 2m50.18s0m1.75s 0 0m0.67s0m0.02s
62 1 0m41.19s0m1.80s 1 0m41.04s0m1.74s 1 0m46.28s0m1.66s 1 0m46.72s0m1.60s 0 0m0.95s0m0.01s

113 1 0m47.94s0m1.72s 1 0m47.70s0m1.76s 1 0m54.34s0m1.63s 1 0m54.27s0m1.71s 0 0m2.42s0m0.02s
166 1 0m27.73s0m1.58s 1 0m27.77s0m1.55s 1 0m32.71s0m1.75s 1 0m33.74s0m1.86s 0 0m5.05s0m0.08s

Table3.12:ExperimentalResult

In orderto comparethedifferentsolvers,wehavetestedthemonapoolof benchmarks
basedonacomprehensivecasestudyonthecomplianceto theItaliansecurityandprivacy
legislationof public administrationssuchasuniversities,local governmentsandhealth
careauthorities[MPZ05]. Benchmarksarede�ned from thestructureof theorganization
(basecase)by addingagrowing numberof agents(instances)playingtherolesoccurring
in themodel.

Thebenchmarksevaluationresultsof theexperimentscarriedout arereportedin Ta-
ble 3.12. The experimentswereexecutedon a bi-processorXEON, 3.2 GHz, 1 MB of
Chache,4GBof RAM, runningLinux. For eachproblemwereportthetimeusedto com-
plete the analysis(Wall) andby CPU. However, Wall andCPU reportedin Table3.12
do not take into accountthe time spentby LparsethatCmodels,SmodelsandAssatuse
for grounding. Further, with “0” we mark the experimentsthat completesuccessfully,
while with “1” we mark thoseexperimentsthat fail for somereasonsuchas memory
limits exceeded.Theexperimentsshow thatDLV systemis moreef�cient thantheother
solvers. Further, Cmodels,SmodelsandASSAT arenot able to �nd a solutionafter a
certainnumberof instancessinceLparseexceedsmemorylimit.
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Chapter 4

RequirementsEngineering for Data
WarehouseStructur es

4.1 RelatedLiteratur e

In the �eld of DW design,it is necessaryto distinguishbetweensupply-anddemand-
drivenapproaches.Theprototypicsupply-drivenapproachdatesbackto 1992,whenIn-
monclaimedthatthedevelopmentof DWsis data-driven,asopposedto therequirement-
driven developmentof operationalsystems[Inm92]. Other supply-driven approaches
wereproposedin [HLV00], [GMR98], and[MK00], whereconceptualdesignof theDW
is rootedin the schemaof operationalsourcesand is carriedout starting,respectively,
from theidenti�cation of measures,from theselectionof facts,andfrom a classi�cation
of theoperationalentities.Also thecomprehensivedesignmethoddescribedin [LMT03]
leanson a conceptualmodel; a mixed approachto conceptualdesignis recommended,
but no detailsaregiven.

In demand-drivenapproaches,collectinguserrequirementsis givenmorerelevance.
In [WS03], awish-list for DW designmethodologiesis proposed,andamulti-stagetech-
niquefor requirementanalysisis outlined. Here,two differentphasesareinterlaced:as
is analysis, aimedat analyzinganddescribingthe actualinformationsupply, andto be
analysis, aimedat analyzingthe informationdemandandmatchingit with the supply.
In [PG03c],a goal-orientedapproachbasedon the goal-decision-informationmodel is
proposed.Thoughthis approachsharessomesimilaritieswith ours,it mainly focuseson
requirementanalysisanddoesnot show how to move from requirementsto design. A
process-orientedapproachis presentedin [BLS01], wherethreedifferentperspectivesat
increasinglevelsof detail, eachassociatedto a speci�c requirementtemplate,areused.
Thoughtheauthorsrecommendto iteratively andincrementallygatherrequirementswith
usecases,a few detailsaregivenandno examplesareprovided,soa comparisonis very
hard.
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In [BCC+ 01], agoal-orientedmethodto supporttheidenti�cation anddesignof DWs
is presented.This approachcanberegarded,like ours,asmixeddemand/supplydriven.
Themaindifferenceis thatorganizationalmodelingis notsupportedandthatrequirement
analysisstartsfrom the goalsof decisionmakers. Goalsareanalyzedseparatelyusing
abstractionssheets,andgeneralconsiderationsabouthow they relateto theorganization
activities are given in natural language. Conversely, in our approachan explicit goal
modelof theorganizationis givenandtheanalysisof decisionmakers' goalsis directly
relatedto suchamodel.Moreover, in ourgoalanalysis,goalsaredecomposedin subgoals
andspeci�c relationshipsbetweengoalsarespeci�ed.Anotherimportantdifferencewith
ourapproach,is thatwesupportearlyrequirementsanalysis[DvLF93, Yu95] thatallows
for modelingandanalyzingprocessesthatinvolvemultipleparticipants(bothhumansand
softwaresystems)andthe intentionsthat theseprocessesaresupposedto ful�ll. By so
doing,onecanrelatethefunctionalandnon-functionalrequirementsof thesystem-to-be
to relevantstakeholdersandtheir intentions.

An interestingcase-basedcomparisonof supply-anddemand-drivenapproachescan
befoundin [LBMS02]. Remarkably, it is concludedthatdata-orientedandgoal-oriented
techniquesarecomplementary, andmaybeusedin parallelto achieveoptimaldesign.

Finally, it is worth to mentionthat a few CASE tools for DW designhave beenim-
plemented,either from softwarevendorsor asresearchprotoypes. In ADAPT [Bul99]
and in GOLD [LMTS02] the conceptualschemafor the DW is directly drawn by the
designer, thus a demand-driven approachis implied—thoughno active supportfor re-
quirementanalysisis given. Conversely, in WAND [GRS02]the conceptualschemais
semi-automaticallyderivedfrom theoperationalschemata,thusimplementingdefactoa
supply-drivenapproach.

4.2 RequirementAnalysis for Data Warehouses

TheTroposmethodology[BGG+ 04a,CKM02] hasbeensuccessfullyappliedin different
domains.In thefollowing wesummarizethepartof theTroposnotationthatcanbeused
in theDW context:

� Actors. An actorrepresentsanenterprisestakeholder. Moreprecisely, it canmodel
a physicalor softwareagent (e.g.,Mr. Brown), a role, meantasanabstractchar-
acterizationof thebehavior oneor moreagentstake in a speci�c context (e.g.,sale
analyst),or a position, i.e. a setof rolesgenerallyplayedby a singleagent(e.g.,
marketingmanager).Graphically, actorsarerepresentedby circles.

� Strategic dependencies. A dependency representsan“agreement”betweentwo ac-
tors,onedependingon theotherto respectthe agreement.Theagreementcanbe
a goal to be ful�lled, a taskto beperformed,or a resourceto bedelivered. In our
context, themaininterestis on goals, thatarerepresentedasovals.
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� Actor diagram. It is a graphof actorsrelatedby dependencies,usedto modelhow
actorsdependoneachother.

� Rationalediagram. It is usedto representthe logical foundationsthat rule there-
lationshipsbetweenactors.It appearsasaballoonwithin which goalsof a speci�c
actorareanalyzedanddependencieswith otheractorsareestablished.Goalsare
decomposedinto subgoals,with eitherAND (all subgoalsmustbeachieved)or OR
(any of the subgoalsmust be achieved) semantics,possiblyspecifyingthe posi-
tive/negativecontributionsof subgoalsto goals.Theintuitivemeaningof apositive
(negative) contribution is that the satisfactionof a goal encourages(discourages)
thesatisfactionof anothergoal.Notations+ and++ (– and– –) specifythedifferent
strengthof thecontribution.

Whenanalyzinguserrequirementsfor DWs,two perspectivesshouldbetakeninto ac-
count.Firstly, it is importantto modelandanalyzetheorganizationalsettingin which the
DW will operate(organizationalmodeling); this includesdesigningtheactordiagramas
well astherationalediagramsfor eachstakeholder. Secondly, in orderto capturethefunc-
tional andnon-functionalrequirementsof theDW, we needto designrationalediagrams
for the decisionmakers,who are the main actorsin the decisionalprocess(decisional
modeling).

In the following subsectionsthesetwo perspectivesaredescribedin detail, together
with theanalysisphasesthey encompass,with referenceto realcasestudy, theBI-BANK
project,developedattheUniversityof Trentoin collaborationwith DeltaDatorS.p.a.. BI-
BANK is aprojectfor developingaBankingBusinessIntelligenceSystemableto support
thedecisionalprocesswith asetof basicbankinganalyses.For simplicity, in thischapter
weonly focuson bankingtransactionanalysis.

As concernsnotation,usingTroposin theDW context requiressomenew conceptsto
beintroduced:

� Facts. In organizationalmodeling,a factmodelsasetof eventsthathappenwhena
goalis achieved.In decisionalmodeling,afactis moreproperlymeantasapossible
focusof analysisrelatedto an analysisgoal. Graphically, factsarerepresentedas
rectanglesconnectedto agoal.

� Attributes. They are�elds whosevalueis providedwhena factis recordedto ful�ll
agoal.They aredenotedassmalldiamondsconnectedto goals.

� Dimensions. A dimensionis a factpropertythatdescribesa possiblecoordinateof
analysis,i.e. apossibleperspective for lookingat thefactto ful�ll ananalysisgoal.
Dimensionarerepresentedassmallcirclesconnectedto goals.

� Measures. A measureis a numericalpropertyof a factthatdescribesaquantitative
aspectthat is relevant for decisionmaking. Graphically, measuresarerepresented
assmallsquaresconnectedto goals.
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Table4.1: Notationfor actorandrationalediagrams

Thegraphicalnotationis summarizedin Table4.1.

4.2.1 OrganizationalModeling

Organizationalmodelingconsistsof threedifferentphases:(i) goal analysis, in which
actorandrationalediagramsareproduced;(ii) fact analysis, in which rationalediagrams
areextendedwith facts;and(iii) attributeanalysis, in whichrationalediagramsarefurther
extendedwith attributes. Eachphaseis a different iterative processtaking in input the
diagramsproducedby thepreviousone.

Goal Analysis

The�rst stepfor goalanalysisis to representtherelevantstakeholdersfor theorganization
andtheirsocialdependencies.This is doneby meansof anactordiagram,in whichactors
canrepresentagents,roles,or positionswithin theorganization.

Figure4.1 shows a partial actordiagramfor the BI-BANK casestudy. The Client
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Figure4.1: An actordiagramfor theBI-BANK casestudy

dependson theBank for achieving thegoaluse Bank service, andon theATM for the
goaluse automate teller machine. Moreover, theBank dependson theATM actorfor
thegoalsupply automate teller machine.

Thesecondstepconsistsin analyzingeachgoalof eachactorin moredetailto produce
a rationalediagramfor eachactor. Seefor instance[GNMR03, SGM04] for detailson
how goalanalysiscanbecarriedout. Goalanalysisendswhenall the relevantgoalsof
eachactorhavebeenanalyzedandall thedependenciesbetweenactorsareestablished.

Figure4.2 presentsa part of the rationalediagramfor the Bank actor focusingon
goal manage a/c transactions. The goal is AND-decomposedandcontribution links
betweengoalsarediscovered.Thus,thegoalmanage a/c transactions is decomposed
into manage debits andmanage credits, andin turn manage debits is decomposed
into manage permanent payments andmanage occasional payments. New depen-
denciesmaybediscoveredat this point, for exampletheClient dependson theBank to
manage a/c transaction.

Fact Analysis

Theobjectiveof factanalysisis to identify all therelevantfactsfor theorganization.The
analystnavigatestherationalediagramof eachactorandextendsit by associatinggoals
with factsthatmodelthesetof eventsto berecordedwhengoalsareachieved.

Figure4.3 shows anextendedrationalediagramfor theBank actor, still focusingon
goal manage a/c transactions (notethat the �gure alsocoversattribute analysis,that
we will seein detail in next paragraph).The fact transaction is associatedto themain
goalmanage a/c transactions, debit transaction to thegoalmanage debits, andso
on.
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Figure4.2: Rationalediagramfor theBank actorfrom theorganizationalperspective
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Figure4.3: Extendedrationalediagramfor theBank actorfrom theorganizationalper-
spective
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Attrib ute Analysis

Attribute analysisis aimedat identifying all the attributesthat aregiven a valuewhen
factsarerecorded.Startingfromtheextendedrationalediagramsproducedin theprevious
phase,theanalystexploresall thesubgraphsto associategoalswith theattributesthey use.
Notethat,in thisphase,theattributesareidenti�ed without specifyingtheir possiblerole
asdimensionsor measures;from the organizationalpoint of view, attributesaresimply
dataassociatedto goals.

Figure4.3shows anextendedrationalediagramfor theBank actor. For instance,by
analyzingthesubgraphof thegoalmanage withdrawals thatfactwithdrawal is associ-
atedwith, we introduceattributeswithdrawal currency, withdrawal date, withdrawal
card number, withdrawal amount, etc.

4.2.2 DecisionalModeling

After organizationmodeling,themethodologyproposesasecondtypeof analysisfocused
on the goalsof decisionmakers, i.e., the actorsthat play the most relevant role in the
decisionalprocess.Firstly, all thedecisionmakersareidenti�ed; then,for eachof them,
four stepsarecarriedout: (i) goal analysis, that producesrationalediagrams;(ii) fact
analysis, thatextendsthemwith facts;(iii) dimensionanalysis, thatfurtherextendsthem
with dimensions;and(iv) measureanalysis, thatfurtherextendsthemwith measures.

Goal Analysis

As for organizationalmodeling,goalanalysisstartsby analyzingtheactordiagramfor the
decisionmakers.Decisionmakersareidenti�ed andinitial socialdependenciesbetween
themareestablished.Thegoalsassociatedto eachdecisionmaker arethendecomposed
andanalyzedin detail, to producea setof rationalediagrams.Goalsmaybecompletely
differentfrom thoseanalyzedduringorganizationmodeling,indeedthey arepart of the
decisionprocessandmightbenot includedin theoperativeprocessof theorganization.

Figure4.4 shows a rationalediagramfor decisionmaker Financial Promoter, fo-
cusingon the goal of analyzingtransactions.The goal analyze transactions is OR-
decomposedinto analyze debit transactions andanalyze withdrawals, which in turn
arefurther decomposed.So, for instance,the goalanalyze debit transactions is OR-
decomposedinto analyze total amount andanalyze number of transactions.

Fact Analysis

Like for organizationmodeling,rationalediagramsareextendedby identifying factsand
associatingthemto thegoalsof decisionmakers. Factsarepossibleobjectsof analysis,
andcorrespondtobusinesseventsthatdynamicallyhappenwithin theenterprise.Factsare
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Figure4.4: Rationalediagramfor theFinancial Promoter decisionmaker from thede-
cisionalperspective

normally importedfrom the extendedrationalediagramsproducedduring organization
modeling.Indeed,very oftenthegoalsof decisionmakersarerelatedto theinformation
producedin theoperationalprocess,so thefactsassociatedto theorganizationactivities
are fundamentalfor ful�lling the decisionmakers' goals. In somecases,the analyst
can also introducesomenew factsby directly analyzingthe decisionmaker rationale
diagrams.For instance,in Figure4.5 the analystassociatesfact transaction, identi�ed
duringorganizationalmodeling(seeFigure4.3), to thegoalanalyze transactions (the
�gure alsoincludesdimensionsandmeasures,thatwe introducelater).

DimensionAnalysis

In this phase,eachfact is relatedto the dimensionsthat decisionmakersconsidernec-
essaryin orderto satisfytheir decisionalgoals. Dimensionsareconnectedto the goals
associatedto the fact asshown in Figure4.5, wheredimensionsaccount number and
month areassociatedto goalanalyze total amount.

Measure Analysis

Finally, the analystassociatesa setof measuresto eachfact previously identi�ed. For
example,two measuresareidenti�ed for goalanalyze total amount in Figure4.4: total
amount andaverage amount.
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Figure4.5: Extendedrationalediagramfor theFinancial Promoter decisionmaker from
thedecisionalperspective

4.3 From RequirementAnalysis to ConceptualDesign

Theorganizationalmodelwe producedby requirementanalysisrepresentsthemaindata
on which the enterpriseoperationis based,thusroughly mappingthe mostrelevant at-
tributesthatarepresumablypartof thesourcedatabase.Ontheotherhand,thedecisional
modelsummarizesthe role played,in glossary-basedrequirementanalysis,by theglos-
sariesof facts,dimensions,andmeasuresandby thepreliminaryworkload.In thissection
weexplainhow thesediagramareusedwithin, respectively, amixedandademand-driven
designframework.

4.3.1 Mixed DesignFramework

The mixed framework joins the facilities of supply-drivenapproacheswith the guaran-
teesof demand-drivenones.In fact, the requirementsderivedduringorganizationaland
decisionalmodelingarematchedwith theschemaof theoperationaldatabaseto generate
theconceptualschemafor theDW. Threephasesareinvolved: (i) requirementmapping,
wherefacts,dimensions,andmeasuresidenti�ed duringdecisionalmodelingaremapped
ontoentitiesin theoperationalschema;(ii) hierarchyconstruction, whereabasicconcep-
tualschemais generatedby navigatingtheoperationalschema;and(iii) re�nement, where
thebasicconceptualschemais editedandtrimmedto fully meettheuserexpectations.
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RequirementMapping

During thisphase,thefacts,dimensions,andmeasuresincludedin theextendedrationale
diagramsproducedby decisionalmodelingaremapped,wherepossible,onto thesource
schema.Moreprecisely:

1. Thefactsof decisionalmodelingaremappedontoentitiesor n-aryassociations(if
sourcesaremodeledby anEntity/Relationshipschema)or ontorelations(if sources
aremodeledby a relationalschema).Thus,in thebankexample,fact transaction
will bemappedon someTRANSACTIONS tablein thesourceschema.

2. As to dimensionsandmeasures,mappingis achieved by usingthe attributesrep-
resentedduringorganizationalmodelingasa bridge. A doublemappingis estab-
lishedbetweensuchattributesandthe attributesin the sourceschemaon the one
hand,the dimensionsandmeasuresin the decisionalmodelon the other. For in-
stance,attributecard number associatedto goal record card number in Figure
4.3 correspondsto dimensioncard number associatedto theanalysisgoalsana-
lyze withdrawals amount andanalyze number of withdrawals in Figure4.5;the
sameattributecard number might for instancecorrespond,on thesourceschema,
to anattributecardNumber within a WITHDRAWALS table. Similarly, attribute
withdrawal amount of goal record withdrawal amount correspondsto measure
total amount of theanalysisgoalanalyze withdrawals amount andto attribute
amount on theWITHDRAWALS table.

Interestingly, if the namesin the extendedrationalediagramsarechosenby the analyst
consistentlywith thosein theoperationalschema,this phasecanbepartially automated.
In particular, if theoperationalschemawasactuallyobtainedby normalizingandintegrat-
ing differentsources—whichvery often is the case,especiallywhencomplex cleaning
andtransformationproceduresarenecessaryto improve dataquality—itsnamespaceis
largely underthedesigner's control. Otherwisea Thesaurusmustbebuilt, assuggested
in [BCC+ 01].

Hierar chy Construction

Thisphaseimplementsthesupply-drivenpartof ourapproach.For eachfactF identi�ed
during decisionalmodelingand successfullymapped,the many-to-oneassociations—
expressedin theoperationalschemaby foreignkeys—arenavigatedto build theattribute
hierarchiesandcreateabasicconceptualschemafor F , e.g.in theform of a factschema.
Factschemataaretheconceptualartifactsprovidedby theDimensionalFactModel,pro-
posedin [GMR98] asa supportfor conceptualdesignof DWs. Notethatany othercon-
ceptualmodelfor multidimensionaldatabasescouldbeequivalentlyadopted.

This phasecan be largely automated;the detailsof the algorithm can be found in
[GMR98]. Remarkably, while in thesupply-drivenapproachdescribedin [GMR98] nav-
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igationis “blind”, meaningthatall theattributesconnectedto thefactby apathof many-
to-oneassociationsarereachedandincludedin hierarchies,herenavigation is actively
biasedby theuserrequirements.In fact:

1. Everydimensiond successfullymappedfrom anextendedrationalediagramto the
operationalschemais includedin thefactschema,andthefull hierarchyrootedin
d is generatedby navigation.

2. Every measurem successfullymappedfrom anextendedrationalediagramto the
operationalschemais includedin thefactschema,andnohierarchyis generatedfor
it.

3. For eachattribute in theorganizationalmodelbut not in thedecisionalmodel,the
designerhasto decidewhetherits primaryrole is thatof adimensionor ameasure.
In bothcases,it is includedin thefactschemaandlabeledas“supplied”.

4. Among the dimensionsandmeasureson the decisionalrationalediagrams,those
for which no mappingon the operationalschemacould be �nd are nevertheless
includedin thefactschemaandlabeledas“demanded”.

5. All the attributesin the operationalschemathat were not mappedand were not
reachedby navigationof foreignkeysstartingfrom adimensionarenot includedin
thefactschema.

The basicfact schematageneratedheremay be considerablysimplerandsmallerthan
thosegeneratedin [GMR98]. Besides,while in [GMR98] theanalystis asked for iden-
tifying facts,dimensions,and measuresdirectly on the operationalschema,heresuch
identi�cation is drivenby thediagramsdevelopedduringrequirementanalysis.We also
notethat thenamesusedfor measuresin decisionaldiagramscangive thedesignerpre-
cioussuggestionsregardingwhichaggregationoperatorsto use:for instance,from Figure
4.5we maypresumethatmeasureamount is to beaggregatedthroughboththesumand
theaverageoperators.

Thepreliminaryfactschemaobtainedfor factTRANSACTION in thebankexample
is reportedin Figure4.6. Consistentlywith theDimensionalFactModel, thefact is rep-
resentedasa box containingthemeasures;dimensionsarecirclesconnectedto thefact;
hierarchiesarerepresentedastreesrootedin dimensions.Measurewithdrawal cost is
labeledas“demanded”sinceit appearsasameasureassociatedto goalanalyze external
withdrawals but not asanavailableattributeon theorganizationaldiagram.Dimension
motivation is labeledas“supplied” sinceit is presentin organizationaldiagramsbut has
notbeenindicatedby decisionmakersasadimensionin decisionaldiagrams.

Re�nement

Thisphaseis aimedatrearrangingthefactschematain ordertobetter�t themto theusers'
needs.Thebasicoperationsthatcanbecarriedout to thispurposeare:droppinganodea
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Figure4.6: Preliminaryfactschemafor factTRANSACTION in amixedframework

Figure4.7: Factschemafor factTRANSACTION afterre�nementin amixedframework

andall thesubtreerootedin a from a hierarchy;droppinga nodefrom a hierarchywhile
preservingthesubtreerootedin a; adding(deleting)a many-to-oneassociationto (from)
ahierarchy, which resultsin changingtheparentof anode[GMR98].

Notethat,thanksto thelabelingof dimensionscarriedout duringhierarchyconstruc-
tion, the decisionmakersand the analystareenabledto distinguish,on fact schemata,
what is neededandavailable(unlabeleddimensions/measures),what is neededbut un-
available(dimensions/measureslabeledas“demanded”),whatis availablebut notneeded
(dimensions/measureslabeledas“supplied”). While thesecondcategory maydrive the
designersin enrichingthesourcedatabaseor in consideringnew datasources,thesecond
maystimulatethedecisionmakersto undertakenew directionsof analysis.

The �nal fact schemafor fact transactionis shown in Figure4.7. We assumedthat
usersarenot interestedin the client granularity, thatmeasurewithdrawal cost is com-
putedduringETL, thatdimensionsdestination a/c andmotivation areconsideredto be,
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Figure4.8: Preliminaryfactschemafor factTRANSACTION in ademand-drivenframe-
work

Figure4.9: Fact schemafor fact TRANSACTION after re�nement in a demand-driven
framework

respectively, relevantandnot relevantfor analysis.

4.3.2 Demand-Driven DesignFramework

Within a demand-drivenframework, in theabsenceof a priori knowledgeof thesource
schema,thebuilding of hierarchiescannotbe automated;themain assuranceof a satis-
factoryresult is theskill andexperienceof the designer, andher ability to interactwith
thedomainexperts.

Thestartingpoint is a setof preliminaryfactschemataobtainedby associatingeach
factfrom decisionalrationalediagramswith thecorrespondingdimensionsandmeasures.
In the bankcase,from the rationalediagramin Figure 4.5 we immediatelyderive the
preliminary fact schemain Figure 4.8. The main issuesto be facedafterwords, by
strictly interactingwith businessusers,canbesummarizedasfollows:
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1. Detectfunctionaldependenciesbetweendimensionsandrepresentthemin theform
of hierarchy(e.g.,date ! month ! year).

2. Recognizeoptionaldimensions(for instancecard number, thatis presentonly for
somekindsof transactions).

3. Unify measuresthatonly differ for theaggregationoperator(e.g.,average amount
andtotal amount).

4. In caseof dimensionsor measuresrelatedto speci�c subsetsof events,eitherunify
themor split thefact (e.g.,number of transactions andnumber of withdrawals
areuni�ed sincewithdrawalsareaspeci�c typeof transaction).

Thefactschemaobtainedby applyingthecriteriaabove is representedin Figure4.9.
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Chapter 5

RequirementsEngineering for Web
ServicesOrganizationalStructur es

5.1 A view of softwareasa service

The conceptof software-as-a-serviceespousedby SOC is revolutionary and appeared
�rst with the ASP (ApplicationsServiceProvider) softwaremodel. An ASP is a third
partyentity thatdeploys,hostsandmanagesaccessto apackagedapplicationanddelivers
software-basedservicesandsolutionsto customersacrossa wide areanetwork from a
centraldatacenter. Applicationsaredeliveredover networkson a subscriptionor rental
basis. In essence,ASPswerea way for companiesto outsourcesomeor all aspectsof
their informationtechnologyneeds.

By providing a centrallyhostedIntent application,the ASP takesprimary responsi-
bility for managingthesoftwareapplicationon its infrastructure,usingtheInternetasthe
conduitbetweeneachcustomerandthe primarysoftwareapplication.What this means
for anenterpriseis that theASPmaintainstheapplication,theassociatedinfrastructure,
and the customer's dataand ensuresthat the systemsand dataare availablewhenever
needed.

AlthoughtheASPmodelintroducedtheconceptof software-as-a-service�rst, it suf-
fered from several inherentlimitations suchas the inability to develop highly interac-
tive applications,inability to provide completecustomizableapplications[GW02]. This
resultedin monolithic architectures,highly fragile, customer-speci�c, non-reusablein-
tegrationof applicationsbasedon tight couplingprinciples. Todaywe are in the midst
of anothersigni�cant developmentin the evolution of software-as-a-servicearchitected
for loosely-coupledasynchronousinteractionson thebasisof XML-basedstandardswith
intentionto makeaccessto andcommunicationsof applicationsover theInterneteasier.

TheSOCparadigmallowsthesoftware-as-a-serviceconceptto expandto includethe
delivery of complex businessprocessesand transactionsasa service,while permitting
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Figure5.1: ThebasicServiceOrientedArchitecture.

applicationsto be constructedon the �y andservicesto be reusedeverywhereandby
anybody. Perceiving the relative bene�ts of (web) servicestechnologymany ASPsare
modifying their technicalinfrastructuresandbusinessmodelsto bemoreakin to thoseof
webserviceproviders.

5.2 The basicserviceoriented architecture

To build integration-readyapplicationsthe servicemodel relieson the service-oriented
architecture(SOA). SOA is a way of reorganizinga portfolio of previously siloedsoft-
wareapplicationsandsupportinfrastructureinto an interconnectedsetof services,each
accessiblethroughstandardinterfacesandmessagingprotocols.Onceall theelementsof
an enterprisearchitecturearein place,existing andfuture applicationscanaccessthese
servicesasnecessarywithout the needof convolutedpoint-to-pointsolutionsbasedon
inscrutableproprietaryprotocols. This architecturalapproachis particularlyapplicable
whenmultiple applicationsrunningon variedtechnologiesandplatformsneedto com-
municatewith eachother. In thisway, enterprisescanmix andmatchservicesto perform
businesstransactionswith minimaleffort.

SOA is a logical way of designinga software systemto provide servicesto either
end-userapplicationsor otherservicesdistributed in a network throughpublishedand
discoverableinterfaces.The basicSOA de�nes an interactionbetweensoftwareagents
asan exchangeof messagesbetweenservicerequesters(clients)andserviceproviders.
Clientsaresoftwareagentsthatrequesttheexecutionof aservice.Providersaresoftware

78



agentsthat provide the service. Agentscanbe simultaneouslyboth serviceclientsand
providers. Providersareresponsiblefor publishinga descriptionof the service(s)they
provide. Clientsmustableto �nd thedescription(s)of theservicesthey requireandmust
beableto bind to them.Weexamsoftwareagentsin Section6.

ThebasicSOA is not anarchitectureonly aboutservices,it is a relationshipof three
kinds of participants: the serviceprovider, the servicediscovery agency, and the ser-
vice requestor(client). The interactionsinvolve the publish, �nd and bind operations
[CFNO02], seeFigure5.1. Theserolesandoperationsactupontheserviceartifacts:the
servicedescriptionandthe serviceimplementation.In a typical service-basedscenario
a serviceprovider hostsa network accessiblesoftwaremodule(an implementationof a
givenservice).Theserviceproviderde�nesa servicedescriptionof theserviceandpub-
lishesit to a client or servicediscovery agency throughwhich a servicedescriptionis
publishedandmadediscoverable.Theservicerequestorusesa �nd operationto retrieve
the servicedescriptiontypically from a the discovery agency, i.e., a registry or reposi-
tory like UDDI, andusesthe servicedescriptionto bind with the serviceprovider and
invoke theserviceor interactwith serviceimplementation.Serviceprovider andservice
requestorrolesarelogical constructsandaservicemayexhibit characteristicsof both.

The fundamentallogical view of a servicein the basicSOA is that it is a service
interfaceandimplementation.A serviceis usuallya businessfunction implementedin
software, wrappedwith a formal documentedinterfacethat is well known and known
whereto befoundnotonly by agentswhodesignedtheservicebut alsoby agentswhodo
notknow abouthow theservicehasbeendesignedandyetwantto accessanduseit. Ser-
vicesareintendedto representmeaningfulbusinessfunctionality that canbeassembled
into largerandnew con�gurationsdependingon theneedof particularkindsof users.

The interfacesimply providesthe mechanismby which servicescommunicatewith
applicationsandotherservices.Technically, theserviceinterfaceis thedescriptionof the
signaturesof asetof operationsthatareavailableto theserviceclient for invocation.The
servicespeci�cationmustexplicitly describeall theinterfacesthataclientof this service
expectsaswell asthe serviceinterfacesthat mustbe provided by the environmentinto
which the serviceis assembled/composed.As serviceinterfacesof composedservices
areprovided by other (possiblysingular)services,the servicespeci�cation servesasa
meansto de�ne how a compositeserviceinterfacecanberelatedto the interfacesof the
importedservicesandhow it canbeimplementedoutof importedserviceinterfaces.This
is shown in Figure2. In this sensethe servicespeci�cation hasa missionidentical to
a compositionmeta-modelthatprovidesa descriptionof how theweb-serviceinterfaces
interactwith eachotherandhow to de�ne anew web-serviceinterface(< PrortType> ) as
acollection(assembly)of existingones(imported< PrortType> s),seeFigure5.2.A ser-
vicespeci�cation,thus,de�nestheencapsulationboundaryof aservice,andconsequently
determinesthegranularityof replaceabilityof web-serviceinterfacecompositions.This
is theonly way to designservicesreliablyusingimportedserviceswithout knowledgeof
their implementations.As servicedevelopmentrequiresthat we dealwith multiple im-
portedserviceinterfacesit is usefulto introducethis stagetheconceptof a serviceusage

79



Figure5.2: Serviceinterfacesandimplementation.

interface. A serviceusageinterfaceis simply the interfacethat the serviceexposesto
its clients[PY02] . This meansthat theserviceusageinterfaceis not differentfrom the
importedserviceinterfacesin Figure5.2, it is, however, the only interfaceviewed by a
clientapplication.

Figure5.2 distinguishesbetweentwo broadaspectsof services:servicedeployment,
which we examinedalready, versusservicerealization. Theservicerealizationstrategy
involveschoosingfrom an increasingdiversity of differentoptionsfor services,which
maybemixedin variouscombinationsincludingin houseservicedesignandimplemen-
tation,purchasing/leasing/payingfor services,outsourcingservicedesignandimplemen-
tation,andusingwrappersand/oradaptersto convert legacy system,COTS package,and
ERPfunctionalityinto aservicelayer.

Servicedescriptionsareusedto advertisetheservicecapabilities,interface,behavior,
andquality. Publicationof suchinformationaboutavailableservices(on a servicereg-
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istry) providesthenecessarymeansfor discovery, selection,binding,andcompositionof
services. In particular, the serviceinterfacedescriptionpublishesthe servicesignature
while the servicecapabilitydescriptionstatesthe conceptualpurposeandexpectedre-
sultsof theservice.The(expected)behavior of aserviceduringits executionis described
by its servicebehavior description(e.g., as a work�o w process). Finally, the Quality
of Service(QoS)descriptionpublishesimportantfunctionalandnon-functionalservice
qualityattributes,suchasservicemeteringandcost,performancemetrics(responsetime,
for instance),securityattributes,(transactional)integrity, reliability, scalability, andavail-
ability.

Serviceimplementationcanalsobe very involved becausein many occasionsmany
organizationsrely onsinglemonolithicprogramsto representthesingleserviceor service
methodimplementation.But very often in orderto ful�l the functionsof a servicemul-
tiple programsare involved,e.g.,programsthat belongto multiple applicationsof new
programsthatbelongto multiple applications.Application compositionandintegration
very often is involved in ful�lling the service.At the logical level of theservicewe do
not pay any attentionto this. All we needto know is that thereis a businessfunction
implementedin softwaresomehow andthis is theinterfaceto it. At developmenttimewe
care,however, how theserviceis implemented.More speci�cally, whatarethemethods
andtheinternalconstructionof theimplementation.

The servicein the basicSOA is designedin sucha way that it can be invoked by
variousserviceclientsandis logically decoupledfrom any servicecaller(loosecoupling).
Servicescanbereusedandonedoesnothaveto look insidetheserviceto understandwhat
it does. Thereareno assumptionsof any kind in the serviceasto what kind of service
consumeris usingandfor whatpurposeandin whatcontext. In SOA theserviceis not
coupledwith its callers,in factit knowsnothingaboutthem.However, theservicecallers
areverymuchcoupledwith theserviceasthey know whattheservicesarewhatthey call
andwhatthey canaccomplish.

5.3 Grid servicesand the extendedSOA

ThebasicSOA doesnot addressoverarchingconcernssuchasmanagement,serviceor-
chestration,servicetransactionmanagementandcoordination,security, andothercon-
cernsthatapplyto all componentsin aservicesarchitecture.Suchconcernsareaddressed
by theextendedSOA (ESOA) [PG03a]thatis depictedin Figure5.3. This layeredarchi-
tectureutilizesthebasicSOA constructsasits bottomlayer.

The servicecompositionlayer in the ESOA encompassesnecessaryrolesandfunc-
tionality for the consolidationof multiple servicesinto a singlecompositeservice. Re-
sultingcompositeservicesmaybeusedby serviceaggregatorsascomponents(i.e.,basic
services)in furtherservicecompositionsor maybeutilized asapplications/solutionsby
serviceclients.
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Figure5.3: TheExtendedServiceOrientedArchitecture.

Serviceaggregatorsthusbecomeserviceprovidersby publishingtheservicedescrip-
tionsof thecompositeservicethey create.A serviceaggregatoris a serviceprovider that
consolidatesservicesthat are provided by other serviceproviders into a distinct value
addedservice. Serviceaggregatorsdevelop speci�cationsand/orcodethat permit the
compositeserviceto performfunctionsthatincludethefollowing:

� Coordination: controls the execution of the componentservices,and manages
data�ow amongthemandto the outputof the componentservice(e.g.,by spec-
ifying work�o w processesand using a work�o w enginefor run-time control of
serviceexecution).

� Monitoring: allows subscribingto eventsor informationproducedby thecompo-
nentservices,andpublishhigher-level compositeevents(e.g.,by �ltering, summa-
rizing, andcorrelatingevents).
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� Conformance:ensuresthe integrity of the compositeserviceby matchingits pa-
rametertypeswith thoseof its components,imposesconstraintson thecomponent
services(e.g.,to ensureenforcementof businessrules),andperformsdatafusion
activities.

� QoScomposition:leverages,aggregates,andbundlesthecomponent's QoSto de-
rive the compositeQoS, including the compositeservice's overall cost, perfor-
mance,security, authentication,privacy, (transactional)integrity, reliability, scal-
ability, andavailability.

� Policy enforcement:web-servicecapabilitiesandrequirementscanbeexpressedin
termsof policies.For example,knowing thata servicesupportsa web-servicesse-
curity standardsuchasWS-Securityis notenoughinformationto enablesuccessful
composition.Theclientneedsto know if theserviceactuallyrequiresWS-Security,
whatkind of securitytokensit is capableof processing,andwhich oneit prefers.
Theclientmustalsodetermineif theservicerequiressignedmessages.And if so,it
mustdeterminewhattokentypemustbeusedfor thedigital signatures.And �nally ,
the client mustdeterminewhento encryptthe messages,which algorithmto use,
andhow to exchangea sharedkey with the service. Trying to orchestratewith a
servicewithout understandingthesedetailswill leadto erroneousresults.

The recentlyproposedstandardBusinessProcessExecutionLanguagefor web ser-
vices(BPEL) [CGK+ 02] is anXML-basedeffort to addressesthede�nition of anew web
servicein termsof compositionsof existing services.A BPEL processis de�ned “in the
abstract”by referencingandinter-linking portTypesspeci�edin theWSDL de�nitions of
thewebservicesinvolvedin aprocess.

Managingcritical web-servicebasedapplicationsrequiresin-depthadministrationca-
pabilities and integration acrossa diverse,distributed environment. For instance,any
downtimeof key e-businesssystemshasa negative impacton businessesandcannotbe
tolerated.To countersuchasituation,enterprisesneedto constantlymonitorthehealthof
theirapplications.Theperformanceshouldbein tune,atall timesandunderall loadcon-
ditions. Web-servicebasedapplicationmanagementis an indispensableelementof the
ESOA thatincludesperformancemanagementandbusiness/applicationspeci�c manage-
ment.Thisrequiresthatacritical characteristicberealized:thatservicescanbemanaged.
Servicemanagementincludesmany interrelatedfunctions.Themosttypical functionsin-
clude:

1. Deployment:Theweb-servicessupportenvironmentshouldallow theserviceto be
redeployed(moved)aroundthenetwork for performance,redundancy for availabil-
ity, or otherreasons.

2. Metrics: The web-servicessupportenvironmentshould exposekey operational
metricsof a web-service,at theoperationlevel, includingsuchmetricsasresponse
timeandthroughput.In additionit shouldallow web-servicesto beaudited.
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3. Dynamic rerouting: The web-servicessupportenvironment should supportdy-
namicreroutingfor fail overor loadbalancing.

4. Life cycle/Statemanagement: The web-servicessupportenvironmentshouldex-
posethe currentstateof a serviceandpermit lifecycle managementincluding the
ability to startandstopaservice.

5. Con�guration: Theweb-servicessupportenvironmentshouldsupporttheability to
makespeci�c con�gurationchangesto a deployedweb-service.

6. Changemanagementandnoti�cation: Theweb-servicessupportenvironmentshould
supportthedescriptionof versionsof web-servicesandnoti�cation of a changeor
impendingchangeto theserviceinterfaceor implementation.

7. Extensibility:Theweb-servicessupportenvironmentshouldbeextensibleandmust
permitdiscoveryof supportedmanagementfunctionalityin agiveninstantiation.

8. Maintenance:Theweb-servicessupportenvironmentshouldallow for themanage-
mentandcorrelationof new versionsof theservice.

Web servicesmanageabilitycould be de�ned as the functionality requiredfor dis-
coveringtheexistence,availability, performance,health,patternsof usage,extensibility,
aswell as the control andcon�guration, life-cycle supportandmaintenanceof a web-
serviceor businessprocesswithin thecontext of theextendedservicesarchitecture.This
de�nition implies that web servicescan be managedusing web-servicestechnologies.
In particular, it suggestsa manageabilitymodel that appliesto both web-servicesand
businessprocessesin termsof manageabilitytopics,(identi�cation, con�guration,state,
metrics,and relationships)and the aspects(properties,operationsand events)usedto
de�ne them. In fact, theseabstractconceptsapply to understandinganddescribingthe
manageabilityinformationandbehaviour of any resource,including businessprocesses
andweb-services.

To managecritical applications/solutionsandspeci�c markets,ESOA providesman-
agedservicesin theservicemanagementlayerdepictedat thetop of theESOA pyramid.
TheESOA managedservicesaredividedin two complementarycategories:

� Serviceoperationsmanagementthat canbe usedto managethe serviceplatform,
thedeploymentof servicesandtheapplicationsand,in particular, monitorthecor-
rectnessandoverall functionalityof aggregated/orchestratedservices.

� Openservicemarketplacemanagementthatsupportstypicalsupplychainfunctions
andby providing a comprehensive rangeof servicessupportingindustry-trade,in-
cludingservicesthatprovidebusinesstransactionnegotiationandfacilitation,�nan-
cial settlement,servicecerti�cation andquality assurance,ratingservices,service
metrics,andsoon.
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TheESOA'sserviceoperationsmanagementfunctionalityis aimedatsupportingcrit-
ical applicationsthatrequireenterprisesto managetheserviceplatform,thedeployment
of servicesandtheapplications.ESOA's serviceoperationsmanagementtypically gath-
ersinformationaboutthemanagedserviceplatform,web-servicesandbusinessprocesses
andmanagedresourcestatusandperformance,andsupportingspeci�c managementtasks
(e.g., root causefailure analysis,SLA monitoring and reporting,servicedeployment,
and life cycle managementandcapacityplanning). Operationsmanagementfunction-
ality may provide detailedapplicationperformancestatisticsthat supportassessmentof
theapplicationeffectiveness,permitcompletevisibility into individualbusinessprocesses
andtransactions,guaranteeconsistency of servicecompositions,anddeliver application
statusnoti�cations whena particularactivity is completedor whena decisioncondition
is reached.We refer to theorganizationresponsiblefor performingsuchoperationman-
agementfunctionsastheserviceoperator. Dependingon theapplicationrequirementsa
serviceoperatormaybeaserviceclientor aggregator.

In thecontext of serviceoperationsmanagementit is increasinglyimportantfor man-
agementto de�ne andsupportactive capabilitiesversustraditionalpassive capabilities.
For example,ratherthanmerelyraisingan alert whena given web-serviceis unableto
meettheperformancerequirementsof a givenservice-level agreement,themanagement
framework shouldbe ableto take corrective action. This actioncould take the form of
reroutingrequeststo a backupservicethat is lessheavily loaded,or provisioninga new
applicationserver with an instanceof thesoftwareproviding theserviceif no backupis
currentlyrunningandavailable.

Serviceoperationsmanagementshouldalsoprovide globalvisibility of runningpro-
cesses,comparableto that provided by BusinessProcessManagement(BPM). BPM
promisesthe ability to monitor both the stateof any singleprocessinstanceandall in-
stancesin theaggregate,usingpresentreal-timemetricsthat translateactualprocessac-
tivity into key performanceindicators(KPIs). Managementvisibility is expressedin the
form of real-timeandhistoricalreports,andin triggeredactions.For example,deviations
from KPI targetvalues,suchasthepercentof requestsful�lled within thelimits speci�ed
by aservicelevel agreement,might triggeranalertandanescalationprocedure.

Considerationsneedalsobemadefor modellingthescopein whichagivenserviceis
beingleveragedindividual,composite,partof along-runningbusinessprocess,andsoon.
Thus,in additionto theabove concerns,which relateto individual businessprocessesor
services,in orderto successfullycomposeweb-servicesprocesses),onemustfully under-
standtheservice's WSDL contractalongwith any additionalrequirements,capabilities,
andpreferences(alsoreferredto aspolicies). For example,knowing thata servicesup-
portsa web-servicessecuritystandardsuchasWS-Securityis not enoughinformationto
enablesuccessfulcomposition.Theclient needsto know if theserviceactuallyrequires
WS-Security, whatkind of securitytokensit is capableof processing,andwhich oneit
prefers.Theclient mustalsodetermineif theservicerequiressignedmessages.And if
so, it mustdeterminewhat token type mustbe usedfor the digital signatures.And �-
nally, the client mustdeterminewhento encryptthe messages,which algorithmto use,
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and how to exchangea sharedkey with the service. Trying to orchestratewith a ser-
vice without understandingthesedetailswill lead to erroneousresults. Suchconcerns
are addressedby the serviceoperationsmanagement.Serviceoperationsmanagement
is a critical function that canbe usedto monitor the correctnessandoverall functional-
ity of aggregated/orchestratedservicesthusavoiding a severerisk of serviceerrors. In
thiswayonecanavoid typicalerrorsthatmayoccurwhenindividualservice-level agree-
ments(SLAs) arenot properlymatched.Propermanagementandmonitoringprovides
a strongmitigationof risksdueto mismatchesof aggregatedSLAs, sincetheoperations
managementlevel allowsto checkthecorrectness,consistency andadequacy of themap-
pingsbetweentheinputandoutputserviceoperationsandaggregateservicesin aservice
composition.

Anotheraim of ESOA's servicemanagementlayeris to provide supportfor openser-
vice marketplaces.Currently, thereexist severalvertical industrymarketplaces,suchas
thosefor the semiconductor, automotive, travel, and�nancial servicesindustries.Open
servicemarketplacesoperatemuchin thesameway like verticalmarketplaces,however,
they areopen.Their purposeis to createopportunitiesfor buyersandsellersto meetand
conductbusinesselectronically, or aggregateservicesupply/demandby offering added
valueservicesandgroupingbuyingpower(just likeaco-op).Thescopeof suchaservice
marketplacewould be limited only by the ability of enterprisesto make their offerings
visible to other enterprisesand establishindustry speci�c protocolsby which to con-
ductbusiness.Openservicemarketplacestypically supportsupplychainmanagementby
providing to theirmembersauni�ed view of productsandservices,standardbusinesster-
minology, anddetailedbusinessprocessdescriptions.In addition,servicemarketplaces
mustoffer a comprehensive rangeof servicessupportingindustry-trade,including ser-
vicesthat provide businesstransactionnegotiationandfacilitation, �nancial settlement,
servicecerti�cation andquality assurance,ratingservices,servicemetricssuchasnum-
ber of currentservicerequesters,averageturn aroundtime, andmanagethe negotiation
andenforcementof SLAs. ESOA's servicemanagementlayer includesmarket manage-
mentfunctionality(asillustratedin Figure5.3)thatis aimedto supportthesemarketplace
functions. Themarketplaceis createdandmaintainedby a market maker (a consortium
of organizations)that bringsthe suppliersandvendorstogether. The market maker as-
sumesthe responsibilityof marketplaceadministrationandperformsmaintenancetasks
to ensurethe administrationis openfor businessand,in general,providesfacilities for
the designanddelivery of an integratedservicethat meetsspeci�c businessneedsand
conformsto industrystandards.

TheESOA servicemanagementfunctionscanbene�t from grid computingasit tar-
getsmanageability. Servicegridsconstitutea key componentof thedistributedservices
managementasthescopeof servicesexpandsbeyondtheboundariesof asingleenterprise
to encompassabroadrangeof businesspartners,asis thecasein openmarketplaces.For
this purposegrid servicescan be usedto provide the functionality of the ESOA's ser-
vice managementlayer [FKNT02, TCF+ 02]. Grid servicesusedin the ESOA's service
managementlayerto provideanenablinginfrastructurefor systemsandapplicationsthat
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Figure5.4: Theservicegrid bus.

requirethe integrationandmanagementof serviceswith the context of dynamicvirtual
marketplaces.Grid servicesprovide thepossibilityto achieveend-to-endqualitiesof ser-
viceandaddresscritical applicationandsystemmanagementconcerns.

5.4 The servicegrid bus

Grid servicesusedin the ESOA's servicemanagementlayer to provide an enablingin-
frastructurefor systemsand applicationsthat requirethe integration and management
of serviceswith thecontext of dynamicvirtual marketplaces.Grid servicesprovide the
possibility to achieve end-to-endqualitiesof serviceandaddresscritical applicationand
systemmanagementconcerns.To this endgrid servicesprovide the grid infrastructure
over which servicesinteract,aggregate,andcoordinatethrougha distinct architectural
tier. This infrastructureis calledthe servicegrid bus. The servicegrid bus (SGB) pro-
vides a high-level abstractionarchitectureandmanagementfacilities to allow services
(within anopenservicemarketplace)to functionasanintegral unit andcollaboratewith
otherservices.The SGB architectureprovidesfacilities for registration,discovery, se-
lection/routing,businessrules, �ltering, routing, aggregation,fail-over, andtopological
mappingof serviceinstances.ThebusinessrulesgoverntheSGB's automaticprocessing
for incomingservicerequestsoveraggregatedserviceinstances.

Theservicebusis a logical constructthatcaresvery little whereor on whatplatform

87



a serviceprovider runs.A userinterface,designedto exactly matchthebusinessrequire-
mentsmayconsumetheservicesprovidedby theservicebus,leaving theenterpriseafree
handto choosethemostef�cient serviceprovider.

An SGB is designedto provide a singleserviceconnectivity anda managementtier
thataddressesthefollowing concerns:

� Reachand robustness:The SGB allows to locateservicesanywherein an open
servicemarketplaceandinsulatethemfrom connectionfailures,errors,andbarriers
suchas�re walls, proxies,andcaches.It guaranteesthateachservicealwayssees
anerror-freeconnectionto any otherservice.Theapplicationasawholeshouldbe
robustundertransientor long-termfailureof oneor moreservicecomponents.

� Policy andsecuritymanagement:Servicesneedto describetheir capabilitiesand
requirementsto their environmentandpotentialusers.A collectionof capabilities
andrequirementsis referredto asa policy [Ley03]. A policy may expresssuch
diversecharacteristicsasservicetransactionalcapabilities,security, responsetime,
pricing, etc. For example,a policy of a servicemay specify that all interactions
mustbe invokedundertransactionprotection,that incomingmessageshave to be
encrypted,thatoutgoingmessageswill besigned,that responsesmayonly beac-
ceptedwithin a speci�c time interval, etc. Finally, servicesmustbe restrictedto
authorizedproducersandconsumers.The SGB enforcesthe securitypolicy uni-
formly anduniversallyacrosstheentiremarketplace.

� Developmenttime andcost:TheSGBprovidesthefacilities thatallow servicesto
beeasilyaggregatedinto composite,higher-level servicesthatmatchthefactoring
of an application.New servicesandclientswill be addedthroughoutthe lifetime
of the application. That processmust be managedquickly, ef�ciently and cost
effectively.

� Scalabilityandperformance:TheSGBmustbeableto performwell despiteslow
componentsandlong,unpredictablenetwork latencies.

TheSGBletsservicecomponentsinteractover any network connection,handlingall
network errors,barriers,andtransientor extendedoff-line conditions.It providessupport
for a businesstransactionmodelandsupportmechanismsfor advancedtransactionalbe-
havior of complex service-orientedbusinessprocessesthatspanorganizations[Pap03a].
Thetransactionmodelallowsexpressingunconventionalatomicitycriteria,e.g.,payment
atomicity, conversationatomicity, contractatomicity, andpossessestheability to express
collaborative agreementsandbusinessconversationsequencesthat rely on transactional
support. The modelrelieson a phasedapproachto businesstransactionsso that all ex-
changeof informationbetweenpartnerson the termsthey could commit to, e.g.,to �x
price andquantity, arekept outsidethe “pure” transactionprotocol. This resultsin en-
hancing�e xibility and reducinglatency and expensive transactioncompensationsand
rollbacksin businessinteractions.TheSGB's asynchronouscommunicationsmakesthe
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applicationrobustundertransientservicenodefailures,andallows transparentrerouting
in caseof prolongedfailure.

TheSGBprovidesstandard,high-level servicesfor security, management,servicein-
teraction,andaggregation,greatlyacceleratingapplicationdevelopmentanddeployment.
The SGB shouldalsobe consistentwith emerging Web serviceswork�o w andtransac-
tion standardssuchasWeb ServicesTransactions[F. 02a], Web ServicesCoordination
[F. 02b] andthe BusinessTransactionProtocol(BTP) [OAS02]. Finally, the SGB sup-
portslinearscalabilityandhighperformanceby offeringnativesupportfor asynchronous
interaction,andallowing serviceendpointsto bemanagedfor loadbalancing,workload
distribution, andfail-over. The SGB itself mustbe scalableandcapableof supporting
peakloads.

Figure5.4 describesa servicesharingandaggregationSGB modelfor openservice
marketplaces.The SGB modelallows servicesand the resourcesthey useto be more
easilysharedby differentconstituencieswithin anopenservicemarketplace.With its ser-
vicegrid foundationanopenservicemarketplaceprovidesthenotionof abusinessservice
grid thatautomaticallydispatchesthebestserviceavailablefrom a pool of dynamically
assembledserviceproviders in order to meetthe user's need. Selectionof a serviceis
not just basedon availability, but canalsobebasedon QoScharacteristics,asspeci�ed
in SLAs andbusinessarrangements.Selectionof a serviceis performedautomatically
basedonservicepolicy, andthefeaturesprovidedby theSGBenableserviceprovidersto
concealthe implementationcomplexity requiredto handlemultiple client requestsover
heterogenousenvironments.

TheSGBinvokesaserviceaggregationmoduleto maintainits policy andstateswhile
servingexternalservicerequests.This modulealsoperformsselectionanddispatching
to �nd a serviceinstanceto executea servicerequest.The serviceaggregationmodule
is alsodecomposedinto modularfunctionalunits so that it is customizableto meetthe
specialneedsof diverseplatforms,operationslogic andsoon.

Oneof themajorbene�ts of introducinga distinct integrationtier in the form of the
SGBto implementtheESOA'sservicemanagementlayeris theability to couplein value-
addedservicesthatprovidepackagedsolutionsfor commondevelopmentneeds.TheSGB
providesan asynchronousinteractionmodelthat lets usersandapplicationsinitiate and
monitormultiple tasksanddatafeedssimultaneously, andimmediatelyalertsthemwhen
atransactioncompletesor acritical eventoccurs.In this regard,theSGBallowsdynamic
datafeedsandtransactioneventsto bedeliveredto theusersor applicationsimmediately
whenthey occur. TheSGBdeliversto usersapplicationsthat let themview multiple key
performanceindicatorsin real-time,collaboratewith otherusers,andtake actionwhen
critical eventstakeplace.
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5.5 Softwareagentsand the extendedSOA

Theshift towardstheServiceOrientedComputingparadigmnotonly involvesanew way
of conceptualizingcomplex distributedapplications,but alsocallsfor moreabstractsoft-
ware developmentanddeployment technologies.Agent-orientedsoftwareengineering
deliverssuchanabstraction[GJMO04].

To be quali�ed as an agent,a systemis often requiredto have propertiessuchas
autonomy, socialability, reactivity, andproactivity. Otherattributeswhicharesometimes
requested[WJ95b] aremobility, veracity, rationality, andso on. The key featurewhich
makesit possibleto implementsystemswith theabovepropertiesis thatprogrammingis
doneat a very abstractlevel, moreprecisely, usinga terminologyintroducedby Newell,
at the knowledge level [New82]. Thus, we talk of mentalstates,of beliefs insteadof
machinestates,of plansandactionsinsteadof programs,of communication,negotiation
andsocialability insteadof interactionandI/O functionalities,of goals,desires,andso
on. Mentalnotionsprovide,at leastin part,thesoftwarewith theextra �e xibility needed
in order to dealwith the intrinsic complexity of the applicationsmentionedin the �rst
paragraph.Theexplicit representationandmanipulationof goalsandplansfacilitates,for
instance,a run-time“adjustment”of thesystembehavior neededto copewith unforeseen
circumstances,or for moremeaningfulinteractionswith otherhumanandsoftwareagents.

In the agent-orientedvision, softwareis built not by providing low level imperative
lines of codeto be followed sequentially, but ratherby de�ning high-level goalsto be
achieved. In orderfor anagentto achieve its goalsit musthavea numberof capabilities,
mostnotably, anagentmusthave reasoning,communicating,andactingabilities.

We now focus on the threemain agentcapabilitiesin the context of web services
(Section3): reasoning, communicating, andacting.

Reasoning. Givenasetof goals,knowledgeabouttheworld'sbehavior, andinformation
on thecurrentstatusof theworld, theagentmustbeableto reasonto achieve the
goalsthat have beendelegatedto him. The world is an electronicmarketplaceor
a businessgrid, which is well structured,standardizedandfollows preciseseman-
tically de�ned businessrules. Knowing a businessprocessin the form of a BPEL
description,asecurityor transactionalrequirementor abusinessrule in theform of
aWS-Policy speci�cationallowstheagentto modelpreciselytheworld'sbehavior
andthereforeto planandactaccordingly.

Communicating. Agentsmustbe able to communicateoneanotherandwith services
in orderto cooperate,reachagreementsandnegotiatebusinessinteractions.This
musthappenvia standardizedlanguagessuchasthoseofferedby XML-basedweb
servicesdescriptions.For instance,agentsmay want to discover servicesoffered
in theworld they populateby standardcommunicationwith UDDI registries,they
maywant to subscribeto eventspublishedvia standardWS-Noti�cation language
[Gra04].
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Acting. To achieve the goalsdelegatedto them agentsmust act (proactively and au-
tonomously)in the environmentthey populate. In the web servicescenario,act-
ing implies invocationof webservicefunctionalities.This is possibleby invoking
webserviceoperationsdescribedin thestandardWSDL language.In this manner,
agentsareableto accomplishthetaskassignedto them.

In general,themoretheworld in which theagentlivesis explicitly semanticallyde�ned,
the easierit is for the agentto reason,plan and,hence,achieve its goals. Web services
give quitesomestructureto theworld in which agentslive as,for instance,they forcea
commonlanguagefor interaction(e.g.,WSDL to de�ne basicwebserviceoperations)or
evenprovide state-baseddescriptionsof anapplication's behavior (e.g.,a BPEL abstract
processspeci�cation). However, this is not enoughbecausewe are only dealingwith
standardizedsyntacticdescriptionswith no semanticmeaningattachedto them. WSDL
andBPEL speci�cationsincludeno semanticattachments.This is potentiallydangerous
whenspecifyingservicesin thecontext of processes.Consider, for instance,two semanti-
cally identicalservicesproviding, say, thesameinsurancefunctionality. Thesecouldend
up with two completelydifferentBPEL descriptions.

Two optionsarepossibleto overcomesucha semanticgapbetweenthewebservice
world andtheagenttechnology:addsemanticsto thewebservicesor addknowledgeand
abilities to theagents.Thesemanticwebserviceinitiative [MSZ01] goesin the �rst di-
rection,proposingto semanticallytagall webservicedescriptions,while otherproposals
go in theseconddirectionenablingagentsto be designedfor speci�c webservicetasks
[LGS03].

Thelatteroptionholdsmorepromiseto theworldof serviceorientedcomputingasit is
in line with thecharacteristicsandrequirementsof agenttechnologythatwementionedin
theoutsetof this section.Thesearealsoin line with previousresearchactivities [Pap01]
in the areaof e-businesswerewe identi�ed varioustypesof businessagentsbasedon
businessrole they perform:applicationagents,personalagents,generalbusinessactivity
agents,information brokering agents,negotiation and contractingagents,system-level
supportagents,e.g.,agentsfor interoperation,planningandschedulingagents,business
transactionagents,andsecurityagents.

In the context of serviceorientedcomputingwe foreseethat softwareagentscould
make an importantcontribution in connectionwith the roles undertaken in an ESOA.
Agenttechnologycouldbeusedto provide two typesof coarseagents:agentsasservice
providers andagentsas serviceclients. Thesetwo typesof agentscould be combined
whenacoarseagentbehavesasaserviceaggregator(or marketmaker) in orderto provide
anaddedvalueservicesto otheragents.

Whenconsideringagenttechnologyin supportof serviceaggregatoragentswecould
expectthateachcoarseaggregatoragentcouldcomprise� ve distinct typesof more�ne-
grainedagentswhich provide the � ve paramountfunctionsfor serviceaggregatorsthat
we identi�ed in Section4. Speci�cally, wecouldidentify thefollowing typesof agents:
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� Coordination agents: thesecontrol the executionof single servicesand interact
with themto achievehigh-level complex businessgoalsthathavebeendelegatedto
them.

� Monitoring agents: thesesensethe world by subscribingto eventsof individual
servicesandreactto themby publishinghigher-level eventsor communicatingwith
otheragents.

� Conformanceagents: theseachieve complex goalswhich may be conformance
goals. A businessrule may be formalizedasa goal for the agentwhich will be
enforcedastheagentis composingasetof services.

� QoScompositionagents: thegoalof anagentmaycontainquality of serviceQoS
speci�cationsthattheagentwill achievein composingtheservices.For instancean
agentmaychooseonly servicesthatguaranteea speci�c responsetime in orderto
guaranteeaspeci�c total responsetime for thecomposedservice.

� Policy enforcementagents:asfor conformanceandquality of service,policy con-
straintsmaybeembeddedin agentgoals,therefore,anagentmayenforcepolicies
of aggregatedserviceswhencomposingtheminto anaddedvalueservice.

In a similar mannerto aggregatoragents,market maker agentsarealsocoarseagents
comprisingdifferenttypesof morespecialized�ne-grainedagentsproviding theservice
managementfunctionsrequiredfor managingserviceoperations,openservicemarket-
placeandthebusinessservicegrid functions(seeSection5) requiredfor theSGB.Here
we could have agentssuchasdeploymentagents,serviceselectionagents(basedQoS
criteriasuchasprice,performance,availability), reroutingagents,life-cyclemanagement
agents,con�guration/versionningagents,changemanagementagentsandsoon.
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Chapter 6

Ar chitecturesfor Digital Libraries

6.1 CiteSeer.EU Distrib uted Platform Concepts

CiteSeer[LGB99] is a scienti�c literaturedigital library andsearchenginethat focuses
primarily on theliteraturein computerandinformationscience.CiteSeerwasdeveloped
at the NEC ResearchInstituteby Steve Lawrence,Lee Giles andKurt Bollacker. It is
currentlyhostedat PennState's Schoolof InformationSciencesandTechnologyunder
thedirectionof ProfessorLeeGiles.

CiteSeerindexesPostScriptandPDF researcharticleson the Web, andprovidesa
numberof features.In particularthesystemsupportAutonomousCitationIndexing (ACI
seealso [LGB99]). i.e. it can automaticallycreatea citation index from literaturein
electronicformat.Moreover, CiteSeeralsorankspapersandauthorsin variousways,and
canidentify similarity amongpapers.Thecritical partsof thesystemarethoseinvolved
in meta-dataextraction.

Although currentCiteSeeris an excellent researchtool, it facesbig challengesto
evolve into a digital library tool capableto copewith todaygrowth of informationto be
processed.In fact, CiteSeeris a centralizedsystem. Scalingup centralizedsystemis
possibleonly extensively, but not intensively.

We arepursuingthe opportunityto re-designthe CiteSeersystembasedon current
technologiesand theoreticresearchresultsin order to meetthis speci�c challenge.To
this endwe proposeto usedistributedsoftwaretechnologiesto achieve scalabilityand
performanceon low-pro�le computerhardware.

The new systemis going to be a distributed serviceorientedplatform with up to
date tools to copewith the the increasedacquisitionof sources. The large datavol-
umesto beprocessedrequiresspecialkind of softwareandhardwareto handlethemin a
time-ef�cient manner. Traditionalengineeringapproachfor suchlarge-scalecomputation
projectswasto designa softwarefor massively parallelprocessing(MPP)systems(e.g.,
usingmessage-passinginterface)to spreadthecomputationloadon theCPUsin thesu-
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percomputer[Dun90]. Recentyearswerecharacterizedby importantadvancementsin the
personalcomputertechnologiesanddistributedcomputationtechniquessuchasService
OrientedArchitectures[PG03b]andGrid Computing[FK99].

Our proposedsystemwantsto leveragefrom currentstateof theart distributedtech-
nologiesand deliver a new architecturefor allowing the usera homogenousaccessto
scienti�c documentsavailablein bothdigital librariesandopenWebresources.

A key conceptin theproposednew architectureis thenotionof Global service: i.e.
theconsumableserviceprovidedby heterogeneousentitieson thephysicallyhighly dis-
tributednetwork environmentthat is perceived by the serviceconsumerasa single,in-
tegral serviceentity with a singleendpointin serviceconsumer's view. In otherwords,
from end-user'spointof view, employing entiredistributedenvironmentto serviceuser's
requestis the sameasto employ just local computationalfacility. Thus,global service
is both location-andscale-transparent. The uniquefeatureof the global serviceis that
global serviceimplementationis collaboration-oriented.At any givenmomentof time,
a requestto the global serviceis servicedby the availablecomponentslocatedon the
network acrosscontroldomainsthatarecapableof best-servingtherequest.Suchoppor-
tunisticbehavior of theimplementationrelatesbothto theconceptsandissuesinvestigated
in Grid technologyandSOA research[LG03].

Thegoalof our systemis to de�ne andsupporta numberof dynamicglobalservices
to thedistributeduseraudience.

6.1.1 CoreConcepts

Software asa Platform Building decentralizedenvironmentof site peerswill require
providing software solution that will supportcompletesoftware life cycle. The
ultimate challengeof a decentralizedenvironment is that usergroupswill have
contradictoryrequirementsfor software. CiteSeer.EU addressesthis challengeby
adoptingtheconceptof theplatform. Theproposedarchitectureprovidesbothcom-
prehensive softwaresolutionfor distributedcommunityenvironmentthat is usable
out-of-the-box,aswell asmeansto extendandre�ne particularplatform compo-
nents,including completere-implementation,shouldparticipatingsite chooseto
do so. The platformwill lower the barriersto build, join andmaintainsuchopen
collaborativeenvironments.

The Site Concept The site term refersto the installedPlatforminstancewith optional
componentsdeployedon top of thePlatform. Thesite is characterizedby the fol-
lowing properties:

1. Subjectto singlecontroldomain:sitehasfull controloverauthenticationand
authorizationof its users;

2. Homogeneousnetwork environment:thesiteoperatesontopof LAN orWAN
network hardware;
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3. Userauditoriumsharingthesamesoftwareusageinterests.

A sitecanbealsodescribedasthesoftware/ hardwareinfrastructureto supportuser
groups(primarily research-oriented)to securelyinteractwith theremotegroups.

The Community Concept Remoteusergroupsinteractby uniting into a community. A
communityis a unionof numeroussitesthatuniteto pursuea commongoal(typi-
cally, commonresearchobjective): for instancesitesSite0, Site1, andSite2 form a
communityby establishingandjoining a Virtual CommunityNetwork. TheVirtual
CommunityNetwork (referredto further asVCN) conceptis an extensionto the
well-know Virtual PrivateNetworking (VPN) [HF98] concept.VCN is a dynamic
openenvironmentwheremultiple sitescan dynamicallyjoin and disjoin, and at
thesametimesecurelycommunicatewith eachothervia publicnetwork infrastruc-
ture(suchasInternet). The VCN infrastructureis built uponwidely usednetwork
securitytoolsandtechnologiessuchasFirewalls,VPNs,encryptedcommunication
(SSL),andconnectorsoftwareprovidedby theproposedplatform.

Communities,Sites,and UserGroups Relationsbetweencommunitiesandsitesmay
rangefrom simplistic to very complicated. Relationshipbetweentwo particular
sitesmay be characterizedby different degreeof friendliness. The friendliness
describeshow muchSiteA trustsSiteB . Trustmayrangefrom neutral (reasonable
trust)to friendly (completetrust). Mechanismto banparticularsiteareincludedin
the platform. To structurework of the large useraudience,usergroups(working
groups)canbecreatedto pursueparticular(e.g.,research)targets.

ValueAdded Services In theproposedarchitectureany kindof valueaddedservicecomes
asan extensionserviceto thePlatform. We envisagea numberof suchextension
service,amongwhich:

� enhancedsupportfor contentenrichmentwith semanticallywell-de�nedmeta-
data

� enhancedsupportfor documentsimilarity, classi�cation, clusteringandso-
cial network analysis(i.e. analysisof authorssocialnetworks,af�liation and
foundingagenciesnetworksetc.)

� enhancedsupportfor queryingfunctionalities(templatequerying,similarity
queryingetc.)

6.2 CiteSeer.EU Platform Ar chitecture

Onemainchallengeto thepracticaldistributedCiteSeer.EU Platformimplementationis
theselectionof thecorrecttechnologicalparadigm.Theplatformgoalis to providemaxi-
mumpluggability, adaptation,reuse,andshrink-to-�t aswell asenlarge-to-copefeatures.
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Out of all technologiesandmethodologiesavailable,theService-OrientedArchitec-
ture[Pap03b](referredto asSOA furtheron) seamsto provide thebestapplicability for
the purposesof the presentplatform. Comparedto other technologiesandmethodolo-
gies, its keencharacteristicis a clearguidanceto de�ne andbuild distributedsoftware
aroundwell-establishedtechnology-neutralfunctionalityre-use.There-usabilitytrail of
theSOA shouldbedistinguishedfrom thedistributedobject-orientedtechnologies,such
asCORBA or DCOM. The DistributedObjectOrientedarchitecturesfocuson the way
a requestfrom oneobject is deliveredanddispatchedon the otherobject, the mechan-
ics of the networking. The focusof SOA is mainly platform independenceandeaseof
reusability.

The rule of thumbfor service-orienteddesignis designfor reusefrom the very be-
ginning[DMIG05]. Theconceptof serviceis by its very naturesoftware-andplatform-
neutral,whereaswith othertechnologiesnumberof limitationsapplyon thedesign,im-
plementation,andsoftwareoperation. Unlike any otherarchitectures,SOA itself is so
genericthat a concreteSOA implementationis necessaryto deliver a softwareproduct.
TodaySOA offers numerousimplementationssuchasWeb Services,Jini, OpenWings,
JGroups— thesearethewidely known ones.At thesametime, it is possibleto usesev-
eralof theSOA implementationsseamlesslywithin thesameprojectwithout introducing
considerabletechnicaldif�culties.

Moreover, SOA allows designingmore reliable self-healingsoftware relatively to
mostotheralternativesfor distributedcommunications.This minimizesintegrationtime,
which minimizesdeploy time for complex systems,suchasCiteSeer.EU.

6.2.1 Implementing SOA for CiteSeer.EU

Ouroverall targetsmaybebrokendown into thefollowing majorcomponents:

1. InfrastructureservicesandSoftwareDevelopmentKit (SDK) productline designed
to provide shrink-to-�t capabilitiesof the deploying organizationand seamless
communityintegration.

2. SecurityandDataDeliveryservicesproviding thefunctionalitybaseline.

3. Extendedservicesoffering usefulserviceson top of securityanddatadeliver ser-
vices.

Effectively, the distributedCiteSeer.EU is designedasa ”`platform”' sincethe out-
of-the-boxinstallationwould provide little or no utility to the usersof the environment
theplatformis deployedat. The”`bare”' architectureis only agenericarchitectureabout
sharingdatawith anyone. Moreover, theproposedCiteSeer.EU platformaddressesma-
jor issuesthatareto betackledby thesoftwaredesignersto sharedatain thedistributed
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decentralizedcommunityenvironment.Figure6.1 illustratestheproposedlayeredarchi-
tecturecomposedof a corelayer of serviceson top of which userscanbuild extension
services, thatmaybesite-speci�c,group-speci�c,or communityservices.

Thenotionbehindthis layeredarchitectureis linkedto theconceptof extendedSOA
(xSOA), asdetailedin [PD01]. xSOA is a strati�ed service-basedarchitectureto attempt
to streamline,grouptogetherandlogically structurethefunctionalrequirementsof com-
plex applicationsthatmakeuseof theservice-orientedparadigm.Whatweproposehere
is animplementationof xSOA in thespeci�c context of contentdistribution.

Ourcorelayerwill provide thefollowing basicservices:

Figure6.1: CiteSeerEuropeVerticalArchitecture.

AddressSpaceService To get any kind of dataserved to the user, that pieceof data
must�rst be foundsomewhere.With numeroussolutionsfor meta-datareposito-
riesavailableon themarket (e.g.,from major relationaldatabasevendors),our ar-
chitectureproposesa smallyet crucialconceptualdifference:CiteSeer.EU records
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notwhere thedatais located,but whocanprovide thedata.Theimplementationof
this functionalityis theAddressSpaceService.

The importanceof suchapproachrelatesto the �e xibility this servicesupports,in
particularit providesfor considerabledecouplingfrom actualstoragesolution. To
draw aparallelwith existingtechnologies,it is possibleto changeahostingprovider
for a siteandmove all thecontentto a physicallydifferentcomputer. At thesame
time Web searchenginewould still containaccuratedatasincethe computerwill
still beidenti�able by theDNSname.However, if sitewasindexedwith IP address
insteadof DNS name,Web searchengine's datawill be inaccurate.It would not
bepossibleto connectto theWebserver basedon resultsof thequery. But what if
onewould like to changethenameof its service?Presently, theWebsearchengine
would have to re-index thesite,althoughit is thesamesite theenginealreadyhas
in its cache.The AddressSpaceServiceis built to addresspreciselythis kind of
challenges.

Thereare two kinds of ”`addresses”'in the proposedapproach:the ”`data piece
identi�cation”' andthe”`supplieridenti�cation”'.

The data”`datapieceidenti�cation”' is thealgorithmto calculatethe ”`indexes”'
of thedatain a way thatit is meaningfulto otherentitiesin thesystem.Thetheory
andtheapplicationdevelopmentexperienceof thedatabasetechnologiesover last
decadesmandatesthat a tuple storedin the databaseis accessedvia primary key
that is known to thecallerprior thedatabasecall is placed.We proposea different
approachbasedona numberof assumptions:

� Thedatapieceidenti�cation is expressedasasuperpositionof atomicindexes,
usuallyprovidedby thesupplierof thedata.Thesuperpositionis highlyprob-
ably globally unique. If several datapiecesbecomeambiguous,additional
atomicindexescanbe introducedto disambiguatetwo piecesof data,or the
duplicationwouldhave to bedetectedandeventuallyresolved.

� Individual atomicindexesarecalculable. At querytime, it is possiblefor a
callerto constructanindex thatwouldprovide goodenoughresults(from the
pointof view of thecaller);

� Thecaller is not requiredto supplyall atomicindexesto thecalculation(see
section4 for moredetailson thequeryimplementationin this framework)

SotheaddressA(D i ) of theith datapieceDi canbeformalizedaspair:

A(D i ) � hI i ; 	 j i ; (6.1)

whereI i is thesetof individual atomicindexes(i 1; i2:::in ), and	 j is thej -th sup-
plier identi�cation.

The”`supplieridenti�cation”' 	 j is apseudo-address,i.e. thepieceof information
that points out to a resolvable serviceendpointthat is capableto supply a data
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streamfor thedatapieceidenti�cation. The technicalentity thatprovidesfor this
resolutionis the DataDelivery Service. The informationcodi�ed in the pseudo-
addressis suf�cient to perform unambiguousdiscovery of the serviceendpoint,
establishcommunication,andrequestdatastream.

Data Delivery Service The servicethat takes the pseudo-addressanddatapieceiden-
ti�cation anddeliversthe actualdatais the DataDelivery Service. Functionally,
it is decoupledfrom the AddressSpaceServiceon this premise:it knows how to
reachtheentitiesdescribedby thepseudo-addressobtainedfrom theAddressSpace
Service.

Thebene�t for this designis obvious in theexamplewith the re-allocatedsitewe
presentedabove. In this case,the AddressSpaceServicewill provide that data
pieceDP� maybeobtainedfrom the�le f il ei on thewebsiteWebSiteA . Thesite
may move to a completelydifferent location,andthe AddressSpacewill still be
accurate.It is thedatadeliverycon�gurationthatneedsto beupdatedonthismajor
change.Moreover, this designsimpli�es thecreationof fail over copiesfor disas-
troussituations,suchISPservicedisruptionon oneof thesitesof thecommunity.
To achieve this, theaddressspacewould justneedto know thatmorethanoneweb
sitecanprovide thedatafor DP� .

Data Deliver Network Thebene�t of having theabove separateservicesbecomeseven
clearerwhenthesetwo servicesareconsideredin thecommunitycontext. Provided
that thepseudo-addressesareorganizedin sucha way that theDataDelivery Ser-
vice candistinguishbetweenlocal andexternallocationsof thedata,sharingdata
betweensitesparticipatingin thecommunityis equivalentto sharingthesnapshots
of thelocaldatawith all theparticipatingsites.GiventhattheDataDeliveryService
knows on theconnectivity details,all the dataneededon SiteB thatoriginatedon
SiteA will becopiedlocally ”`on demand”',with usersnot evenknowing it comes
from differentsite.

The implementationof theproposedapproachleadsto a new paradigm:theData
Delivery Network (DNN). DDN is the facility of the overall platform that should
beconsidereda Virtual CommunityNetwork thatseamlesslyprovidessecuredata
integrationandexchangebetweenparticipatingsitesandcommunities.The Data
DeliveryNetwork conceptextendstheContentDeliveryNetwork1 (CDN) concept.
In CDN scenario,thereis a centralizedcontentprovider anda large end-userau-
diencethat is geographicallydistributed. However, in our proposedarchitecture
basedon VCN there's no centralizedcontentprovider. Along with actuallydeliv-
eringcommunity-shareddatafrom onesiteto othersites,theDDN network should
implementP2Proutingmechanism(likein [LGR04])aswell asauthenticitymecha-
nism.DDN conceptuallyconsistsof two interoperableservices:distributedaddress

1CDN is essentially an overlay network of customer content, distributed geographi-
cally to enable rapid, reliable retrieval from any end-user location. See http://www.isp-
planet.com/technology/cdnconnection.html
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space, thatstoresmeta-informationaboutavailabledatasourcesandtheir pseudo-
addresses,andpseudo-addressresolutionanddeliveryservice.

Thisbreakdownrelatesto theinformation/datasourceclassi�cationin thefollowing
manner:

� DistributedAddressSpaceservicemaintainsdatasources;

� Pseudo-addressresolutionanddeliveryserviceallocatesphysicaldatasource
from the pseudo-addressprovided and deliversdatafrom it to the userre-
questingit. Theserviceis designedto providestandardizeddatatransmission
interfaceamongdifferentcommunicationendpoints,thusshieldingusersand
serviceprovidersfrom technicalissuessuchasroutingandinteroperability.

Distributed AddressSpaceserviceis scopedservice. The conceptof the scope
meansthatusermayeasilyselectthesubsetof thewholeaddressspacewherethe
searchis performed. The end usercan easily scopeher search: limiting search
on selecteddigital libraries,sites,or entirecommunityand/ or its particularsub-
communities.

The Pseudo-addressresolutionanddelivery servicecombinesthe functionality of
bothFa cade,Adaptoror Proxysoftwaredesignpatterns[GHJV95],dependingon
the natureof theentity addressedby thepseudo-address.Practicallythe concrete
versionof theservicecanunderstandonly theprede�nedsetof systemsandproto-
colsandtransfermechanisms.The”`bare”' serviceis anintelligentcachingframe-
work for differentsystemsplusplug-ins,andcommunicationprotocols,including
non-TCPtraf�c. In this way the servicemay be programmedin a mannerthat
supportsre-con�gurationon-the-�y andaddition/ removal of the plugins. Other
services,namelySecurityservice,InfrastructuralServicesandGateway Service,
arepartof thecorelayer, but dueto lackof spacewewill notdetailthemhere.

6.3 Querying Functionality

Any kind of dataqueryingfunctionality (aswell asmoresophisticatedvalueaddedser-
vice) comesasanextensionservicein theproposedarchitecture.Althoughit is possible
to somedegreeto computethe addressof the requesteddatapiece,in somecasesit is
betterto offer usersotherservices,suchasfulltext searchor meta-datasearch.Suchex-
tensionserviceswould provideall datapieceaddressesthatwould needto besuppliedto
thedatadeliveryservice.

A numberof issuesneedto besolvedto supportsuchfunctionalitiesin theproposed
distributedenvironment:

Data Accounting To understand,how, when,and if the datacould be queriedfor, we
needto describehow the dataaccountingis implemented. Out-of-the-boxData
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DeliveryNetwork installationcontainsno informationatall. Thereare� veentities
involvedin theaccountingof thedatapiece:

� Thedatapieceorigin, theOD i ;

� Thedatapieceitself, theD i ;

� ThestorageservicewheretheD i is stored:S;

� AddressSpaceservice,AS;

� DataDeliveryServiceDS.

In our architecture,thestorageservice, wheretheD i arelocated,is anextension
serviceto theplatform.In orderfor theAddressSpaceServiceto know theD i , and
theDataDeliveryServiceto becapableto deliver it, theD i shouldberegisteredso
that:

� Addresspair for D i , i.e. A(D i ) = hI i ; 	 Si , shouldbeallocatedandstoredin
theaddressspace,

� theDataDeliveryServiceshouldbeabletocomputeD i , i.e. theserviceshould
beableto computeD i from 	 S andI i .

The AddressSpaceserviceis a passive service,i.e. it doesn't searchactively for
new data.An examplecouldbethat thesysteminstallationmaybeprovidedwith
autonomousagents(suchas Web crawlers) that scanthe storagesavailable and
inform AddressSpaceandDataDeliveryservicesof theexistenceof datapieces.

To searchthedatain suchcontext, threepossiblescenariosarepossible:

� Knowledgeof A(D i ) is availableprior to querytime, andfeedit directly to
theDataDeliveryNetwork services;

� Constructionof a templateof the addressis doneat querytime andusedto
performthelookupquery;

� Extensionservicesarecalledto performadvancedqueriesandthenfeedthe
resultingaddressto theDataDeliveryNetwork Services

TemplateQuerying Let usconcentrateonthetemplatequerying.This is themechanism
of theAddressSpaceServiceto implementthequery-by-examplesemantics.The
qualifying condition for suchimplementationis that the environmentwheredata
piecesareregisteredin theDataDeliveryNetwork allowscomputingthenumberof
individual indexesof thedatapieceaddressescapableto resolvetheA(D i ) address
almostunambiguously(if ambiguitiesarisewemightgetduplicatesor not relevant
results).

The templateT � = hI � ; 	 � i is a pair of two setsI � and	 � , whereI � is the set
of exampleindexes the caller assumesthe D i would have, and 	 � is the set of
examplepseudo-addressesthecallerassumesthedatapiecesmaybeservedby. The
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matchingfunctionM is a function that checksif templateT � is actuallyre�ected
on thedatapieceaddressA(D i ). Weexpressit formally, asfollows:

M : T � ! A(D i ) �

(
Î i = (M I : I � ! I i ); Î i 2 I i

	̂ = (M 	 : 	 � ! 	 S); 	̂ 2 	 S
(6.2)

WhereÎ i and 	̂ arerespectively the subsetsof the individual atomicindicesand
of the pseudo-addressesthat satisfya given matchingcriteria. For instance, we
can implementM so that the templateT � is said to matchthe addressA(D i ) if
ALL exampleindexesAND pseudoaddressescanbere�ected on the indexesand
pseudo-addressesof a particulardatapieceaddress.Lessrestrictingcriteria can
alsobeapplied.

Searching data Themethoddescribedin theprevioussectionhasthebig disadvantage
that theusershouldknow theway the individual indexesarecalculatedto beable
to querythe service. This may work in small communities.Larger communities
will needto establishfacilitieswheretheknowledgeof theindividual indexesthat
makeup thedatapieceidentity is not required.

Suchservicesarepureextensionto the proposedarchitecture.Sincethe Address
Spaceknowsof theexistenceof datapieceonly ontheinitiativeof anexternalentity
(i.e. indication of URLs whereto start the crawling process),extensionservice
mayprovide associationsbetweenquery-answeringinformationandthedatapiece
addressor a templatethatcouldbeusedto querylaterthedata.

In theexampleof full-text search,thefull text index would becreatedasanexten-
sionserviceto the thesystem.To allow full-text searching,thedatapieceswould
�rst befedto thefull-text searchservicefor processing.Thelatterwouldeventually
registerthedatapiecewith theAddressSpaceService.Queriesbasedon full-text
will be executedon the full text service. This servicewould returnaddressesor
templatesthatmatchtheresultsof thequery.

102



Chapter 7

Conclusion

In this deliverablewe have �rstly proposeda set of organizationalarchitecturalstyles
for designingagent-basedsystems.Sincethefundamentalconceptsof agentsystemsare
intentionalandsocial,ratherthanimplementation-oriented,multi-agentsystems(MAS)
canbeviewedasorganizationalstructurescomposedof autonomousandproactiveagents
that interactto achieve commonand/orprivategoals.In proposingthesestyles,we have
adoptedsocialorganizationsasametaphor, guidedby organizationaldesigntheories.We
focusedon thestructure-in-5– a well-understoodorganizationalstyleusedby organiza-
tion theorists– andthejoint venture– usedto describecooperativestrategiesin thebusi-
nessworld. Both styleshave beenmodeledin termsof intentionalandsocialprimitives
from casestudiesdescribingrealworld organizations.Wehavealsodiscussedevaluation
of softwarequalitiesthatarespeci�c to MAS andofferedacomparisonof organizational
and conventionalstyles,conductedthrougha mobile robot casestudy taken from the
SoftwareEngineeringliterature.

Secondly, wehavepresentedmethodologicalissuesthatunderpinthedesignof anovel
methodologyfor securitydesign.Lookingbackatourproposedclassi�cation,thiswork is
well placedwithin themeta-level modelling�eld. To avoid someof thedisadvantagesof
theapproachwehave focusedonamodularadditionsothatdroppingall newly proposed
featuresmakesusreturnto Tropos/i*originalmethodology.

Thirdly, we have proposeda goal-orientedmethodologyfor requirementsanalysis
in DWs, which canbe usedwithin both a demand-driven anda mixed supply/demand-
drivendesignframework. Theadvantageof our methodologyover theexisting onesis to
ensurethatearlyrequirementsareproperlytakeninto account—whichensuresa “good”
design—and,at thesametime, that the resultingDW schemataaretightly rootedto the
operationaldatabase—whichmakesthedesignof ETL simpler.

The methodologywas appliedto the BI-BANK casestudy, a projectdevelopedin
collaborationwith a company basedin Trentino. Theexperiencewith thecompany was
extremelyusefulfor re�ning andvalidatingour approach.We receiveda positive feed-
backaboutthemethodologyand,in particular, aboutthe importanceof deriving the re-
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quirementsdirectly from theanalysisof thestakeholdersanddecisionmakersgoals.The
casestudyalsosupportedusin investigatingthescalabilityof ourapproach.With regard
to this, we veri�ed thatassociatinganactordiagramwith severalrationaldiagrams,one
for eachactor, hasa crucial role in dealingwith complex applicationdomains. In fact,
detailedrequirementanalysisis carriedout on rationalediagrams,whosecomplexity de-
pendson how articulatedthedecisionaltasksof a singleactorare(which is not directly
relatedto how largetheapplicationdomainis). Ontheotherhand,theactordiagram—on
which the sizeof the applicationdomain,in termsof numberof stakeholders,directly
impacts—isdrawn atahigh level of abstraction,thusits complexity neverbecomesover-
whelming.Ourmethodologyis fully supportedby aCASEtool1.

The next themeaddressedin this deliverableconcernswith ServiceOrientedCom-
putingandexplainshow thebasicServiceOrientedArchitecturehelpsdeliveringservice-
basedapplications.Wearguedthatin orderto provide theadvancedfunctionalityneeded
to deliver sophisticatede-businessapplicationsan ExtendedServiceOrientedArchitec-
tureis necessary. This architectureincludesa servicecompositiontier to offer necessary
rolesandfunctionality for theconsolidationof multiple servicesinto a singlecomposite
service. It also providesa tier for serviceoperationsmanagementthat canbe usedto
monitorthecorrectnessandoverall functionalityof aggregated/orchestratedservicesand
supportfor openservicemarketplaces.We explainedhow grid servicescanbe usedto
implementtheservicemanagementtier of theExtendedServiceOrientedArchitectureby
meansof theservicegrid bus. We showedagent-orientedtechnologyto be an enabling
technologyfor achieving theServiceOrientedComputingparadigm.

Finally, we have presenteda distributedarchitecturefor themanagementanduseof
digital content.Thearchitecturalframework is basedon P2P-stylearchitectureto bring
thedynamism,extensibility anddecentralizecontrol from P2Psystem.A P2Papproach
is also pursuedby other groups[MKK + 05] in the samecontext of scholarlypublica-
tions. Unlike suchproposalswe basedthe dataexchangeanddelivery mechanismson
ServiceOrientedArchitecturesleveragingplatform-independenceandthe dynamicdis-
covery/bind/invokemechanismof bothcoreandextensionservices.Theproposedimple-
mentationof a decoupledAddressSpaceandDataDelivery servicesis actuallythecore
of theproposedplatform. Thepurposeof theAddressSpaceserviceis to tracktheinfor-
mationassetsof sitesandcommunity, while theDataDeliveryserviceprovidesuniversal
application-level accesspoint to the datastoredin the community. Internally, the Data
Delivery servicecanusea numberof availabletechniques(P2Prouting,SOA, CORBA,
evenclassic”`client/server”' etc.)usefulto getthedatafrom sourceto requestinguser.

1SeetheTroposwebsite(http://www.troposproject.org) for moredetails.
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Chapter 8

History of the Deliverable

Below we outlinehow thework describedin thedeliverablehasevolvedalongtheyears
of theproject.

ChangeHistory

Version Date Status Author (Unit) Description
0.1 2004/Nov Draft UNITN First versionof service-

oriented computing and
softwareagents.

0.2 2005/Nov Draft UNITN First versionof security
and trust requirements
engineering.

0.3 2005/Nov Final UNITN First version of goal-
oriented requirement
analysis for data ware-
housedesign.

0.4 2005/Nov Final UNITN First version of a dis-
tributed architecturefor
value addedservicesto
digital libraries.

0.5 2006/Nov Final UNITN First version of multi-
agentarchitecturesasor-
ganizationalstructures.

1.0 2006/Nov Final UNITN Final revision of the de-
liverable.
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